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Abstract

Many consequential decisions rely on aggregating noisy judgments from dis-
tributed human evaluators, often without access to an objective ground truth. Sci-
entific peer review and grant funding are canonical examples, but similar challenges
arise in hiring, admissions, and evaluation of Al models. The goal of this thesis is to
understand and mitigate errors in distributed human evaluation to make better deci-
sions. Toward this end, we conduct controlled experiments in real review processes
and develop principled algorithms with provable guarantees.

In the first part of the thesis, we present experimental evidence on sources of er-
ror and the effectiveness of interventions in scientific peer review. We present results
from two human-subjects experiments that we conducted at large-scale ML/AI con-
ferences. The first studies whether meta-evaluation can improve review quality; the
second studies a live deployment of a large language model assistant for authors. To-
gether, these experiments demonstrate both the promise and limits of interventions
aimed at improving review quality.

In the second part of the thesis, we develop algorithms for making selection deci-
sions from error-prone evaluations. Randomized selection has been gaining adoption
in scientific funding. However, existing designs of these peer review “lotteries” are
often ad hoc. We formalize the desiderata motivating the use of randomized deci-
sions in peer review and show that prior methods fail to meet their intended goals.
We then develop efficient algorithms with provable guarantees that better address the
motivations for randomization.

Finally, in the third part of the thesis, we study how to release data about evalua-
tion processes without compromising participant privacy. Outside scrutiny of high-
stakes evaluation systems requires data about reviews and outcomes, but releasing
such data can re-identify participants or leak sensitive personal information. We ex-
amine this tension in pseudonymous time-series data and fraud-detection graph data,
demonstrating practical privacy attacks and developing provably sound mechanisms
for sharing useful data while protecting anonymity.
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Chapter 1

Introduction

Many consequential decisions depend on judgments from distributed human evaluators. Scien-
tific conferences ask reviewers to assess papers, funding agencies ask experts to judge proposals,
and institutions in hiring, admissions, medicine, law, online governance, and Al evaluation all
rely on human assessments to compare complex alternatives. These evaluations are often partial,
subjective, and inconsistent, and decision makers usually lack an objective ground truth. Scien-
tific peer review is one of the clearest examples. It is central to research, but it is also known to
suffer from bias, subjectivity, fraud, miscalibration, inconsistency, and low effort [186].

This thesis studies how to make better decisions from distributed human evaluations under
uncertainty. We focus on three sources of uncertainty. First, the evaluations themselves are error-
prone. Reviewers may use scales differently, disagree about what quality means, or respond
to irrelevant features of a submission. Second, the target of evaluation is often contested or
unobserved. There is no definitive answer to which proposal would have produced the best
science or which applicant would have succeeded in a position. Moreover, in many of these
domains there is no clear single unit of measure with which to define the success or utility of a
selection. Third, the data needed to study these systems are often private or incomplete, making
it hard to know which statistical model of the evaluation process should be trusted in any given
deployment.

The thesis develops methods for addressing these sources of uncertainty. We ask how to
reliably measure sources of error in human reviews, how to make decisions in light of known
issues with human evaluations, and what data can be released to support external scrutiny. This
motivates three complementary approaches. We use experiments to measure when reviewer
judgments and interventions succeed or fail; randomized selection mechanisms to represent un-
certainty instead of hiding it behind arbitrary thresholds; and privacy-preserving release mech-
anisms to make evaluation systems more legible without making participation unsafe. Across
these settings, the goal is not to replace human evaluation with a single automated rule. It is
to build methods that respect the limits of human judgment while improving the decisions, evi-
dence, and institutions built from it.



1.1 Contributions and Organization

First, Chapter [2| begins by addressing uncertainty through improved empirical understanding of
real-world peer review processes. It presents two large-scale human-subjects experiments con-
ducted inside live peer review processes at ML/AI conferences. The first asks whether people
can reliably evaluate the quality of peer reviews. We study review-quality evaluations from au-
thors, reviewers, and meta-reviewers at Neur[PS 2022, including a randomized controlled trial
that isolates whether uselessly increasing the length of a review changes its perceived quality.
The results show that evaluations of reviews inherit many of the same pathologies as reviews
themselves: disagreement, miscalibration, author-outcome bias, and a preference for needlessly
long reviews. This limits how much weight human review-quality scores can carry as measure-
ments of true review quality. This study is based on joint work with Ivan Stelmakh, Kyunghyun
Cho, Alice Oh, Alekh Agarwal, Danielle Belgrave, and Nihar B. Shah [71].

The second study in Chapter 2] evaluates a live deployment of an “LLM Checklist Assis-
tant” at NeurIPS 2024. This is a deliberately narrow use of LLMs in peer review: the assistant
gives authors feedback on whether they met concrete reporting guidelines in their papers before
submission. We use it to characterize what scoped automated feedback can and cannot do for
reviewing pipelines and find that the assistant surfaced concrete issues that many authors then
fixed. This study is based on joint work with Thsan Ullah, Thanh Gia Hieu Khuong, Benedictus
Kent Rachmat, Zhen Xu, Isabelle Guyon, and Nihar B. Shah [68]. Together, the two studies
show that interventions in peer review should be evaluated in the systems where they are de-
ployed, because the same uncertainty that affects ordinary reviewing can also affect the signals
used to improve it.

Second, Chapter [3] turns from measurement to algorithmic decision-making. Randomized
selection, or explicit lotteries over qualified candidates, has been gaining adoption in scientific
funding as a response to uncertainty in evaluation. Proponents have argued that randomiza-
tion may reduce wasted reviewer effort on arbitrary tie-breaks, encourage high-risk proposals,
counteract “rich-get-richer” effects, and reduce reviewer partiality [39, 60, (73, [79, [80]. Sur-
veys also find substantial support among scientists for introducing randomized selection into
grant funding [[131, [169]. In practice, partial lotteries have been adopted by funding agen-
cies including the New Zealand Health Research Council, the Swiss National Science Foun-
dation, the European Research Council, Science Foundation Ireland, and the Volkswagen Foun-
dation [}, 156} 131, 184} 218]].

Despite this growing adoption, existing lottery designs are often ad hoc. Institutions may
identify a set of “similarly qualified” candidates and sample uniformly from that set, without
a formal account of why that distribution is appropriate. The central question in Chapter [3]is
therefore: given imperfect evaluations of candidate quality, what probability distribution should
the decision maker use? This question is especially important when decision makers do not trust
a fully specified probabilistic model of review error. Probabilistic models of reviewer miscal-
ibration have often performed poorly in real peer-review deployments [117, [187], and human
miscalibration can be more complex than simple models assume [21/]. Moreover, the future suc-
cess of scientific work is inherently difficult to predict; peer-review scores are poor predictors
of future citations and other long-run measures of impact [33} [183, 226]. Similar instability ap-
pears in other selection settings, including college admissions, where predictive models can yield
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arbitrary rankings under small changes to the training data [119].

We study two algorithmic designs that target different, sometimes complementary desider-
ata. First, MERIT is a robust lottery for selecting from interval-valued quality estimates when
the decision maker has uncertainty modeled by “Knightian uncertainty”: the decision maker
may be able to describe a set of plausible orderings, but not assign a reliable probability measure
over them [[105, 196]. This mechanism is based on joint work with Giulia Fanti and Nihar B.
Shah [69]]. Second, “smooth lotteries” address a different motivation for randomization: stabil-
ity. They guarantee that small changes in review scores produce only small changes in selection
probabilities. This mechanism is based on joint work with Giulia Fanti and Nihar B. Shah [72].
MERIT targets robustness when the noise model itself is uncertain; smooth lotteries target sta-
bility when threshold effects would otherwise let tiny perturbations swing outcomes.

Third, Chapter[]studies a data-release problem that sits behind both measurement and decision-
making. Outside scrutiny of evaluation systems requires data about participation, reviews, out-
comes, and algorithmic performance. But the same releases can re-identify participants or leak
sensitive structure. This is not an abstract concern in peer review: reviewer identities, assignment
patterns, bidding behavior, author outcomes, and discussion traces can all be sensitive. The chap-
ter studies this tension in two settings. The first concerns pseudonymous time-series data, where
batching behavior can deanonymize users even when their actions are recorded under different
pseudonyms. We formalize this risk and develop one-sided differentially private delay mecha-
nisms for sharing useful timing information while preserving anonymity. This study is based on
joint work with Giulia Fanti and Nihar B. Shah [67].

The second privacy study concerns fraud-detection benchmarks on graph data. A data holder
may want to evaluate submitted detection algorithms without releasing the underlying graph, but
the benchmark score itself can leak information. We show that submitted algorithms can encode
private graph queries and that off-the-shelf differentially private tools struggle to deliver useful
accuracy on graph-structured data. This study is based on joint work with Giulia Fanti, Nihar B.
Shah, and Zhiwei Steven Wu [[70]]. This setting illustrates a broader obstacle to transparency: the
data needed to audit evaluation systems are often exactly the data that create privacy risk.

The three themes of the thesis are complementary in targeting the broader goal of improving
review systems. The experiments in Chapter [2]identify which errors are worth designing around.
The mechanisms in Chapter [3|take uncertainty as an input to decision-making rather than treating
it as a nuisance to ignore. The privacy tools in Chapter 4| aim to keep these systems legible to
outside scrutiny as they scale. The central claim is that better distributed evaluation requires joint
attention to measurement, decision-making, and privacy: we need to know what evaluations can
support, choose mechanisms that match uncertainty arising from error-prone evaluations, and
release data to evaluate the system without making participation unsafe.






Chapter 2

Experimental Evidence from Peer Review

This chapter studies distributed human evaluation through two deployments inside large com-
puter science peer-review processes. Both studies start from the same practical concern: peer
review systems increasingly rely on secondary evaluations to improve the primary evaluation
process, but these secondary signals are themselves produced by humans or by imperfect au-
tomated assistants. If such signals are noisy, biased, or strategically manipulable, then using
them to reward reviewers, evaluate interventions, or certify submissions can reproduce the same
weaknesses the system was meant to fix.

The first subchapter asks whether people can reliably evaluate the quality of peer reviews.
We study review-quality evaluations from authors, reviewers, and meta-reviewers at NeurIPS
2022, including a randomized experiment that isolates whether uselessly increasing review length
changes perceived quality. This setting gives a concrete way to measure whether evaluations
of reviews capture stable review quality or instead reflect length, author outcomes, evaluator
disagreement, and calibration differences.

The second subchapter asks whether a narrow LLM assistant can help authors satisfy check-
list requirements before review. The deployment at NeurIPS 2024 is deliberately scoped: the
assistant gives feedback to authors, not reviewers, and targets compliance with explicit checklist
criteria rather than holistic judgments of paper quality. The study therefore examines a lower-
risk use of LLMs in peer review while still surfacing questions about accuracy, usability, user
expectations, and gaming.

Together, the two studies show both the promise and the fragility of using secondary evalu-
ations to improve peer review. Evaluations can reveal useful signals and can prompt substantive
changes, but they also inherit biases, inconsistency, and strategic risks. This motivates the later
chapters, which ask how decision rules and data-release mechanisms can be designed once eval-
uation signals are known to be imperfect.

2.1 Measuring the Reliability of Review-Quality Evaluations
This subchapter begins the experimental part of the thesis by examining whether peer-review sys-
tems can reliably evaluate their own evaluation process. Before review-quality scores are used to

reward reviewers or evaluate interventions, it is necessary to understand whether those scores be-
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have like stable measurements or whether they reproduce the same biases and disagreement that
affect paper review. The next subchapter turns from measuring human secondary evaluations to
deploying an LLM assistant for authors; together, the two studies ask when auxiliary evaluation
signals can be trusted in peer review.

This subchapter is based on joint work with Ivan Stelmakh, Kyunghyun Cho, Alice Oh, Alekh
Agarwal, Danielle Belgrave, and Nihar B. Shah [71]].

2.1.1 Motivation

Scientific peer review is a ubiquitous process used across many fields to evaluate research qual-
ity. While the peer review of papers is widespread, it is plagued with well-documented problems
like bias, subjectivity, fraud, miscalibration, and low effort, among others (see [[186] for a sur-
vey). Some of these problems may be mitigated via design of better incentives for high-quality
reviewing, or via evidence-based policy design evaluated through controlled experiments. Both
of these approaches depend on reliable evaluations of the quality of reviews. Therefore, this sub-
chapter studies the research question: can different parties involved in the peer-review process
(meta-reviewers, reviewers, authors) reliably evaluate the quality of reviews? We are driven by
the two primary motivations:

1. Designing incentive mechanisms for high-quality reviewing. A number of past works pro-
pose incentive mechanisms for the peer-review process to motivate better reviewing [120,
1931206} 233),234]. For example, reviewers may earn credit towards future peer review of
their own work when they complete high-quality peer reviews of others’ work. Already,
at a number of journals and conferences, reviewers can be recognized for excellence in
reviewing (e.g., NeurIPS “Top Reviewers”) where this recognition is generally given out
on the basis of evaluations of review quality completed by editors or meta-reviewers. The
European Science Foundation reports that many grant organizations evaluate quality of re-
views and a substantial fraction of these organizations store the evaluations linked to the
reviewers’ identities in their databases [64]. These mechanisms generally require reliable
evaluation of review quality in order for incentives to be fair and useful. For example,
[233] and [234] assume that authors will accurately provide a report of true review quality
that can be used to incentivize effort on the part of reviewers.

2. Experiments measuring efficacy of interventions in the peer-review process. In numerous
studies examining scientific peer review, the efficacy of changes to the peer-review process
is assessed based on evaluating the quality of reviews under certain policy interventions
(e.g., [22, 23, 125, 29, 136, 57, 111} 123}, 168} 182, 195} 212, 213} 219]). These studies
treat evaluations of review quality by fellow reviewers or editors/meta-reviewers as “gold
standard” to measure the efficacy of the policies under consideration. In our research, we
delve into the validity of using these scores by examining their reliability as true indicators
of review quality.

Motivated by the need for evaluations of review quality, we conducted a quantitative study

into the reliability of evaluating review quality at the Neural Information Processing Systems
(NeurIPS) 2022 conference, a top-tier conference in the field of machine learningE] We recruited

'In computer science, unlike many other research fields, conferences typically review full papers, are frequently
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participants who served in different roles in the conference — paper authors, paper reviewers,
and meta-reviewers who handle many papers at the conference. We then asked these participants
to evaluate the quality of paper reviews and analyzed the reliability of their scores in several
ways. Additionally, we conducted a randomized controlled trial to examine potential bias in
scores of perceived quality towards longer reviews.

Using the data collected we assess the reliability of evaluating review quality along five
dimensions: (i) uselessly elongated review bias, (ii) author-outcome bias, (iii) inter-evaluator
agreement, (iv) miscalibration, and (v) subjectivity. Overall, our findings suggest that the evalua-
tion of paper reviews faces many of the same issues as the reviewing of paper quality, like incon-
sistency, miscalibration, subjectivity, and biases with respect to irrelevant information. There-
fore, care must be taken in relying on evaluation scores to either incentivize quality peer review
or to experimentally measure changes in the quality of review due to these observed effects in
evaluating review quality.

2.1.2 Background

Prior work on review-quality evaluation provides important context for our experimental design.
The most relevant studies have surveyed authors, reviewers, journal editors, or meta-reviewers
to understand how review quality is perceived and whether these perceptions are reliable.

At the computer vision conference CVPR 2012, a study [102] asked paper authors to evaluate
reviewer quality. They found that length had a weak positive correlation with authors’ ratings of
“helpfulness.” However, importantly, it is not possible to distinguish how much of the correla-
tion was due to longer reviews having truly higher quality content versus longer reviews being
spuriously perceived as higher quality. This subchapter addresses the issue of confounding by
rigorously measuring the causal effect of length on perceived review quality through a random-
ized controlled trial where the treatment increases the length of the review without adding useful
information.

The papers [102, (116} (165,170, 224] all find that in authors’ evaluations of reviews on their
own papers, the decision of accept or reject given by the reviewer is highly correlated with
evaluation rating given by the authors. However, these prior works do not control for potential
confounders. For instance, there may be systematic differences in the true review quality of
accept and reject decisions. Here, we also collect evaluations of reviews by non-authors, which
we use to control for these confounders. A related paper is [221] which develops an algorithm to
de-bias such author-provided evaluations.

At NeurIPS 2020, the program chairs asked meta-reviewers to rate whether paper reviewers
met their expectations [126]. They found that invited reviewers to the conference were not rated
any higher than reviewers recruited from among the author pool. Additionally, they found that
less experienced reviewers were actually rated slightly higher on review quality than more ex-
perienced reviewers. Similarly, a study at the ICML 2020 conference [195]] designed a special
process to recruit new paper reviewers and asked meta-reviewers to evaluate the review quality
from this group and from the standard group of reviewers. They found that their newly recruited
and trained reviewers were evaluated as higher quality than reviewers in the standard reviewer

a terminal publication venue and are ranked higher than journals.
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pool according to a number of metrics which also included meta-reviewers’ evaluations of re-
views. This subchapter does not focus on which reviewers are considered higher quality by
meta-reviewers, but rather focuses on the reliability of these evaluations of reviews.

A number of scientific funding agencies collect assessments of peer review quality in the
assessment of grant proposals. At Canada’s national health research funding agency, committee
chairs were asked to evaluate the review quality of grant peer reviewers from 2019 to 2022 [3]].
A report from the European Science Foundation on the evaluation of reviews found that such
evaluations of review quality were quite common in grant funding agencies—in a survey of 30
funding organizations, they found that over 60% evaluate the quality of all reviews as standard
practice [64]. These organizations then use review quality in a number of concrete ways, includ-
ing to discard reviews deemed low quality and tagging the reviewer with qualifying information
for future reference. These policies speak to the importance of assessments of review quality in
having real consequences in existing peer review systems of funding agencies. The goal here is
to systematically assess the reliability of evaluations of review quality.

In medical journals, there is literature going back over two decades on assessing review qual-
ity. The study [61] asked editors to evaluate the quality of peer reviews in medical journals and
concluded that editors show strong agreement in their evaluations as measured by the intraclass
correlation coefficient. Subsequent work [24] tested the efficacy of evaluating reviews by gen-
erating a fictitious manuscript with known flaws, obtaining peer reviews of the manuscript and
then asking editors to evaluate quality of the peer reviews. They found that evaluation of review
quality is somewhat correlated with number of flaws reported by the reviewers, indicating that
assessment of review quality may in fact capture some objective qualities that make a review
useful. In a cross-sectional study of journals in multiple disciplines, the study [170] analyzed
authors’ and editors’ evaluations of review quality in Elsevier journal reviews from 2014 across
medicine, science, and computer science. They found correlation between author satisfaction
with the review and whether the review recommended acceptance. This subchapter studies sim-
ilar questions on the reliability of evaluating peer review, but in the context of a large Computer
Science conference.

A recent paper [135] analyzed whether length of reviews seems to capture review quality.
They found a correlation between the length of reviews given to accepted journal articles and the
future citations received by these articles, suggesting that review length may be associated with
review quality. While it may be the case that longer reviews are sometimes of higher quality than
shorter reviews, this subchapter asks whether uselessly elongating reviews can lead to spurious
perceptions of higher quality.

Recent work [44,145.1146,1192] has found that large language model (LLM)-based evaluations
of LLM response quality tend to display a strong bias towards longer responses. This can in turn
bias models that are fine-tuned using reinforcement learning from human feedback (RLHF) based
on LLM evaluations towards generating long responses. The results here show that this length
bias exists even in human evaluations in the context of scientific peer review.

2.1.3 Study Design

Throughout this subchapter, we use “evaluator/evaluation” to refer to the evaluation of reviews
and “review/reviewer” to refer to reviews of papers.

8



We asked participants at NeurIPS 2022 to evaluate the quality of reviews given on papers at
the conference. We recruited four types of evaluators:

1. Meta-Reviewers: Asked to evaluate reviews on one paper from their own pool of papers.

2. Paper Reviewers: Asked to evaluate other reviewers’ reviews on one paper that the partic-
ipant reviewed for during the conference.

3. Paper Authors: Asked to evaluate all reviews on at most 2 of their own submitted papers.

4. External Reviewers: Reviewers and meta-reviewers from NeurIPS 2022 with relevant ex-
pertise who were asked to evaluate all reviews on one paper that they did not handle as part
of the conference.

We recruited evaluators on an opt-in basis. First, a notification was sent to all reviewers,
meta-reviewers, and authors asking if they were interested in participating. Those who said yes
were included. Given the set of opt-in evaluators, we next chose papers and reviews for them
to evaluate in a manner that maximized the amount of overlap in which reviews are evaluated.
This was to enable us to then compare the evaluations from multiple evaluators on the same
set of reviews. Additionally, in order to ensure that the external reviewers evaluated reviews on
relevant papers, we chose papers so that “similarity” between the external reviewers and papers
was high — here, similarity is defined as the similarity between the text of the paper and the
text of the reviewers’ profile (past papers), which is used in NeurIPS 2022 and various other
conferences to assign reviewers to papers in the peer review process. Overall, we recruited
7,740 evaluators across these 4 types of reviewers who rated 9,870 paper reviews, with a total
of 24,638 evaluations completed. Among the participants, there were 493 meta-reviewers, 2,395
paper reviewers, 3,429 paper authors, and 1,423 external reviewers.

Evaluators were provided the review, along with the paper for which the review was written.
Evaluators were asked to rate the overall quality of paper reviews on a 7 point scale. Higher
ratings correspond to higher rated quality. Additionally, evaluators were asked to evaluate the
reviews on the following four criteria:

1. Understanding: “The review demonstrates an adequate understanding of the paper.”
2. Coverage: “The review covers all the required aspects.”

3. Substantiation: “Evaluations made in the review are well supported.”

4. Constructiveness: “The review provides constructive feedback to authors.”

Evaluators rated each of these criteria on a 5-point Likert scale ranging from —2 (Strongly Dis-
agree) to 2 (Strongly Agree). The evaluation form also contained additional explanation of each
of the items: see Supplemental Material for the full questionnaire. We chose these criteria for the
questionnaire based on proposed Review Quality Indicators (RQIs) for peer reviews [197, 211]],
additionally tailoring the questions to suit our needs of being concise and relevant to papers in
the domain of machine learning.

We describe some basic statistics pertaining to the evaluations. In Figure 2.1 we show the
overall distribution of scores for each type and the distribution of criteria scores. The overall
score distribution is symmetric around the median score of 4. The distribution of scores for the
criteria are all left-skewed, as evaluators were more likely to give positive scores on these criteria.
We further analyze the mapping from criteria scores to overall scores in Section [2.1.4
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Figure 2.1: Marginal distribution of scores given to reviews by meta-reviewers, paper reviewers,
authors, and external reviewers.

A Randomized Control Trial

We also conducted a randomized controlled trial where we manipulated the length of reviews in
order to study the impact of review length on perceptions of quality. Specifically, we conducted
an experiment where we selected 10 papers such that as many participants as possible had high
textual similarity scores (indicating familiarity in the area of the paper) with at least one of
the papers. The participants with high similarity scores were drawn from among the external
reviewers, giving 458 total evaluators, 334 who served as reviewers and 124 who served as meta-
reviewers on other papers at the conference. Importantly, unlike (meta)-reviewers and authors,
the participants from this group of external reviewers had not seen the original reviews on these
papers, allowing us to manipulate the reviews without their knowledge of the treatment.

For each of the selected papers, we chose one review at random and then manually created
a longer version of this review, carefully ensuring that the underlying quality of the review did
not improve as we increased the length. We adopted a combination of the following strategies to

Summary: <Replicate abstract> [freeform text]

i i
Summary: ' [freeform text] Strengths And Waknesses: | [freeform text]
[e=eesccccccccccccccccccccccccsccccsccccccanaas e
Strengths And Weaknesses: | ffreeformtexs v e e
| Questions forfauthors: [freeform text]
Questions for authors: ' R S (Y R N A
Uy | g Let me briefly summarize the In this section of the Here are some questions | Overall, in my
Ethics Flag: v paper and its cunm’buﬁuns: I _ present review, | willnow  have for authors. |would  opinion, <replicate
£ do not evaluate the paper in { outline the strengths and  like to see the response to  everything from
Soundness: 2 Fair n this section and the detailed i weaknesses of this these questions in the dropdown options>
presentation: |3 Eeares evaluation is given below. A submitted paper rebuttal.
Contribution: [3Good  |id
Contribution: |3 Good " " " "
| v] Rating: [7: Accept: Technically solid paper, with high impact on at least one sub-area, o | v
Rating: [7: Accept: Technically solid paper, with high impact on at least one sub-area, or... | v|
Confi [4: You are confident in your assessment, but not absolutely certain. Itis unlikely, but... |\
Confidence: | 4: You are confident in your assessment, but not absolutely certain. Itis unlikely, but... |l

Figure 2.2: Generation of “uselessly elongated” reviews by adding unnecessary explanatory text
(in red).
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Figure 2.3: Word count of the ten original and uselessly elongated reviews. The word counts
include text from the summary, strengths and weaknesses and questions boxes of the paper re-
views and exclude the quantitative scores. The mean lengths of original and elongated reviews
are shown as dashed lines.

do so: adding filler text at the beginning of each text box by repeating the text box header as an
introductory sentence, repeating the summary in other sections like strengths and weaknesses,
writing out the text from multiple-choice questions (Rating, Ethics Flag, Soundness, Presenta-
tion, etc.) in the text boxes, replicating the abstract of the paper in the summary box or in the
body text of the review. See Figure [2.2]for an illustration of such an elongation. In Supplemental
Material, we give examples of original and elongated reviews used in our experiment that pertain
to accepted papers at NeurIPS 2022 which have publicly viewable reviews on OpenReview. As
shown in Figure across the 10 reviews the original reviews were roughly 200-300 words
long, while the elongated reviews were roughly 600-850 words long. The mean word count of
the original reviews was 268 words, compared to a mean of 755 for elongated reviews.

Then, each eligible participant was assigned to exactly one of the experiment papers. Addi-
tionally, each participant was assigned uniformly at random to either a “long” or “short” con-
dition. When asked to evaluate a review for the assigned paper, participants in the long group
were given the uselessly elongated version of the selected review while participants in the short
condition were given the original version of the review. Participants were not informed about the
specific goal of this additional experiment: we only notified them that the data they contributed
would be used to gain insights about the review quality evaluation practice, but did not specif-
ically mention the length confounder. We further discuss the setup of this experiment and our
analysis in Section[2.1.4] We note that the experimental data from the RCT is not used in the rest
of our analysis.

2.1.4 Sources of Bias and Disagreement

We now present the main results of our analyses on uselessly elongated review bias (Section|2.1.4]),
authors’ outcome-induced bias (Section [2.1.4)), inter-evaluator (dis)agreement [2.1.4] miscalibra-
tion (Section [2.1.4)), and subjectivity (Section [2.1.4).

11



Bias Toward Uselessly Elongated Reviews

One concern in evaluations of reviews is that the evaluations may be biased by spurious factors
that are not actually indicative of underlying quality, like review length. We hypothesize that
evaluators may perceive longer reviews as better even if they are not of higher quality. In order
to rigorously test this hypothesis, we conduct a carefully designed randomized controlled trial
for the effect of “uselessly elongated review bias.”

Methods In our experiment, we used 10 reviews written on 10 different papers. For these
10 reviews, we received evaluations from 458 participants, who were either reviewers or meta-
reviewers of some other papers at NeurIPS 2022. Each of the 10 reviews had two versions — the
original short version and a long version, which was a uselessly elongated version of the same
review containing more words but the same underlying content. Then, each of the participants
was randomly assigned to either a short or long condition, meaning they reviewed either the short
or long version of a review respectively. We then employed the Mann-Whitney U test to evaluate
whether the perceived quality of the 10 selected reviews differs systematically between the short
and long conditions. We compute a Mann-Whitney U-statistic as follows. We take all pairs of
evaluations where the two evaluations are of a review on the same paper but one evaluates the
short version and the other the long version. There are on average 23 evaluations per paper of the
short version of the review and 23 evaluations per paper of the long version giving over 500 pairs
of evaluations per paper. For each paper p € [10] we denote S, as the set of evaluation scores of
the short review on the paper and L, the set of scores of the long review on the paper. Then, the
test statistic 7 € [0, 1] is defined as:

:Z ]LHS\ZZ Z (z* > 2°) + 0.5 I(2" = 27)) .

p=1 z°€Sp zteL,

One can interpret 7 as the probability that a long review is scored higher than a short review
by evaluators, breaking ties in scores at random. Note that under a null hypothesis of no effect,

= 0.5, so 7 > 0.5 indicates a positive bias of review length on quality score and 7 < 0.5
indicates negative bias.

To compute confidence intervals for the test statistic 7, we bootstrap reviewers in the long
and short conditions within each review. Specifically, for 5,000 iterations, we independently
bootstrap L, and S, for each review on each paper p € [10] and compute the test statistics
on the bootstrapped set of reviewers. We then use 2.5 and 97.5 percentiles to construct a 95%
confidence interval.

To test whether reviewers in the long and short conditions systematically differ in their scores,
we apply a two-sided Fisher permutation test. For this, we permute evaluators within each re-
view between the long and short conditions uniformly at random, ensuring that the number of
reviewers in each condition remains the same. We then recompute the value of the test statistic
for 20,000 permutations and compare these values with the original value of the test statistic to
obtain p-values.

12



ROLE SAMPLE SIZE T 95% CI P VALUE DIFFERENCE IN MEANS

REVIEWERS + META-REVIEWERS 458 0.64 [0.60,0.69] < 0.0001 0.56
REVIEWERS 334 0.65 [0.59,0.71] < 0.0001 0.58
META-REVIEWERS 124 0.61 [0.52,0.71]  0.04 0.39

Table 2.1: Summary of results for the randomized controlled trial testing the effect of uselessly
elongated review bias on overall quality score, separated according to the role of the evaluator in
the conference.

CRITERIA T 95% CI P VALUE DIFFERENCE IN MEANS
OVERALL 0.64 [0.60,0.69] ;0.0001 0.56
UNDERSTANDING 0.57 [0.53,0.62] 0.04 0.25
COVERAGE 0.71 [0.66,0.76] < 0.0001 0.83
SUBSTANTIATION 0.59 [0.54,0.64] 0.001 0.31

)

CONSTRUCTIVENESS 0.6  [0.55,0.64 0.001 0.37

Table 2.2: Summary of results for the randomized controlled trial testing the effect of uselessly
elongated review bias on criteria scores. Sample size is 458 for all statistics. Recall that the
overall score is on a 7-point scale, while criteria scores are on a 5-point scale.

Results As shown in Table we find a statistically significant positive impact of length on
evaluations of review quality. For both reviewers and meta-reviewers, the uselessly elongated
reviews receive higher scores than the original shorter reviews. The effect size for reviewers is
similar to the effect size for meta-reviewers. Overall, the mean score for the long condition group
was 4.29 compared to 3.73 for the short condition. As shown in Table[2.2] we also find a positive
effect of length on the criteria scores. In particular, after Holm—Bonferroni correction, results are
significant at level 0.05 for all the criteria, with the strongest effect on Coverage. These results
suggest that it is possible for a reviewer to spuriously improve perceived quality of their review
by adding to their review, even if the additions add no real value.

Author Outcome Bias

One potential source of bias in evaluating review quality that is distinct to authors is bias arising
due to the positivity or negativity of a review. A number of past works have documented corre-
lation between author’s satisfaction with paper reviews and whether the reviews recommended
acceptance [102, 116} 165,1170,1224]. We find a similar correlation in our analysis. In Figure
we plot the review score given by a paper review against the mean evaluation of review quality
given to that review for each type of evaluator. While meta-reviewers, reviewers and external
reviewers do not show a strong trend in how the positivity of review score correlates with review
quality assessments, for authors there is a clear positive trend with reviews recommending strong
accepts receiving higher evaluations than reviews recommending strong rejects. This trend holds
both for the overall review quality score and for assessments of specific criteria. While this visual
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Figure 2.4: Review score given to a paper by a reviewer (x axis) plotted against the mean evalu-
ation score of that review by evaluators (y axis), for each type of evaluator. Review scores range
from 1 (strongest reject) to 10 (strongest accept.) Evaluations of reviews with a score of 10 are
omitted from plot due to insufficient sample size (n = 5.)

suggests such a bias, it does not account for confounding factors, and hence we conduct a formal
analysis in this section.

Methods In order to measure the presence of an outcome-induced bias in the evaluations of
reviews provided by authors of respective papers, we estimate the effect of receiving a review
with a “reject” recommendation versus an “accept” decision on authors’ evaluations of review
quality. We conduct the following non-parametric analysis. We match pairs of evaluations where
one evaluation is on a reject review (“weak reject” or below) and the other is on an accept review
(“weak accept” or above) based on the following criteria:

1. Evaluation is done by the same author on the same paper.

2. The pair of reviews evaluated have similar length: the longer review is at most 1.5 longer
than the shorter.

3. Bothreviews have at least 2 evaluations from non-authors and have received a mean overall
evaluation score within 1 point of each other from non-authors.
Our matching criteria yields 418 pairs of evaluations. We then conduct a Mann-Whitney U test
on the pairs of evaluations to determine whether accept reviews are likely to receive higher scores
than reject reviews. In particular, given the n = 418 pairs of scores { (7", 2;7°)}" | the test
statistic 7 € [0, 1] is computed as:

_ = Z < accept reject) +0. 5]1( accept _ xfeject)>

One can interpret the test statistic 7 as the probability that an accept rating is scored higher
than a reject rating by authors, breaking ties in scores at random. We run a two sided Fisher
permutation test with 20, 000 simulations to determine a p-value of the test statistic. The 95%
confidence intervals are bootstrapped with 10, 000 simulations.
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CRITERIA T 95% CI P VALUE DIFFERENCE IN MEANS

OVERALL 0.82 [0.79,0.85] < 0.0001 1.41
UNDERSTANDING 0.78 [0.75,0.81] < 0.0001 1.12
COVERAGE 0.76 [0.72,0.79] < 0.0001 0.97
SUBSTANTIATION 0.80 [0.76,0.83] < 0.0001 1.28
CONSTRUCTIVENESS 0.77 [0.74,0.80] < 0.0001 1.15

Table 2.3: Summary of results for Mann-Whitney U test of authors’ bias towards reviews recom-
mending accept compared to reviews recommending reject (on n = 418 pairs of reviews).

Results We find a treatment effect of 7 = 0.82 with a p-value of < 0.0001 in the overall quality
scores, indicating that authors are positively biased towards reviews recommending accept over
reviews recommending reject. Additionally, on average accept reviews received scores that were
1.406 points higher (on the 7 point evaluation scale) than reject reviews. We additionally test for
differences in the criteria scores between the matched pairs of accept reviews and reject reviews.
As shown in Table [2.3] we find a positive bias towards accept reviews on the Understanding,
Coverage, Substantiation, and Constructiveness criteria respectively. These results are all statis-
tically significant at a level of 0.05 after Holm-Bonferroni correction. The criteria scores were
roughly 1 point higher on the 5-point review scale for accept reviews than Reject reviews. This
indicates that authors’ positive bias towards reviews recommending accept manifests in criteria
scores as well as overall scores. We note that authors did not have any explicit incentive in our
experiment to rate accept reviews higher than reject reviews: there were no repercussions to
paper reviewers for receiving positive or negative evaluation scores for their paper reviews nor
for the acceptance decisions. Nonetheless, authors seemed to display an inherent bias towards
reviews that were more positive towards their work. These results suggest that caution must be
taken when asking authors to evaluate reviews on their own papers.

Inter-Evaluator Disagreement

One measure of the evaluation reliability is the consistency of scores. Consistency by itself is
not sufficient for a useful evaluation process, for example, consistency is high if most evaluators
simply give the median score out of laziness, but these evaluations are not useful. Nonetheless,
consistency is one factor in evaluating reliability of evaluations, as we would generally like to
obtain similar evaluations of review quality if we ask multiple people.

With this motivation, we follow the methods of [188] in their analysis of the reviews of
papers (not evaluations of reviews) in the peer-review process of the NeurIPS 2016 conference.
The NeurIPS 2016 conference asked reviewers to evaluate reviews on four criteria (but did not
ask for an overall score). The analysis [188]] computes the rate of agreement between reviews
provided by a pair of reviewers on a pair of papers that they both review. In this manner, we
compare the amount of agreement in reviews of papers (in NeurIPS 2016) with the amount of
agreement in evaluations of reviews (in NeurIPS 2022).
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Figure 2.5: Inter-evaluator disagreement rates given to reviews.

Methods We compute the inter-evaluator (dis-)agreement following [[188]. Consider any in-
dividual criterion or the overall score. Take any pair of evaluators and any pair of reviews that
receives an evaluation from both evaluators. We say the pair of evaluators agrees on this pair of
reviews if both score the same review higher than the other; we say that this pair disagrees if the
review scored higher by one evaluator is scored lower by the other. Ties are discarded. We then
compute the total number of agreements and disagreements. The total sample size (number of
quadruples of paired review scores) in our calculations was ngyeran = 25, 346 for the overall score
and Nunderstanding — 187 6587 Ncoverage — 187 1937 Tsubstantiation — 197 6147 Nconstructiveness — 197 870 for
each of the criteria scores. We show disagreement rates along with 95% confidence intervals in
Figure [2.5] We note that a random baseline for the agreement rate if scores are drawn indepen-
dently at random for each evaluation of a review (from any marginal distribution) is 0.5.

Results For the overall score, 29% of pairs of evaluations were ties, while for each of the
criteria scores 37% to 40% of pairs were ties. In comparison, in the reviews of papers in NeurIPS
2016 [188l]], 35%-40% of pairs of criteria scores were tied. We now plot the rates of disagreements
for the evaluations of NeurIPS 2022 reviews in Figure 2.5 The disagreement rates for both
overall quality score and the criteria scores are approximately 0.3 on all criteria. In comparison,
the same inter-evaluator disagreement statistic for reviews of papers in the NeurIPS 2016 [188]],
is in the rage of 0.25 to 0.3. While the domains are different, these results suggest that evaluations
of reviews and evaluations of papers have similar agreement ratesE|

Miscalibration

Another issue in peer review of papers is evaluator miscalibration, that is the tendency for evalua-
tors to exhibit idiosyncrasies such as giving especially lenient or harsh reviews [[63, 178, 220]. In
this section, we investigate whether the problem of miscalibration manifests itself in evaluating
review quality.

Methods In order to estimate the degree of miscalibration, we fit a simple model that assume

linear miscalibration in scores for each reviewer [34]. This allows for comparison to prior work

%In fact, an experiment at NeurIPS 2021 found that the rate of disagreement between co-authors of multiple
jointly authored papers about the contribution of their own papers is 0.32, and that between authors of papers and
the review process is 0.34 [[173]. These disagreement rates are similar to what we found here for reviews of reviews.
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oy (Objective Quality Variance) 0.581
ap1/af (Meta-Reviewer Offset Variance) | 0.458
ap2/ay (Reviewer Offset Variance) 0.432
ap3/ay (Author Offset Variance) 0.780
ap 4/ (External Offset Variance) 0.441
o?/ay (Subjective Score Variance) 1.467

Table 2.4: Fit parameters of linear calibration model.

in estimating miscalibration in paper review, where the same model of evaluation scores is em-
ployed. Specifically, we follow the methods of [34]], modeling the evaluation scores as a linear
combination of objective quality, evaluator bias and per-evaluation idiosyncrasy. The model as-
sumes that the overall quality score given by evaluator j to review 4, denoted as y;;, is given
by

Yij = fi +bj + €,
where

* fi ~ N(u,ay) is an assumed “objective quality” of review ¢ in the model, drawn from a
normal distribution with mean ;. and variance a;

* bj ~ N(0,,) is an “evaluator offset” capturing miscalibration of evaluator j. In order
to capture differences in distributions of the four types of evaluators (meta-reviewers, re-
viewers, authors, and opt-in reviewers) we model the evaluator offset as a separate per-type
normal distribution with mean 0 and variance o, for ¢t € {1, 2, 3,4};

* &, ~ N(0,0%) is the idiosyncrasy associated to this specific evaluation of review i by
evaluator j.

This model is a Gaussian process with 6 variance hyperparameters to learn from evaluation
data. We fit the parameters using maximum likelihood estimation. (We use Gaussian Process
Regression maximum likelihood estimation implemented in the python package GPy.) We are
particularly interested in the oy, , parameter, the estimated variance of evaluator offsets for each
reviewer type. Intuitively, oy , captures the degree of miscalibration for each type, with a larger
value indicating that evaluators of that type are more likely to be miscalibrated.

Results In Table 2.4 we enumerate the values of the fit parameters, normalized by variance
of objective quality scores ay. First, observe that the (normalized) variance of author offset of
0.780 is much higher than the variance of evaluator offset for other types of approximately 0.45,
suggesting that authors may be more likely to be miscalibrated than other types of reviewers.
Second, let us compare with the miscalibration in the NeurIPS 2014 reviews of papers [34]. As
mentioned earlier, we use the same model as that used in [34] to enable a direct comparison. The
only difference is that the 2014 analysis had a single «;, term whereas we have a separate term
for each evaluator type. For the NeurIPS 2014 reviews of papers, it was found that oy = 1.28,
ap/ay = 0.19 and 0% /oy = 1.01. This suggests that under the linear model of score generation,
miscalibration in evaluating review quality may be at least as high as compared to evaluating
paper quality.
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Subjectivity

A frequent concern in peer review is subjectivity of reviewers. In the context of paper review, re-
viewers may have differing opinions about the relative importance of various criteria in determin-
ing overall quality of a paper, a phenomenon often referred to as “commensuration bias” [[118]].
For example, some reviewers may consider novelty of a paper more important towards overall
quality whereas others may consider rigor more important. In our context of evaluating reviews,
we asked evaluators to assess the quality of reviews on four specific criteria—understanding of
the paper, coverage of required aspects of a review, substantiation with evidence, and construc-
tiveness of the feedback. The overall score given by the evaluator then depends on how the
evaluator maps these individual criteria to an overall quality score, and such a commensuration
bias can result in arbitrariness in the evaluation process.

Methods Previous research has proposed learning a function that maps criteria scores to overall
scores from the review data [[160]. At a high level, this learned function is one that best fits the
data while respecting monotonicity so that the function is consistent (that is, an improvement in
any one criterion holding other criteria constant should not decrease the overall evaluation). We
can obtain one measure of the degree of subjectivity in our evaluation process by computing the
loss of this aggregate function learned from the evaluation data, where the loss is defined as the
absolute difference between this aggregate function and the overall scores given by evaluators
(averaged across all evaluations). Higher loss indicates that there is more variability in how
evaluators map criteria to overall scores, suggesting higher subjectivity. Following the theory
developed in [160], we choose the L(1, 1) norm as our loss function.

In our approach, we learn a single function that is common to all the types of evaluators. An
alternative approach would be to learn a separate function for each type. In order to evaluate the
usefulness of this alternative approach, we randomly partition evaluation scores into a 75% —25%
train-test split. We then fit a combined-evaluator type function on the training data and per-
evaluator type functions on the training data to minimize L(1,1) loss. We evaluate the two
approaches on the test data to obtain estimated test loss. To predict on criteria scores that were
not present in the train data, we solve a convex optimization problem to minimize L(1, 1) loss
subject to monotonicity constraints with respect to the function learned on the train data and other
points in the test data. Repeating this procedure 5 times, we find that the combined type function
achieves a train loss of 0.456 and a test loss of 0.457, while the per-type functions achieves a train
loss of 0.448 and a test loss of 0.465. This indicates that estimating different functions per-type
does not improve model quality, so we continue to use the combined-evaluator type model.

Results Comparing overall scores given by evaluators to the scores assigned by the learned
mapping from criteria scores to overall scores, we find evaluators had a mean loss of approx-
imately 0.45. As a point of comparison, we also evaluate subjectivity in NeurIPS 2022 paper
review data. We employ the same approach for the reviews on papers as we did for evaluations
of reviews: we estimate a function mapping criteria scores to overall scores on the 33,371 re-
views for papers in NeurIPS 2022 and compute the mean L1 loss. We note that the overall scores
in the reviews of papers at NeurIPS 2022 used a 10 point review scale, whereas our evaluations
of reviews used a 7 point review scale. We thus re-normalize the loss by 6/9 (assuming a linear
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mapping from the 10 point scale to the 7 point scale). We find that the loss on reviews of papers
0.402. While the criteria are different in the review of papers and evaluations of reviews, this
result suggests that the degree of subjectivity is similar in paper review and in evaluating review
quality at NeurIPS 2022.

2.1.5 Discussion

This subchapter analyzes the reliability of peer reviewing peer reviews. The central finding
is that many problems that exist in reviews of papers—inconsistency, bias, miscalibration, and
subjectivity—also arise when people evaluate reviews. Reviews of reviews may still be useful for
designing incentives for high-quality reviewing and for measuring the effects of policy choices
in peer review, but these results show that such evaluations should not be treated as direct mea-
surements of review quality.

Several features of the study affect how the results should be interpreted. Participants knew
that they were providing evaluations for an experiment, which may result in “Hawthorne” effects,
and evaluators might behave differently if their evaluations had concrete consequences such as
reviewer awards. Participation was also opt-in rather than compulsory. Although many anal-
yses separate authors, reviewers, meta-reviewers, and non-author evaluators, there may still be
selection effects within each group. The length experiment also required evaluators who had not
themselves reviewed the paper, since original reviewers had seen the actual reviews; it would be
useful to test whether length has the same effect for evaluators who are more familiar with the
paper content. Finally, the review-quality scale used here differs from the 10-point scale used for
NeurIPS paper reviews. The analyses rescale the two domains to make comparisons possible,
but scale effects may remain.

There is one prominent problem which exists in reviews of papers which we are unable to
study in the context of reviewing reviews—dishonest behavior. One form of dishonest behavior
is that of “lone wolf” dishonesty in which reviewers, who are also authors of some submitted
papers, deliberately manipulate the reviews they provide to increase the chances of their own pa-
pers being accepted [9}139,235]. A second form of dishonest behavior that has gained significant
importance recently is that of collusion rings [85, 128, 217]]. Here, a group of reviewers make
a pact according to which they try to get assigned each others’ papers for review, and provide
positive reviews to each other. In our study, the participants had no incentives for dishonesty
since the review-quality evaluations had no downstream consequences in terms of paper accep-
tances. However, it is not hard to envisage that if the stakes of reviewing reviews become high
(e.g., reviewer awards become important or even necessary for promotion) dishonest behavior
may also be a problem in reviewing of reviews.

These caveats notwithstanding, the results have direct implications for the use of evalua-
tions of reviews in improving the scientific peer-review process. In particular, they suggest that
evaluations of review quality are themselves affected by biases, inconsistency, subjectivity, and
miscalibration. This indicates that peer-review systems need more reliable approaches to evalu-
ating review quality. For example, it may be helpful to consider some semi-automated or fully
automated approaches to evaluation of review quality. In the applications of designing incentive
mechanisms and measuring impacts of interventions in peer review, care needs to be taken in
using human evaluations of review quality.
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Some past works on incentivizing high quality paper review content ([233, 234]]) have as-
sumed that evaluators of review quality report “true quality.” Our results suggest instead that
evaluators provide scores rife with biases and noise. Hence, incentive mechanisms need to ac-
count for these sources of noise and bias in order to fairly reward high quality review and penalize
low quality review. In particular, the “uselessly elongated review bias” may create problems for
the design of incentives for high quality review. On the one hand, the results suggest that review-
ers who would like to be rewarded for higher quality review may be able to uselessly lengthen
their reviews in order to be perceived as higher quality. On the other hand, longer reviews may
genuinely be higher quality if a reviewer has completed a more detailed and thoughtful evalua-
tion of a paper. Hence, an incentive designer needs to carefully account for review length, which
may constitute a cheap (spurious) signal or a genuine signal of quality.

The issues in evaluating review quality also create issues when measuring the impact of an
experiment in peer review. For instance, there is much recent interest in using large language
models (LLMs) for reviewing papers [123} 132,186, Section 9.6]. One recent study [[123] gener-
ated reviews for a set of papers using the GPT-4 model and then asked authors of these papers to
compare the quality of the model-generated reviews to human-written reviews. They found that
LLM-generated reviews were rated as more helpful than some human-generated reviews. Our
results indicate that these experiments, which use authors’ evaluations of reviews on their own
papers, should take into account any bias stemming from the positivity or negativity of reviews
given. Furthermore, if the LLM was writing uselessly longer reviews (e.g., the LLM adds more
filler sentences), then uselessly elongated review bias could lead to false positive conclusions in
this study. Thus, it is important to check for potential length bias when interpreting the effect of
using an LLLM to generate reviews.

Finally, methods to control for the effects of length bias in evaluations may be useful both
in the setting we have considered of scientific peer review and in LLM-based evaluations, where
recent works [44, 45, [146, [192] have demonstrated the existence of bias towards longer LLM
responses when performing automated evaluations.

Overall, this subchapter pinpoints a number of specific pitfalls in evaluating review quality,
which may negatively affect downstream applications that use these evaluations. A central di-
rection for future work is to design better methods for evaluating review quality, or to explicitly
account for sources of bias and inconsistency when review-quality scores are used in downstream
applications.

2.2 LLM Checklist Assistance Before Peer Review

The preceding subchapter studied human evaluations of reviews after reviews have been written.
This subchapter moves earlier in the peer-review pipeline and studies whether a narrowly scoped
LLM assistant can help authors improve checklist compliance before reviewers see the paper.
The connection is deliberate: both subchapters examine auxiliary signals around peer review, but
this one asks whether an automated tool can support authors without becoming a substitute for
reviewer judgment.

This subchapter is based on joint work with Ihsan Ullah, Thanh Gia Hieu Khuong, Benedictus
Kent Rachmat, Zhen Xu, Isabelle Guyon, and Nihar B. Shah [68].
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2.2.1 Motivation

Large language models (LLMs) are increasingly entering the scientific peer-review process. They
are used by authors while preparing manuscripts [125], by systems that match reviewers to pa-
pers [26} 30, 227]], and in proposals for generating or assisting with reviews [35} 36, (124, 134,
205]]. This creates an immediate institutional question: can LLMs improve peer review in ways
that are useful, measurable, and compatible with the incentives of the review process?

This subchapter studies a deliberately limited use case. Rather than asking an LLM to re-
view papers, score papers, or advise reviewers, we evaluate a Checklist Assistant deployed to
authors at NeurIPS 2024 before submission. The assistant reviewed authors’ responses to the
NeurIPS checklist and returned feedback only to the authors. This design keeps the tool out
of the accept/reject decision while still testing whether LLLM feedback can help authors satisfy
conference expectations around reproducibility, transparency, limitations, ethics, and documen-
tation.

The deployment provides early evidence about both the promise and limits of LLM assistance
in peer review. Authors were surveyed before and after use of the tool; 539 authors completed
the pre-usage survey, 234 papers were submitted to the Checklist Assistant, and 78 post-usage
survey responses were received. The main findings are:

1. Most surveyed authors reported that the assistant was useful: over 70% of post-usage

respondents said that the feedback was useful and that it would lead them to modify their
paper or checklist responses.

2. The assistant produced concrete feedback. Across checklist questions, its comments often
identified specific missing details about claims, limitations, experiments, data, code, and
compute resources.

3. The evidence of actual manuscript improvement is suggestive rather than causal. Some
authors reported planned changes, and authors who resubmitted to the assistant often ex-
panded or changed their checklist justifications, but the study cannot isolate the assistant’s
causal effect on final paper quality.

4. The tool also exposed important risks. Authors reported inaccuracies and overly strict
feedback, and an adversarial experiment showed that another LLLM could rewrite checklist
justifications to obtain higher scores without corresponding changes to the paper.

The contribution of this subchapter is therefore not a claim that LL.Ms should replace human
judgment in peer review. Instead, it gives a concrete example of how LLMs can be evaluated
in a real review-adjacent workflow, with attention to user perceptions, behavioral responses, and
adversarial misuse.

2.2.2 Background

The NeurIPS checklist asks authors to document whether their submissions satisfy expectations
around claims, limitations, theoretical assumptions, experimental reproducibility, code and data
access, compute, ethics, broader impacts, safeguards, licenses, new assets, and human subjects
research. Similar checklists are used in other scientific communities to promote transparent re-
porting and reproducibility [[148, 149, 214]. In the context of this thesis, the checklist is useful
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Question 3: For each theoretical result, does the paper provide the full set of assumptions and a complete (and
correct) proof?

Answer: [N/A]

Justification: There is no theory in this paper.

Review:

The answer provided by the authors is consistent with the content of the paper. Based on the detailed
review of the paper, it is clear that the work primarily focuses on conducting an observational study to
investigate the presence of citation bias in peer review processes. The study utilizes statistical modeling
and analysis rather than theoretical developments that would involve theorems, lemmas, or formal proofs.
Therefore, the classification of the answer as “NA” (Not Applicable) is accurate given the nature of the
research presented. However, to provide constructive and actionable suggestions for improvement and
to ensure thorough and critical assessment, it is beneficial to clearly outline the assumptions behind the
statistical models and analyses employed. This would enhance the readability and understandability of the
study’s methodology and its limitations. [...]

Question 12: Are the creators or original owners of assets (e.g., code, data, models), used in the paper, properly
credited and are the license and terms of use explicitly mentioned and properly respected?
Answer: [Yes]
Justification: We have used algorithms such as TPMS and PeerReview4All. We have cited them.
Review:

There does not appear to be any discrepancy between the authors’ justification for the cited question and the
actual paper content in terms of providing proper credit and mentioning licenses for used assets, according
to their statement. However, the detailed source citations such as the specific papers for TPMS (Toronto
Paper Matching System) and PeerReview4All, including their licenses or terms of use, are not explicitly
mentioned in the provided text. It’s essential to ensure that these aspects are clearly attributed and any
terms of use are respected, as stated in the initial guidelines provided to authors. [...]

Figure 2.6: Example of checklist questions, answers, and LLM-provided review.

because it is both consequential and bounded: it covers aspects of submission quality that con-
ferences care about, while giving an LLM a more specific task than open-ended paper review.

Prior work on LLMs in peer review has considered reviewer assignment, paper review gener-
ation, error detection, and checklist compliance [[115} 132} [187, 230]]. A key limitation of many
evaluations is that they are retrospective or rely on outcome measures whose relationship to
review quality is unclear. This subchapter complements that literature by studying a live deploy-
ment associated with a major conference and by measuring authors’ expectations, experiences,
reported changes, and concerns.

2.2.3 Assistant Design and Deployment

The Checklist Assistant took as input a submitted paper, appendices, and checklist responses.
For each checklist question, the assistant received the relevant question, the author’s answer
and justification, the checklist guidelines, and the paper text. It returned written feedback and
a score indicating either no significant concern or need for improvement. The assistant used
GPT-4 through a third-party API. Authors used the tool voluntarily, outside the official NeurIPS
submission system, and the outputs were not visible to reviewers, meta-reviewers, or program
chairs. The study was approved by the Carnegie Mellon University Institutional Review Board.

Figure 2.6|illustrates examples of feedback provided by the Checklist Assistant for two dif-
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ferent papers. In these examples, green indicates that the tool found “no significant concerns”,
while orange signals “needs improvement” with the NeurIPS Paper Checklist standards. Authors
are encouraged to carefully review any orange feedback, validate the identified issues, and make
the necessary revisions to align with the checklist requirements.

The prompt instructed the LLM to assess whether each checklist response was accurate and
sufficiently supported by the paper, to provide itemized feedback, and to assign a score. Scores
of 0 and 0.5 were merged in the user interface into a single “needs improvement” category,
reflecting a conservative design choice: the tool was meant to point authors toward issues, not to
make fine-grained judgments about paper quality. The full prompt and additional implementation
details are provided in the supplemental material.

2.2.4 Evaluation of Author Use

In our evaluations, we seek to address two main questions regarding the use of an LLM-automated
Author Checklist Assistant:
1. Do authors perceive an LLM Author Checklist Assistant as a valuable enhancement to the
paper submission process?

2. Does the use of an Author Checklist Assistant meaningfully help authors to improve their

paper submissions?

To answer these questions, we combine three forms of evidence: pre- and post-usage surveys,
qualitative freeform responses, and changes observed among authors who submitted the same
paper to the assistant more than once. This design is intentionally observational. It can show
whether authors perceived value and whether their behavior is consistent with using the feedback,
but it cannot by itself prove that the assistant causally improved final paper quality.

Author Perceptions and Reported Issues

At registration, authors completed a pre-usage survey about their expectations of LLM feedback.
After using the assistant, they were invited to complete a post-usage survey about whether the
feedback was useful, accurate, and likely to change their submission. Responses used a four-
point Likert scale. The pre-usage survey received 539 responses; the post-usage survey received
78 responses, representing 63 unique participants.

Figure presents the survey responses collected before and after using the checklist veri-
fication tool. We include responses from authors who completed both surveys (n=63). In cases
where authors submitted the survey multiple times for the same paper, we included only the ear-
liest post-usage response. Including the duplicated responses made a negligible difference, with
the proportion of positive responses changing by less than 0.02 across all questions.

Overall, the majority of authors responded positively regarding their experience with the
Checklist Assistant. 70% of surveyed authors reported plans to make changes based on the
feedback received, 70% reported that they found the assistant concretely useful, and 67% ex-
pressed excitement about using LL.Ms as Checklist Assistants in the future. Thus, a statistically
significant majority of authors responded positively to “Will Modify”, “Useful” and “Excited
to Use” after using the assistant based on a one-sided Binomial Test with Benjamini—Hochberg
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Figure 2.7: Responses to survey questions pre- and post-usage of the Checklist Assistant, from
all authors who responded to both surveys (n=63). Error bars show 95% confidence intervals for
the sample proportion. The majority of surveyed authors reported a positive experience using the
Checklist Assistant.

Correction comparing the sample proportion to 0.5 (adjusted p-values of 0.001, 0.002, and 0.007
respectively).

It is notable that authors were even more positive before using the tool. Comparing pre-
and post-usage responses, there was a statistically significant drop in positive feedback on the
“Useful” and “Excited to Use” questions: a permutation test with 50,000 permutations gave
Benjamini-Hochberg adjusted p-values of 0.007 and 0.013 for “Excited to Use” and “Useful”
respectively, with effect sizes of —0.23 and —0.2. This gap between expectations and experi-
ence is itself informative, since LLM tools may be adopted in peer review partly because users
overestimate their reliability before seeing concrete outputs.

Want full
Inaccurate paper review |verbose
20 3

Figure 2.8: Summary of reported issues using checklist verification from freeform feedback on
post-usage survey (n=52 out of 78 total survey responses). Numbers show the total number of
authors who reported the issue.

The qualitative responses explain why enthusiasm declined after actual use. Among the 52
post-usage responses that described issues, the most common concerns were inaccuracy (20 au-
thors) and excessive strictness (14 authors), followed by page-limit constraints, generic feedback,
inability to process some content, inconsistency across submissions, and difficulty with theory
papers. These responses are important for the thesis framing: an LLM assistant can be useful
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even when it is imperfect, but its institutional role must be designed around those imperfections.

Changes to Submissions in Response to Feedback

The second question is whether the assistant plausibly changed author behavior. We use three sig-
nals: the content of the assistant’s feedback, authors’ self-reported planned changes, and changes
between repeated submissions to the assistant.

To summarize the feedback, we used GPT-4 to extract key points from the assistant’s re-
sponses and cluster them into themes, manually checking a random sample of outputs for fidelity
to the original feedback. Figure [2.9]shows common categories for four checklist questions. The
assistant often identified concrete issues, such as missing experimental details, insufficient doc-
umentation of claims, unclear compute requirements, and incomplete discussion of limitations.
At the same time, some feedback was generic or expanded the scope of the checklist question,
which is consistent with authors’ reports that the assistant could be overly strict.

Limitations Experimental Compute
settings/details resources
B ( ™ s ~

™ e
Clarification and emphasis Transparency on limitations Experlmetha.l'detaﬂs, . Campu el resour'c?'
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Figure 2.9: Most frequent categories of feedback given by the Author Checklist Assistant on
four questions of the checklist. The types of feedback below each question were identified by
using another LLM to summarize the main points in the feedback given by the checklist verifier
on submitted papers. Frequency of each category of feedback is shown in parentheses (out of
n=234 checklist submissions). Feedback categories for other checklist questions are provided in
Supplemental Material.

Survey responses provide a second signal. Of the 78 post-usage survey responses, 45 in-
cluded freeform feedback about changes the author made or planned to make; 35 of these de-
scribed concrete changes. The most common planned change was to expand checklist justifi-
cations with more detail or references to paper sections. Other authors reported adding details
about experiments, datasets, compute, limitations, or error bars, and a small number reported
changing a checklist answer they had filled out incorrectly.

Repeated submissions provide a third signal. Among 40 pairs of repeated submissions, 22
changed at least one checklist answer and 39 changed at least one justification. Most changes
were to justifications rather than yes/no/NA answers, and many were substantial: among changed
justifications, more than half doubled in length. Figure summarizes the changes in response
length, while Figure shows how the assistant’s scores changed after resubmission.
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papers.

increased the length of responses between
re-submissions, with more than 50% of re-
sponses increasing by a factor of two or
more in length.

When authors changed neither answer nor justification, the assistant’s evaluation remained
unchanged 81% of the time. When authors changed a justification, the evaluation improved
13% of the time and worsened 5% of the time; when authors changed an answer, it improved
15% of the time and worsened 2% of the time. These differences are noisy because the sample
is small, but they are consistent with the qualitative evidence that authors used the assistant to
make checklist responses more complete.

2.2.5 Robustness and Deployment Constraints

The assistant was designed for author-facing feedback, not for reviewer-facing verification. To
test the risk of using it beyond that intended role, we simulated an adversarial author who uses an-
other LLM to rewrite checklist justifications based on the assistant’s feedback without changing
the underlying paper. The attack agent was given up to three attempts, matching the deployed
submission limit, and then selected the highest-scoring rewritten response for each checklist
question.

Figure [2.12]shows that this attack substantially increased Checklist Assistant scores: 14 out
of 15 questions improved after three adversarial rewriting rounds. Manual inspection showed that
some rewritten justifications introduced unsupported claims, such as hardware descriptions that
were not in the paper or placeholder URLs for code repositories, while still receiving favorable
scores. This result does not undermine the author-assistance use case, where the output is private
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to authors and intended as advice. It does show that the same tool would be risky as an automated
compliance verifier or as part of the formal review process without human oversight.
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Figure 2.12: Evaluation of the Checklist Assistant scores on initial unmodified justifications and
adversarially revised justifications for the (n = 234) submitted papers. 14 out of 15 questions
show score increases for the answers refined through 3 adversarial attack rounds.

2.2.6 Discussion

The deployment of the Checklist Assistant gives early evidence that LLMs can support peer re-
view when their role is narrow and their outputs are kept out of adjudication. Authors generally
found the assistant useful, many reported that it would lead them to revise their submissions,
and repeated submissions suggest that authors often expanded or corrected checklist justifica-
tions after receiving feedback. At the same time, the study shows why LLM adoption in peer
review should be evaluated empirically rather than assumed to be beneficial. Authors reported
inaccuracies and excessive strictness, and the adversarial rewriting experiment shows that higher
LLM-generated scores need not correspond to real improvements in the paper.

For the thesis, the main lesson is methodological. Peer review is already incorporating LLMs
through author writing tools, reviewer-assignment systems, and proposals for automated review
assistance. This subchapter shows one way to assess such tools in the real world: deploy them
in a bounded role, survey users before and after interaction, examine behavioral traces such as
resubmissions, and test plausible misuse. The results support a cautious path for LLMs in peer
review. They may help authors notice and repair omissions, but they should be treated as assistive
signals whose value depends on scope, incentives, and measurement rather than as substitutes for
human judgment.
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Chapter 3

Randomized Selection from Imperfect
Evaluations

The experiments in Chapter [2] show that human evaluations can be noisy, biased, and difficult
to validate. This chapter asks what a decision maker should do after receiving such evaluations.
In particular, we study randomized selection mechanisms for settings such as scientific funding,
conference awards, admissions, and hiring, where a decision maker must choose a fixed number
of candidates from imperfect evaluations.

Randomized selection has moved from a theoretical proposal to an active institutional de-
sign choice. In scientific funding, proponents argue that lotteries can reduce wasted reviewer
effort on arbitrary tie-breaks, encourage high-risk proposals, counteract “rich-get-richer” effects,
and reduce reviewer partiality [59, 160, (73} 79, 80]. Surveys find substantial support among sci-
entists for introducing randomization into grant funding [131} [169]. Several funding agencies
have adopted partial lotteries, beginning with the New Zealand Health Research Council [131],
followed by the Swiss National Science Foundation [1, [79, 203]], and more recently the Eu-
ropean Research Council, Science Foundation Ireland, the Volkswagen Foundation, and oth-
ers [56, 184, 200, 218]. Randomization has also been proposed or used in adjacent selection
settings, including admissions, job screening, startup investment, and conference presentation
decisions [1} 131104} 143, 164, 209].

Most existing deployments use a thresholded partial-lottery design. A decision maker first
uses reviews to separate proposals into groups: proposals clearly above the funding line are
funded, proposals clearly below it are rejected, and a middle set of proposals is entered into a
uniform lottery. In the simplest randomize-above-threshold version, the decision maker chooses
a minimum acceptable quality threshold and samples uniformly among all candidates above it.
The Swiss NSF design is more explicitly uncertainty-aware: it estimates point values and con-
fidence intervals for proposal quality, accepts proposals whose intervals lie above a provisional
funding line, rejects proposals whose intervals lie below it, and allocates the remaining budget
uniformly among proposals whose intervals overlap the funding line [[79].

These designs are appealing because they are simple and communicable. They also capture a
real institutional intuition: when evaluations cannot meaningfully distinguish among candidates
near a boundary, it may be better to acknowledge that uncertainty through randomization than to
pretend that a deterministic ranking is precise. But the existing designs leave important questions
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unresolved. If the institution is randomizing because it is uncertain about the relative ordering
of candidates, then the lottery should respect what the evaluations do and do not establish. If
one candidate clearly dominates another, the weaker candidate should not be selected while the
stronger one is rejected. If the institution is randomizing because small score differences near a
threshold are arbitrary, then small changes in scores should not produce large jumps in selection
probabilities. A uniform lottery over a thresholded middle group does not automatically satisfy
either principle.

The central premise of this chapter is that randomization should not be treated as a last-resort
tie-breaker invoked only after a deterministic ranking has failed. Instead, randomization can
be part of the decision rule itself, with formal guarantees that match the reason randomization
is being introduced. This chapter studies two core and complementary motivations. The first is
robustness to unresolved uncertainty: when evaluations do not justify a complete ranking, the de-
cision rule should respect the ambiguity that remains. The second is stability: when evaluations
are numerical but noisy, small changes in scores should not cause abrupt changes in selection
probabilities.

The two subchapters formalize these motivations and give algorithms that realize them. Sec-
tion develops MERIT, a robust lottery for selection from interval-valued quality estimates
when the decision maker does not trust a full probabilistic model of evaluation error. It treats the
set of rankings consistent with observed intervals as an ambiguity set and optimizes the worst-
case expected utility of the selected set, while enforcing ex post validity constraints. Section [3.2]
studies smooth lotteries, which are designed to make selection probabilities stable under small
perturbations to review scores. It formalizes smoothness as a Lipschitz property of marginal
selection probabilities and studies the tradeoff between stability and regret.

The goal of the chapter is not to argue that lotteries are always preferable to deterministic
selection, or that these two approaches are in tension. Rather, the chapter shows that different
institutional motivations for randomization can be made precise. Randomization can be used to
respect uncertainty about candidate ordering, and it can be used to avoid arbitrary discontinuities
near decision boundaries. In both cases, the design of the lottery should be transparent and
aligned with the weakness in the underlying evaluation process that motivated randomization in
the first place.

3.1 Robust Randomization Under Interval Uncertainty

The previous chapter showed that evaluation signals can be biased, noisy, and difficult to validate.
This subchapter asks how a decision maker should act when those signals are still the only
available basis for selection. We focus on settings where uncertainty is represented by intervals
rather than a trusted probabilistic model, and develop a randomized rule that uses those intervals
to make robust top-£ decisions.

This subchapter is based on joint work with Giulia Fanti and Nihar B. Shah [69].
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3.1.1 Motivation

As described at the start of this chapter, existing partial lotteries typically derive a probability
distribution from peer-review assessments using a thresholded or interval-based heuristic. This
subchapter initiates a principled approach to randomizing decisions from evaluations. We fo-
cus on the key question: Given imperfect evaluations of candidate quality, what is a suitable
probability distribution over applicants to make the random selection?

We take the perspective of a funder who aims to select the highest quality grant proposals
from a set of applicants. A key motivation for randomization in funding decisions is uncertainty
about the relative quality of proposals. Indeed, many existing deployments describe peer re-
view lotteries as a form of random “tie-breaking” between proposals of equal quality [[154,[198]].
Therefore, similar to previous work at the Swiss NSF [[79], we assume that the funder estimates
numeric quality infervals for each proposal; we are agnostic to the source of these intervals,
which could be derived from a number of processes, described in Section Concretely, one
simple way a funder may generate intervals is by taking the minimum and maximum score given
to each interval, instead of simply aggregating all scores to a single estimate like the mean or
median. More generally, intervals may capture the funder’s uncertainty due to errors in the eval-
uation process, such as miscalibration and subjectivity, or underlying aleatoric uncertainty about
the future success of proposals. Crucially, we capture settings with “Knightian uncertainty,”
where a funder cannot assign a probability measure over possible outcomes [105]. Models that
assume decision makers have Knightian uncertainty are widely applied in related applications
such as policy-making [12, 179, [196], financial investment decisions [55, [138, [156]], and R&D
investment by businesses [4]].

The assumption that a funder lacks a probabilistic model of their data is particularly apt when
quality is determined by peer review. First, while there are many proposed probabilistic models
of reviewer errors, these models have performed poorly in real deployments [117, 187, Section
‘Miscalibration’]. One possible reason for this poor performance is that in practice, human
miscalibration is more complex than simple models [21]. Second, decision makers generally
lack ground truth data with which to evaluate whether a given probabilistic model of review data
is appropriate in a given setting, making it difficult to rely on a probabilistic model. Further, even
if a decision maker had a reasonable model of review scores, these probabilities may not represent
meaningful probabilities to the funder, since review scales are arbitrary and likely do not map
linearly to the utility of selecting a candidate. Finally, the future success of candidates in the
settings we consider may be inherently hard to predict. In the context of scientific peer review,
many works find that it is difficult to predict future citations and peer review scores are poor
predictors [33, [183, 226]]. In the related area of college admissions, recent work demonstrated
that predictive models used to rank candidates are highly unstable with respect to their training
data, resulting in arbitrariness in the ranking from any single model [119]].

In the absence of a reliable probabilistic model of proposal quality, we assume that a decision
maker describes their uncertainty by estimating intervals of proposal quality rather than point
estimates. Since we are agnostic to the source of these intervals and do not consider them to
have a probabilistic interpretation, the funder draws conclusions from the intervals only about
the relative ordering of proposal quality. If two proposals’ intervals overlap, then the funder
does not have sufficient evidence to conclude that one proposal is higher quality than the other.

31



However, if one interval lies strictly above another, then the funder has sufficient evidence to
conclude that one proposal dominates the other. We develop theory and a practical algorithm
for making funding decisions on the basis of interval quality estimates, with the following key
contributions:

1. Modeling uncertainty as Knightian uncertainty intervals: Prior work models a funder’s
uncertainty by assuming a known probabilistic relationship between proposal quality and
review scores [79]], using Bayesian inference to construct confidence intervals. However,
we show that in this fully Bayesian setting, a deterministic selection policy always max-
imizes expected utility, so randomization is unnecessary. In contrast, our model captures
the motivation for randomizing without assuming a fully specified probabilistic model,
using “Knightian” uncertainty intervals, that capture the funder’s estimates of the relative
quality of proposals.

2. A principled approach to randomization: We formalize two key principles that guide the
design of an algorithm for selection under interval uncertainty and show that randomiza-
tion is necessary to meet these principles. First, given their uncertainty, the funder aims to
solve a maxmin optimization problem, maximizing their worst-case utility over all rank-
ings consistent with quality intervals. Hence, the funder randomizes in order to robustly
optimize their worst-case utility. We call this principle ex ante optimality. Second, the
funder makes a selection in a manner that respects ex post validity—if one proposal’s in-
terval lies strictly above another proposal’s interval, then the higher quality proposal must
be selected whenever the lower quality proposal is selected. Prior heuristic selection rules
do not satisfy both of these principles.

3. Efficient algorithm: It is not obvious that it is possible to solve the maximin optimiza-
tion problem efficiently, as it requires solving a linear program with number of con-
straints that grows exponentially in the number of selected proposals. In fact, many
closely related problems from the literature on (partial order) graph algorithms are NP-
hard [2, 58, 174, 229]]. Nonetheless, we develop a polynomial time algorithm to solve the
ex ante optimization problem and enforce ex post validity. We refer to this algorithm as
Maximin Efficient Randomized Interval Top-£ (MERIT). We demonstrate the computa-
tional feasibility of MERIT on real-world peer review data from Swiss NSF grant reviews
and NeurIPS 2024 and ICLR 2025 conferences. The algorithm runs on a standard personal
laptop in under 5 minutes on inputs with over 10,000 candidates. We release an open source
implementation of our MERIT algorithm at github.com/akgoldberg/lotteryl

4. Axiomatic comparison: Since ground truth of candidate quality tends to be unavailable
in the domains we consider, we initiate an axiomatic approach to comparing randomized
mechanisms. We identify three desirable properties of “monotonicity in budget”, “stabil-
ity”, and “reversal symmetry.” We prove that MERIT prevents instances of “maximal in-
stability” and respects “reversal symmetry” while the existing randomization mechanisms
studied do not. We show that all randomization mechanisms that we consider violate
monotonicity and propose modifications to MERIT to enforce this axiom; however, these
modifications cause us to violate ex ante optimality.

5. Empirical comparison: We evaluate MERIT against existing methods using synthetic data
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based on real peer review data from major conferences (NeurIPS 2024, ICLR 2025) and
grant agencies (Swiss NSF 2020). MERIT performs comparably to existing methods in
expected utility under a linear reviewer error model used by the Swiss NSF [79] and many
other prior works [6, 62, 177, [178]. However, under our worst-case objective—which
assumes any ordering consistent with quality intervals could be true—our algorithm sig-
nificantly outperforms deterministic selection and the Swiss NSF’s randomized approach.

The rest of the subchapter first gives the details of the two main existing partial-lottery designs
and motivates our proposed approach. It then formalizes randomized selection from interval-
valued estimates, develops an efficient algorithm for the resulting robust optimization problem,
compares selection rules axiomatically, and evaluates MERIT on synthetic data and publicly
available peer-review datasets. The most important formal proofs are collected at the end of the

subchapter in Section

3.1.2 Lottery Deployments and Modeling Approach

We now give the details of the existing partial-lottery designs summarized in the chapter intro-
duction and highlight the drawbacks that motivate our proposed framework.

Existing Partial Lottery Deployments

In recent years, there have been many deployments of “peer review lotteries” in scientific funding
decisions. Most deployments use an approach of “randomize-above-threshold.” As described in
Algorithm[I] the funder chooses a minimum acceptable quality threshold and samples uniformly
at random among all proposals that are above this threshold. This approach has been adopted to
make funding decisions by the European Research Council [56], the British Academy [200], the
Science Foundation of Ireland [[184], the Volkswagen Foundation [218]], and the Health Research
Council of New Zealand [131]] among others. Additionally, the USENIX Security Conference
is randomly allocating long oral presentations among accepted papers to their conference in
2025 [209]. However, as we describe in Section [3.1.3] randomize-above-threshold may violate a
desired principle of “ex post validity”, which says that if one proposal clearly dominates another,
the stronger proposal should be funded if the weaker proposal is funded.

Algorithm 1 Randomize Above Threshold [56, 131} 184, 200, 209, 218]]

Input: Set of proposals with point estimates and intervals; number accepted k.
Output: Set of proposals k.

Choose a threshold 7" (potentially based on the data).
Reject all intervals strictly below 7" and select uniformly at random among the remaining.

Taking a different approach, the Swiss National Science Foundation (NSF) [[19, 203] pio-
neered a method that explicitly accounts for uncertainty about the quality of each proposal. They
assume that each proposal has a latent true quality and review scores are generated based on
these quality scores and reviewer-specific noise parameters. They assume priors on the model
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parameters and develop methods to obtain point estimates and confidence intervals for the true
quality of each proposal. As described in Algorithm 2] the Swiss NSF then samples & proposals
by setting a “provisional funding line” as the k-th highest point estimate. All proposals with
intervals strictly above the funding line are selected and all proposals strictly below the funding
line are rejected. The remaining budget is allocated uniformly at random among proposals with
intervals that overlap the funding line.

Algorithm 2 Swiss NSF Selection Algorithm [79]

Input: Set of proposals with point estimates and intervals of the quality of each proposal;
number accepted k.
Output: Set of proposals k.

Rank proposals by decreasing point estimate and let e(;) be the point estimate of the k-th
ranked proposal.

Let A be the set of proposals with lower bound strictly above e, R be the set of proposals
with upper bound strictly below e(;), and P the set of proposals with intervals that contain
e(k).

Accept A, reject R, and accept (k — |.A|) proposals chosen uniformly at random from P.

The intuition provided by the Swiss NSF for their approach is that confidence intervals cap-

ture the funder’s uncertainty in estimating the proposal quality and randomizing decisions ac-
counts for this uncertainty, thereby leading to better decisions. In contrast, as we prove in
below, when the funder assumes that review data is generated from a fully specified
Bayesian model, there exists a deterministic selection of proposals that maximizes the funder’s
expected utility for any utility function. Informally, if the funder knows the model that generates
their data, then they do not need to randomize in order to maximize their expected utility. Below,
we present the formal proposition and proof. We prove a general statement for a funder who es-
timates a total ranking of proposals and receives a pre-specified utility for any possible estimate
of the ranking of proposals and true qualities of the proposals. The top-k selection problem is
a case of this estimation problem where the funder’s utility specifies the utility of choosing k
proposals based on the estimated ranking of proposals.
Proposition 3.1.1 (Optimality of deterministic selection in the fully Bayesian setting). Consider
a funder who estimates a ranking of proposals from review data in the following fully Bayesian
setting. The funder observes review data y € Y for a set of proposals of true quality 0 € X,
for some measurable sets X and Y. The review data and true quality are generated jointly from
a known probability distribution. Letting 11 denote the set of all permutations of proposals, the
funder estimates a ranking 7 of proposals and gains utility u(7,0) where u : I1 x X — R. The
funder aims to choose a (potentially randomized) estimator of the true ranking f : Y — A(II)
that maximizes their expected utility E, g z[u(7,0)| where T ~ f(y) . In this setting, there always
exists a deterministic f that maximizes the funder’s expected utility.

[Theorem 3.1.1| suggests one drawback of the Swiss NSF’s method—in their model setting
there may be a utility cost to randomization compared to choosing deterministically in an op-
timal manner. A second drawback is that the Swiss NSF’s algorithm for selecting proposals
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from intervals violates natural axioms for a selection rule, like monotonicity in the budget £ and
stability, as we show in Section (3.1.5

Interval-Based Robust Selection

This subchapter proposes a model that captures the motivation for randomizing due to uncertainty
about the relative quality of the proposals. We show that if the funder cares about their worst case
utility they must randomize decisions in order to robustly optimize their utility.

Specifically, we consider a funder who estimates intervals for each proposal based on data.
These intervals need not come from any one particular model, but they should capture the fun-
der’s inherent uncertainty about the relative quality of proposals.

Our interpretation of the quality intervals stems from the intuitive argument that if the in-
tervals for two proposals overlap then the funder does not have enough evidence to distinguish
between them. On the other hand, if the interval of proposal A dominates the interval of pro-
posal B, then the funder has sufficient evidence to believe that A is better than B. Hence, the
intervals define a partial ordering of proposals that represents a set of conclusions by the fun-
der regarding the relative quality of different proposals. This ordering is the canonical “interval
order” for a set of intervals. It captures the spirit of how the Swiss NSF interprets confidence
intervals in their setup, as they describe that the intervals are “used to identify proposals with
similar quality and . . . these proposals are entered into a lottery to select those to be funded. The
approach acknowledges that there are proposals of similar quality and merit, which cannot all
be funded.” [19]

Our approach only considers the relative ordering of the intervals and not additional informa-
tion such as the amount of overlap between intervals, point estimates, or other information from
a probabilistic model of the data. This makes our approach particularly applicable to settings
where decision-makers have so-called “Knightian uncertainty”, that is, when they cannot assign
a single probability measure over the set of possible outcomes [105,196]]. As further motivation,
we describe a number of concrete settings in which a funder would construct intervals under this
Knightian uncertainty:

1. Imputation-based intervals: in many grant funding panels most proposals have been re-
viewed by a large fraction of the reviewers. For example, in the Swiss NSF process [[79]],
over 91% pairs of reviewer-proposal pairs received scores. If every reviewer scored every
proposal, then the funder need not worry about reviewer miscalibration—the tendency for
different reviewers to interpret the review scale differently[220]. Hence, the funder may
first impute values for missing scores and then aggregate across reviewers. The funder
can make minimal assumptions by adopting Manski bounds [139, [181]. Manski bounds
generate intervals by imputing missing scores with a range of possible values from the
minimum to maximum score. The aggregate scores are then given as an interval over the
range of possible imputed values. Hence, the intervals represent the plausible set of values
for each proposal’s aggregate review score, without a probabilistic interpretation.

2. Intervals from model ensembling: in many cases, a funder may have a number of plausi-
ble models of their data, each of which produces point estimates. Hence, the funder can
estimate all plausible models of the data and ensemble into intervals by taking quantiles
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of the point estimates. This type of ensembling has been applied to time-series forecasting
problems where it is known as Quantile Prediction Averaging [[161].

3. Intervals based on expert input: a frequently cited motivation for randomization is con-
cerns about prejudice, for example, against highly original ideas or junior researchers. The
funder may not be able to reliably estimate such sources of error from their observational,
potentially sparse data, but can rely on prior controlled experiments that establish the rough
magnitude of prejudices in the review process.

4. Multi-criteria aggregation: Reviewers are often given a number of criteria on which pro-
posals are rated, for example “intellectual merit” and “broader impact.” The funder can
consider multiple valid ways to aggregate criteria and generate intervals over the set of
possible aggregations.

5. Robustness to mis-specification of model used to generate intervals: the funder may use a
probabilistic model to estimate intervals and then draw conclusions about the ordering of
the intervals, but may not trust other information about the distribution. This is a common
assumption in the literature on distributionally robust optimization (see [[172] for a survey),
where the funder is said to be optimizing over a “support-only” ambiguity set.

3.1.3 Problem Formulation

Our methods apply to settings like admissions, scientific peer review, job screening, and financial
investment, where decision makers estimate quality intervals and select top candidates based on
these intervals. For concreteness, throughout our exposition, we will describe a funder choosing
proposals.

Consider a funder who receives n proposals. From these, the funder wishes to select the %
highest quality proposals. Note that n could be as large as thousands of proposals and % a fixed
fraction of the total and can also be in the hundreds or thousands. For each proposal i € [n}ﬂ the
funder estimates an interval [/;, u;] C R representing a range of quality scores that the proposal
could possibly take. A higher score indicates higher quality. The funder wishes to design a
randomized selection mechanism to choose k proposals given the intervals. In order to design
such a mechanism, we adopt two primary principles which we term as ex ante optimality and ex
post validity, described below.

Ex ante optimality The funder’s utility is the expected number of the true top-k proposals that
they select, ranked by their quality. Formally, let o : [n] — [n] denote a ranking of the proposals
where for each proposal i € [n], the rank of the proposal is denoted by o (i) € [n]. If the funder
samples proposals with marginal probabilities p € [0, 1]™ and the true ranking of proposals is
o, their expected utility is > ., p#{co(i) < k}. Clearly, if the funder knew the true ranking o,
then they would optimize utility by choosing deterministically, i.e., by setting p; = 1 for ¢ with
o(i) < k, and 0 otherwise.

However, recall that the funder is uncertain about relative qualities of the proposals, as cap-
tured by overlaps in intervals. Any ordering that is consistent with overlapping intervals could

"We use the standard notation [x] to denote set {1,.. ., x} for any positive integer x.
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be the true ranking. Hence, the intervals define a set of feasible rankings:
Y, = {o permutation of [n] | Vi,j € [n], {; >u; = o(i) <o(j)}

In other words, if proposal ¢ has quality strictly above proposal 7, then ¢ is ranked higher than 7
in all o € %,,. As an example of an extreme case, if all n intervals overlap each other, then >,
consists of all possible permutations of the proposals.

For ex ante optimality, the funder optimizes their worst case utility over feasible rankings
Yo

min Zpiﬂé{a(i) <k} 3.1)
1=1

O’GEn .

The funder maximizes their worst-case expected utility by choosing the optimal marginal prob-
abilities p solving the maximin optimization problem:

i {0 (i) < k). 3.2
p%r[}%g: min ;p {o(i) <k} (32)
pll1=k =

Finally, the funder randomly chooses n proposals with marginal probabilities corresponding to
.

The ex ante optimization problem has a game theoretic interpretation that motivates the need
for randomization. Our model corresponds to a zero-sum Stackelberg game where the funder is
the “leader” who selects k proposals. The funder faces an adversarial “follower” who chooses
a ranking of proposals. The leader’s utility is the number of top k proposals selected based on
the adversary’s ranking, while the adversary’s utility is the negation of the leader’s. The Strong
Stackelberg Equilibrium (SSE) is exactly the solution to Objective 3.2 It is well known that in
an SSE, the leader may need to commit to a randomized (or mixed) strategy.

Ex post validity The ex post validity criterion requires that for any pair of proposals a and b, if
b’s quality interval lies strictly below a’s interval and if b is selected, then a must also be selected.

Formally, a selection rule that takes as input a set of quality intervals I and outputs a set of
selected proposals .S satisfies ex post validity, if for all pairs of intervals a,b € I with £, > u,
and all outputs S selected with non-zero probability, b € S — a € S.

The ex post validity criteria ensures that the actual selected set of proposals is legitimate to
stakeholders. In particular, if the funder rejects a proposal that dominates an accepted proposal,
that would be unacceptable to the funder and to applicants.

While the ex post condition seems natural, the simple randomize-above-threshold mechanism
can violate it: Suppose proposals a and b both lie above the threshold, but @ dominates b. Because
a and b are entered into a uniform lottery, a may be rejected at random, while b is accepted at
random.
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3.1.4 Efficient MERIT Algorithm

The ex ante optimization problem in (3.2)) is equivalent to to solving the following linear program
(LP):

max v 3.3)

peR™ veR

subjectto v < > pil{o(i) <k}, Vo€,

=1

Zpi:k;and()gpi < 1,Vi € [n]

=1

This LP can have on the order of (Z) constraints so its size is exponential in k. Recall that in
practice, n can be thousands of proposals, out of which the funder selects k in the many hundreds
or thousands, so this LP is intractably large. In fact, determining feasibility of a solution to the
LP when X, is defined by an arbitrary partial order, called the minimum weight k-ideal problem,
is NP-hard [S8]. Prior work has shown that the problem is solvable in polynomial time for a
tree partial order, but our problem uses an interval order. Several algorithmic problems related
to interval orders are also known to be NP hard, including maximum cut on interval graphs [2]],
interval graph completion [174]] and minimizing weighted completion time of jobs subject to
interval ordering precedence constraints [229].

In contrast, as we show in Section[3.1.4] the ex ante optimization problem is solvable in poly-
nomial time using the ellipsoid method with a separation oracle. We present a practical cutting
plane algorithm based on the theoretically polynomial time algorithm in Section Finally,
in Section [3.1.4] we describe how to ensure that random sampling with optimal marginal proba-
bilities satisfies both ex ante and ex post conditions simultaneously, with an efficient algorithm.
We call this end-to-end algorithm, summarized in Section@], Maximin Efficient Randomized
Interval Top-k (MERIT).

Polynomial-Time Separation Oracle

We now develop a polynomial-time algorithm to solve linear program (3.3]). Our approach solves
the problem using a polynomial time “separation oracle” [[/4] with the ellipsoid algorithm. A
separation oracle checks whether a proposed solution satisfies all the constraints. If the solu-
tion is feasible, the oracle confirms it. If not, it identifies (at least one) specific constraint that
the solution violates. The separation oracle may be used to solve the LP without enumerating
all (exponentially many) constraints by starting with a limited set of constraints and iteratively
shrinking the possible feasible region of the LP through calls to the separation oracle. Our main
result proves that this method yields a polynomial time algorithm:
Theorem 3.1.2 (Polynomial time solution). The linear program (3.3) can be solved within ac-
curacy € of the optimal solution in polynomial time with respect to n and log(1/€) using the
ellipsoid algorithm with Algorithm[3 as a separation oracle.

The primary technical difficulty is the design of an efficient separation oracle. We present
our separation oracle in Algorithm 3| Given a candidate solution (p,v), the separation oracle
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checks whether p achieves a worst-case objective value of at least v. If the worst-case objective
value under p is greater than v, then the solution is feasible, if not the oracle returns a set of
violated constraints. At a high level, the oracle works by constructing worst-case possible sets
of top-k proposals. For each of the k£ + 1 intervals with the largest lower bounds, the algorithm
constructs the worst-case set of top-k proposals that includes intervals 1 to (i — 1) and excludes
interval ¢ in the top-k. Excluding an interval with a large lower bound constrains the set of
intervals that must be in the top-k, since all intervals strictly below the interval with the large
lower bound must be excluded from the top-k. In considering all such sets of intervals, the
algorithm enumerates possible worst-case permutations with respect to p in time O(nk). If the
separation oracle finds a permutation that gives objective values smaller than v, it returns this
permutation, which corresponds to a violated constraint in the LP. If it does not find any such
permutation, then (p, v) is feasible. This separation oracle is used as a sub-routine in the ellipsoid
algorithm to compute the optimal solution in polynomial time in Theorem [3.1.2]

Lemma 3.1.3 (Polynomial-time separation oracle). For any candidate solution (p,v) to the
linear program (3.3), Algorithm [3] returns () only if the candidate solution is feasible and re-
turns a non-empty set of violated constraints otherwise. Moreover, Algorithm 3| runs in time

O(nmax{k,logn}).

Algorithm 3 Polynomial-time Separation Oracle

Input: Candidate solution: (p,v) € [0,1]" x R with ||p||; = k, number selected k, set of
intervals {/;, ui}ie[n] sorted in decreasing order of lower bound /;
Output: A set of violated constraints ({) if (p, v) is feasible)
Z+10
fori =1tok+ 1do
S; < {Jj € (i,n] : intervals j and 7 overlap}
if |S;| > (k— (i — 1)) then
Obtain S'Z-.by sorting S; by p and keeping only the & — (i — 1) smallest values
ifv > Z;;ll Pi+ s P " then

2+ 20 {0 <Sip+ Ve n” |
end if
end if
end for
return 7

By convention, we take the empty sum from j = 1 to 0 to be 0.

Practical Cutting-Plane Algorithm

While theoretically polynomial time, in practice, the ellipsoid algorithm is impractical for prob-
lems with even a few hundred proposals. Hence, taking inspiration from the ellipsoid algorithm,
we develop a practical “cutting plane” method to solve the LP (3.3).

The cutting plane algorithm is described in full in Algorithm The algorithm starts by
solving a relaxation of the LP without any of the worst-case value constraints to find an initial
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(potentially infeasible) candidate solution (p, v). Then, the algorithm repeatedly calls the sepa-
ration oracle to check the feasibility of the current candidate solution. If the candidate solution
is feasible, it is an optimal solution to the LP, since it is optimal for a relaxation of the full LP. If
the candidate solution is infeasible, the algorithm adds the constraints returned by the separation
oracle and re-solves the LP.

Algorithm 4 Cutting Plane Algorithm

Input: Number of proposals to select k, set of intervals I = {/;, u; };c[,) max iterations T
Output: Ex ante optimal vector of marginal probabilities p

# Prune Intervals

For all intervals strictly below at least k other intervals, set p; = 0 and remove.

For all intervals strictly above at least n — k other intervals, set p; = 1 and remove.
Let a be the number of intervals accepted. Update k& < k — a.

# Initialize Linear Program

For each interval i € [n] compute A(7), the number of proposals strictly above i and B(i), the
number of proposals strictly below <.

Using A and B, partition the intervals into w monotonically ordered subsets My, ..., M,,.
Solve the following linear program to obtain initial p, v:

min v
v7p

S.t. ipl =k
i=1

pie0,1] Vieln]
k
<
=1

pF
J
PMp) = Pupiv) Vi € [[M| = 1],VM € {M, ..., M,}

# Add Cuts
for T iterations do
C < SeparationOracle((p,v),k,I)

if C' = () then > Feasible solution
return p
else > Infeasible solution
Add constraints from C' to the LP and solve the new problem to obtain new (p, v).
end if
end for

return Failure

The cutting plane algorithm converges to a feasible optimal solution quickly in practice
because it is initialized with a useful set of constraints on the feasible region of the problem.
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These constraints prune the problem and impose monotonicity and symmetry constraints on the
marginal probabilities p, based on the number of intervals above and below each proposal, which
we define below.

Definition 3.1.4 (Number above (A) and number below (B)). For each proposal i € [n], define:

A() = {r € [n] : b, > u;}| and B(i) =|{r €n]:l; > u.}|,

that is, A(i) is the number of intervals strictly above i and B(i) is the number of intervals strictly
below 1.

The cutting plane algorithm first prunes all intervals guaranteed to always be in the top k or
never be in the top %k, which reduces the number of decision variables. Then, the cutting plane
algorithm initializes the linear program with a set of constraints on the optimal marginal proba-
bilities p. In particular, the algorithm partitions the intervals into “monotonically ordered subset”
within which p can be assumed to be monotonically non-increasing without loss of optimality:
Definition 3.1.5 (Monotonically ordered subset). For any subset of intervals M C [n], we say
that the subset of intervals is monotonically ordered if Vi € [|M| — 1], A(M[i]) < A(M[i + 1])
and B(M{i]) > B(M[i + 1]), where M|i] denotes the i-th element in M.

The monotonicity constraints come from the observation that if proposal a has more pro-
posals below it than proposal b and has fewer proposals above it than proposal b, then without
loss of optimality, p, > p,. Our cutting plane algorithm therefore imposes constraints on these
“monotonically ordered subsets” at the start, which greatly constrains the size of the feasible
region, while still returning an optimal solution. We provide detailed analysis of the correctness
and efficiency of this algorithm in Supplemental Material.

Enforcing Ex Post Validity

A solution to the ex ante optimality LP returned by the Cutting Plane Algorithm (Algo-
rithm)) or the Ellipsoid Algorithm, is not guaranteed to output a vector of marginal probabilities,
such that sampling proposals with these marginals always guarantees ex post validity. However,
we prove that we can post-process any solution to the ex ante optimization problem, and then
sample with marginal probabilities p to guarantee ex ante optimality and ex post validity simul-
taneously. This stands in contrast to the commonly used “randomize-above-threshold” approach
to randomization, which does not guarantee ex post validity as described in Section (3.1.3
Theorem 3.1.6 (Post-processing for ex post validity). Given any ex ante optimal p, Algorithm
enables the funder to sample k proposals while satisfying both ex ante and ex post conditions
and is computable in time O(n?).

Theorem [3.1.6]applies the post-processing algorithm given in Algorithm [5]to a solution from
the Cutting Plane Algorithm. For any a,b € [n] with ¢, > wuy, Algorithm |5 terminates with
Po = 1 or p, = 0. Moreover, Algorithm [5] never decreases the objective value of p. Hence,
applying post-processing to an ex ante optimal solution is without loss of optimality and ensures
that any sampling method that selects proposals with marginal probabilities p satisfies ex post
validity.

Finally, there are many possible methods to implement this sampling (see [201] for a sur-
vey). We use the simple and classical “systematic sampling” [136] with runtime O(n). This
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method requires only one uniform random sample to implement, so the randomness could be
easily documented for transparency, which is an important part of the current Swiss NSF proce-
dure [203] where a lottery is conducted by publicly drawing papers from a glass jar. We provide
pseudo-code in Supplemental Material.

Algorithm 5 Post-Processing of p for Ex Post Validity

Input: Vector of marginal probabilities p, sequence of intervals {[¢;, u;] }icjn]
Output: Vector of marginal probabilities p
Order the intervals by increasing .
for b € [n] do
if p, = 0 then
continue
end if
for a fromnto (b+ 1) do
if /, > u, and p, < 1 then
d < min{py, 1 — p,}

Do pp—d
Pa < Pa+d
end if
end for

end for

Complete MERIT Procedure

The complete algorithm MERIT solves the ex ante optimization procedure with post-processing
for ex post validity (Algorithm [3]) followed by sampling. The algorithm is provably polynomial
time if the ex ante optimization problem is solved using the ellipsoid method with a separation
oracle as proved in Theorem In practice, we solve the optimization problem using the
cutting plane algorithm given in Algorithm [ which yields a practically efficient algorithm,
albeit with a non-polynomial time theoretical convergence guarantee, described in Supplemental
Material.

Algorithm 6 MERIT Algorithm

Input: Number of proposals to select k, set of intervals I = {/;, ui}ie[n]

Output: Selection of k& proposals

Compute an ex ante optimal vector of marginal probabilities p using Algorithm [4]
Apply ex post validity post-processing to p (Algorithm [3).

Sample k proposals from [n] with marginal probabilities of inclusion given by p.

3.1.5 Axiomatic Comparison of Lottery Rules

In many of the applications we consider, like scientific funding or college admissions, there is no
agreed upon ground-truth measurement of the quality of selections made by the decision maker.
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Hence, it is unclear how to empirically measure whether one algorithm performs better than an-
other algorithm in selecting “top” candidates. Therefore, we take inspiration from social choice
theory [20] and initiate an axiomatic comparison of our MERIT method with the alternative
methods discussed in Section deterministic top-£ selection, randomize above threshold,
and the Swiss NSF method. We consider a number of natural properties, or “axioms”, that a se-
lection algorithm should obey and theoretically analyze the behavior of MERIT and alternative
algorithms with respect to these axioms.

Axioms for Randomized Selection

We propose three natural desiderata of algorithms for selecting proposals from quality assess-
ments. We begin by defining a generic “randomized selection rule” which we will characterize
axiomatically.

Definition 3.1.7 (Selection rule). A selection rule receives as input a set of n quality estimates
I = {(4;, e;,u;) }icpn) where U, u; are lower and upper limits on the quality of the item i and
e; € [l;,u;] is a point estimate of the quality. Given a budget k € {1,...,n}, the selection
rule outputs a subset of [n| of size k. We let p(I,k) € [0,1]" denote the vector of marginal
probabilities of selecting each item:

This definition captures methods that do not actually use intervals to make decisions like
deterministic selection, methods that use only intervals like MERIT, and methods that use both
intervals and point estimates like the Swiss NSF’s approach. Next, we define three axioms that a
selection rule ought to obey.

First, we propose the axiom of ‘“monotonicity in budget. This axiom requires that increas-
ing the number of proposals selected, %, should not decrease the probability of selection for any
proposal. Formally:

Definition 3.1.8 (Monotonicity in budget). A selection rule respects monotonicity in budget, if
for any input I and for all budgets k € [n — 1], it must be that p(I,k + 1); > p(I,k); Vi € [n].

Second, an important property for a selection rule is “stability” — changing one interval

should not lead to a large change in the behavior of the algorithm. We define an instance of
instability that is undesirable for an algorithm. We consider two “extreme” behaviors for an
algorithm. At one extreme, an algorithm behaves deterministically, selecting k proposals with
probability 1, which is the minimum entropy distribution from which to sample. At the other
extreme, the algorithm samples uniformly at random among all n proposals, which is the maxi-
mum entropy distribution. We say that an algorithm exhibits “maximal instability”, if changing
a single interval by an arbitrarily small amount can change the algorithm’s behavior between
these two extremes. Formally:
Definition 3.1.9 (Maximum instability). A selection rule is maximally unstable, if there exist a
pair of inputs I and J that differ by an arbitrarily small amount € > 0 in the quality estimate
of a single proposal and a budget k € {2, ... ,n — 2} such that p(I, k) = sln (the mechanism
samples uniformly at random among all proposals on input 1) whereas p(J, k) € {0,1}" (the
mechanism selects deterministically on input J).

A selection algorithm should avoid maximum instability. We note that in the definition of
instability, we restrict the budget to lie in {2, ..., k — 2}, because stability with respect to chang-
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ing a single proposal is not meaningful when choosing only one proposal to accept or reject.
In particular, the top-1 or bottom-1 proposal can change entirely based on a change to a single
proposal.

Finally, inspired by the “reversal symmetry” axiom from social choice theory [180], we

define a natural notion of symmetry that says that when selecting 1 out of 2 proposals, if the
scale of quality is reversed so that all intervals are flipped, then the selection rule should flip the
probabilities of selection for the two proposals:
Definition 3.1.10 (Reversal symmetry). For any input I = {({;, e;,u;) }icfn) where €;, e;,u; €
[0,1)Vi € [n], let TT) = {(1 —u;, 1 —e;,1 — 0;)}ic[n) be the horizontally flipped (or reversed)
input. Then, a selection rule that selects k = 1 out of n = 2 proposals respects reversal symmetry
if for any pair of flipped inputs I and I'™®, p(I,1) = (p1, p2) and p(I7,1) = (py, p1).

Axiomatic Guarantees and Failures

We now present our theoretical results on which algorithms satisfy the three axioms defined.
Deterministic top-%£ selection meets both criteria, but does not account for the funder’s uncer-
tainty (our earlier ex ante requirement). We characterize randomized selection mechanisms with
respect to these axioms in Theorem [3.1.11

Theorem 3.1.11 (Axiomatic analysis). Existing randomized algorithms have the following prop-
erties:

1. Swiss NSF and randomize-above-threshold both violate maximum instability, while MERIT

is never maximally unstable.

2. Swiss NSE randomize-above-threshold and MERIT all violate monotonicity in budget.

3. It is not possible to simultaneously satisfy ex ante optimality and monotonicity in budget.

4. Swiss NSF and randomize-above threshold violate reversal symmetry, while MERIT satis-

fies reversal symmetry.

We give a formal proof of Theorem [3.1.11]in Supplemental Material. Here we provide ex-
amples where the three axioms fail. First, Figure [3.1] shows an example where none of the ran-
domized selection mechanisms considered respect monotonicity in budget. In particular, when
k =1, both Swiss NSF and MERIT sample uniformly at random between 1 and 2, so proposal 2
is selected with probability % However, when k = 2, proposal 1 is always in the top 2 and the
other top-2 proposal could be any one of 2, 3, or 4, so both algorithms choose proposal 1 deter-
ministically and sample uniformly among 2, 3, 4 meaning proposal 2 is selected with probability
%. Hence, perhaps counterintuitively, proposal 2 is worse off when the budget & increases from
2 to 3. We note that randomize-above-threshold behaves identically to Swiss NSF here, if the
threshold is chosen in a data-dependent manner as the k-th highest point estimate, so this same
example shows that randomize-above-threshold violates monotonicity.

The example in Figure [3.1] also demonstrates claim (3) of Theorem [3.1.11] that it is not pos-
sible to simultaneously satisfy ex ante optimality and monotonicity in budget. In particular, the
unique ex ante optimal p for this example are not monotonic in budget. As we discuss in Sec-
tion[3.1.5] it is possible to modify MERIT to enforce monotonicity in the budget at the potential
cost of ex ante optimality.

Interestingly, in reproducing the Swiss NSF’s selection process using real 2020 grant review
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data, we find that both the Swiss NSF selection rule and MERIT exhibit non-monotonicity in bud-
get in practice. For example, using the Swiss NSF method, there are proposals whose probability
of selection decreases from .75 to 0.524 when increasing budget k£ from 89 to 90. This suggests
that violations of the monotonicity in budget axiom can occur in real-world deployments.

Second, in Figure [3.2] we show an example that violates maximum instability for Swiss
NSF and (data-dependent) randomize-above threshold. In this example, where k = 3, slightly
decreasing the upper bound and point estimate of interval 3, changes the algorithm’s behavior
from choosing the top-3 deterministically, to sampling uniformly at random among all proposals.
In contrast, MERIT never exhibits maximal instability (for & € [2,n — 2]). Our proof of this is
in Theorem [3.1.11] follows by observing that MERIT only samples uniformly at random among
all proposals if all intervals overlap, and will not select deterministically for any set of intervals
where only a single interval does not overlap the remaining intervals.

I—.—

Figure 3.1: Example that violates monotonicity with respect to k for Swiss NSF and our MERIT
algorithm. When k& = 1, po = 1/2 for both algorithms. However, when k = 2, p, = 1/3 for both
algorithms.

L

1 2 3 4 5 6 7 8 9 10 1 2 3 4 5 6 7 8 9 10

Figure 3.2: Example that violates maximum instability for Swiss NSF and randomize-above-
threshold, with £ = 3. Slightly decreasing the upper bound and point estimate of proposal 3,
changes the algorithm’s behavior from selecting the top 3 deterministically (left) to sampling
among all 10 proposals uniformly at random (right).

Finally, an example where reversal symmetry is violated by the Swiss NSF method is when
selecting one proposal from two intervals with values (0,1) and (0.1,0.2) and point estimates
at the midpoints of 0.5 and 0.15. Then, the Swiss NSF selection rule will accept interval 1 and
reject interval 2. However, if quality is flipped, then proposal 1 remains the same, but proposal 2
has quality interval (0.8, 0.9) with point estimate of 0.85. Then, for the reversed instance, Swiss
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NSF samples uniformly at random between the two proposals, violating reversal symmetry. In
contrast, MERIT samples uniformly at random between the two for both the original and reversed
intervals.

Enforcing Monotonicity in Budget

In this section, we show that it is possible to modify MERIT to enforce monotonicity in budget,
by solving the ex ante optimization problem sequentially for a budget ranging from 1 to the de-
sired £ with an additional constraint to the optimization problem that the sequence of p should be
non-decreasing. At each step, we solve the optimization problem and then apply post-processing
for ex post validity using Algorithm [5| This may come at the cost of ex ante optimality, but
always enforces monotonicity in budget and ex post validity as we prove in Proposition[3.1.12]

Algorithm 7 Solving Sequence of Optimization Problems for Monotonicity

Input: Sequence of intervals {[(;, u;] };c[n, number selected k.

Output: Sequence of marginal selection probabilities p(*), ..., p¥) for selecting 1 to k pro-
posals.

Let p©® = (0,...,0)

for i € [k] do

Compute ex ante optimal p for selecting top-i proposals using Algorithm {] with the addi-
tional constraint péi) > pg-i_l) Vj € [n] to obtain optimal p(®.

Post-process p(*) with Algorithm [S|for ex post validity.
end for

return pV), ... p®).

Proposition 3.1.12 (Monotonicity in budget k). Algorithm[7| guarantees that p® > p=" for all
i € [k] and any algorithm that samples i proposals with marginal probabilities p'") respects ex
post validity.

3.1.6 Empirical Evaluation

In order to compare the performance of different selection algorithms, we use review data where
we assume known proposal quality (or intervals containing the true quality). The funder observes
error-prone estimates of quality—both interval estimates and point estimates—and then applies
a selection rule. We present head-to-head comparisons of different selection algorithms under
both the linear miscalibration model used by the Swiss NSF and other prior works, and under
our worst-case model in Section [3.1.6] We then describe computational runtime experiments
demonstrating the efficiency of our algorithm in MERIT in Section Finally, we present
qualitative insights into how different methods may lead to different outcomes in real peer review
settings in Section [3.1.6
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Comparison of Methods in Expected Utility and Worst-Case Utility

We evaluate the performance of selection algorithms from two perspectives: (1) expected utility
in a probabilistic model of reviewer behavior, and (2) worst-case utility over feasible rankings
defined by score uncertainty intervals. While our algorithm, MERIT, is designed for worst-
case optimality, it is informative to assess its expected performance under plausible generative
models of the review process. Defining a realistic probability distribution over reviewer scores is
challenging, but one model that has been widely adopted in the literature is a linear miscalibration
model, which underlies the interval-generation method of the Swiss National Science Foundation
(Swiss NSF) [[79] and has been used in many other peer review settings [6} 162, 177,178} 199].

Expected Utility under a Linear Miscalibration Model A popular probabilistic model used
by the Swiss NSF and many others captures error in the review process due to reviewer miscal-
ibration, the tendency for some reviewers to be stricter or more lenient than others. The model
is linear, where each proposal has a numeric true quality and each reviewer has a miscalibration
offset, both drawn from Gaussian distributions. The review score for a reviewer on a specific
paper is a linear combination of true quality and reviewer offset plus Gaussian noise. This model
has been applied widely to peer review data in prior work [6, 62,177, 178]]. The model is spec-
ified by an assignment of reviewers to proposals and three parameters for the standard deviation
of the quality (0y), reviewer miscalibration (o), and per-review error (o).

We generate synthetic data from this model in two regimes based on real-world settings:
(1) Swiss NSF’s grant review process with 350 proposals, 10 reviewers, and 80 proposals per
reviewer and (2) Computer Science conference peer review with 1000 reviewers, 1000 papers,
and 5 papers per reviewer. In both cases, we assign papers to reviewers uniformly at random and
assume a score range of 1 to 10 with oy = 2, 0, = 1 and 0. = 0.5, matching parameters used
in prior work [199]]. In both settings, the funder aims to select the top one-third of proposals,
reflecting realistic acceptance rates.

We generate 50 synthetic samples of review datasets. Then, following the methodology of
the Swiss NSF, estimate model parameters and posterior expected rank of each proposal along
with 50% confidence intervals for the expected rank given the observed review data. These point
estimates and intervals are given as input to each selection rule. We test both a deterministic rule
that selects the top-£ by mean score, denoted Deterministic (mean), and a deterministic rule that
selects the top-k by estimated expected rank based on the model, denoted Deterministic (model).

Our Worst-Case Objective Our worst-case objective (3.1]), assumes that any ordering con-
sistent with quality intervals could be the true ranking of proposals. The utility is then defined
as the worst-case expected fraction of top-k proposals chosen over all possible orderings con-
sistent with the intervals. We simulate generating such quality intervals in three scientific peer
review scenarios and measure the performance of different selection methods with respect to
our worst-case objective. First, we replicate the scientific grant funding process of the Swiss
NSF. We use publicly released review data from their 2020 grant review process consisting of
n = 353 proposals [[79]. We generate intervals using their linear model of reviewer miscalibra-
tion. Additionally, we generate imputation-based intervals for the Swiss NSF data using Manski
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bounds to impute missing reviewer-proposal scores and aggregating scores across reviewers us-
ing the median. Second, we use paper review data from the NeurIPS 2024 conference, available
on OpenReview, which includes n = 4035 accepted papers. We simulate a process of allocat-
ing long talks (orals and spotlights) among accepted papers, inspired by the USENIX Security
2025 [209]]. Third, we use paper review data from the ICLR 2025 conference, available on
OpenReview, which includes all n = 11520 papers submitted to the conference. We simulate
allocating paper acceptances at this conference. For NeurIPS and ICLR, there is no standard
method to generate intervals. We therefore implement three different methods for generating
intervals on NeurIPS and ICLR data:
1. Leave-one-out intervals (LOQO): taking inspiration from “jackknife” or leave-one-out inter-
vals [10], we compute the range of possible mean review scores, leaving out one reviewer
at a time for each paper.

2. Gaussian error model credibility intervals: similar to the Swiss NSF’s intervals, we assume
a Gaussian model generates review scores based on underlying true quality scores and infer
credibility intervals for the true quality. Specifically, for paper ¢, we assume paper has true
quality 6; ~ N(0,2), precision 7; ~ Gamma(1,1), and review scores on the paper are
drawn i.i.d. from N (6;,1/,/7;). The parameters of the priors are chosen to closely match
those of the Swiss NSF model. We infer 50% credibility intervals for 6; given the observed
review scores using MCMC.

3. Subjectivity intervals: NeurIPS 2024 and ICLR 2025 both asked reviewers to provide nu-
merical scores of papers’ soundness, presentation, and contribution in addition to overall
scores. Previous works have observed that different reviewers may have different subjec-
tive views of which criteria matter to a paper’s quality introducing arbitrariness into overall
review scores [118]]. One proposed approach to mitigate this subjectivity is to learn a map-
ping from sub-criteria to an overall score based on peer review data [159] and then use
this mapping to adjust the review score. We generate intervals by applying this method
to adjust scores and taking the interval to be all values in between original scores and
subjectivity adjusted scores.

We note that there are no confidence intervals for estimates generated in the worst-case set-

ting as these are generated for a single dataset with a single set of intervals, where there is no
randomness in the data generation process.

Results In Figure[3.3|we show results of our simulations. Under the Swiss NSF’s fully Bayesian
linear model, MERIT performs similarly in expectation to the Swiss NSF’s randomized method
and to deterministic selection using model-adjusted scores. Using the raw mean scores yields
much lower performance, as this method does not account for the miscalibration error. In con-
trast, in the worst-case setting of our model, MERIT outperforms other methods on all baselines.
This is expected as MERIT optimizes for this objective. Interestingly, our experiments demon-
strate that the optimality gap can be quite large, with MERIT achieving utility of up to 0.19 more
than Swiss NSF, the other randomized algorithm considered. Deterministic selection sometimes
performs poorly, for instance on Neur[PS LOO and NeurIPS Gaussian, when intervals are rel-
atively wide. Even though Swiss NSF’s selection rule randomizes based on the intervals, the
optimality gap between Swiss NSF and our ex ante optimal MERIT algorithm can also be large,
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(a) Linear miscalibration model. (b) Worst-case over interval ordering model (our model).

Figure 3.3: Proportion of top-% proposals selected by different methods with quality data gener-
ated under the Swiss NSF model of linear miscalibration and under our model of worst-case over
feasible rankings. MERIT matches performance of algorithms designed for the Swiss NSF’s
linear model, with expected utility averaged over 50 samples of synthetic data and error bars
showing 95% CI for the sample mean. The gap between MERIT and other methods in the worst-
case over intervals defined by our model can be substantial, as shown by the gaps in NeurIPS
Gaussian, NeurIPS Subjectivity, and ICLR Subjectivity.

for example on NeurIPS Gaussian and NeurIPS Subjectivity data, where Swiss NSF does not
perform much better than deterministic selection, while MERIT has higher utility. Taken to-
gether, these results suggest that MERIT does not degrade expected utility in the fully Bayesian
setting, while offering additional robustness with respect to our worst-case objective.

We additionally conduct ablations on parameters of both models that provide insight into the
relative performance of different methods under varying model settings. First, in Figure [3.4] we
show utility of different methods in the Swiss NSF’s linear miscalibration model varying the
degree of miscalibration. As the magnitude of miscalibration increases, deterministic selection
using mean score degrades greatly because it does not account for error due to miscalibration at
all. Meanwhile, the other methods perform similarly and maintain fairly high expected utility,
even with a large degree of miscalibration. We observe similar results in additional ablations
of the miscalibration model and when selecting the top one-tenth of proposals instead of top
one-third, as shown in Supplemental Material.

In Figure [3.5] we test Manski bounds on the Swiss NSF dataset of grant reviews, where we
impute missing values with the full range of scores. We artificially drop reviews to increase the
sparsity of review scores, leading to worse utility. With 40% sparsity, deterministic achieves near
zero utility as almost all intervals overlap. At all sparsity levels, MERIT outperforms both Swiss
NSF and Deterministic selection. In fact, at sparsity of 0.15 to 0.25, the optimality gap between

49



4
=3}

.......... . —e— Deterministic (mean score)
. Swiss NSF
- MERIT

/
P m

"

0.8 {

o
o

—e— Deterministic (mean score)
Deterministic (model score)

—& - Swiss NSF

061 “* MERIT

0.7

Expected Utility

o
o

00 05 10 20 40
op (Linear Miscalibration)

Worst-Case Utility
o
'S

(a) Swiss NSF simulated data.

0.1

o°
©

( ]
0.0

0.15 0.20 0.25 0.30 0.35 0.40
Fraction of Reviewer-Proposal Pairs Missing (Sparsity)

Expected Utility
<)
)

e
~

Figure 3.5: Worst-case utility over Manski

00 0s 10 20 4.0 bound intervals as a function of the fraction of
op (Linear Miscalibration) . . L. .

reviewer-proposal pairs missing, with random

(b) Conference simulated data. dropping of review scores to increase sparsity

for the Swiss NSF panel review dataset. Error
bars show bootstrapped 95% Cls for the sam-
ple mean over 50 trials of randomly dropping
review scores.

Figure 3.4: Ablation study comparing meth-
ods under the Swiss NSF’s model of linear
miscalibration with varying levels of miscal-
ibration. Error bars show bootstrapped 95%
CIs for the sample mean over 50 samples of
randomly generated data from the model.

Swiss NSF and MERIT is the same as that of deterministic selection and MERIT.

Computational Efficiency

All experiments are run locally on a standard personal laptop (a 2019 MacBook Pro with a 2.6
GHz 6-core Intel Core 17 processor) without any specialized hardware. We solve linear programs
using Gurobi 12.0.1 [[77], which solves LPs using the simplex method. We find that for all meth-
ods MERIT runs in under five minutes, even with over 11,000 proposals. We provide further
analysis on runtime, size of the LP solved, and convergence rate in Supplemental Material in-
cluding details on variations in runtime as a function of different datasets and interval generation
methods.

Comparison of OQutcomes in Case Studies

In order to give insight into how differing approaches may lead to different types of lotteries in
actual peer review settings, we present qualitative differences between MERIT and the Swiss
NSF approach.

In Table|3.1] we provide a high-level comparison of the marginal selection probabilities under
MERIT and the Swiss NSF algorithm. One simple comparison point is the number of proposals
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that entered into a lottery (% Random) under each algorithm. We find that MERIT tends to
randomize over an equal or greater number of candidates than the Swiss NSF algorithm—on
Swiss NSF data, NeurIPS LOO, NeurIPS Gaussian, and ICLR Subjectivity the two algorithms
randomize over a similar number of candidates, while on NeurIPS Subjectivity, ICLR LOO,
and ICLR Gaussian, MERIT randomizes over more candidates than Swiss NSF. The biggest
difference between the two approaches with respect to the outcome is that the Swiss NSF rule
assigns the same probability to every proposal that enters its lottery tier, whereas MERIT allows
a range of probabilities: the broadest span is on NeurIPS Gaussian where marginal probabilities
range from 0.16 to 0.83. This reflects the additional flexibility of MERITS lottery. Finally, the
relative weight MERIT puts in the “certain accept” group compared to Swiss NSF (p = 1) is not
uniform—it is higher than Swiss NSF for NeurIPS Subjectivity, essentially tied on the original
Swiss NSF set, and lower for the two ICLR variants, so the split between guaranteed and lottery
funding depends on the structure of the intervals in each study rather than following a single
trend.

| MERIT Swiss NSF Algorithm
Dataset | % Accept % Random Rangeofp % Accept % Random Value of p
Swiss NSF 28.3 34 (0.5, 0.5) 28.0 3.7 0.54
Swiss NSF (Manski Bounds) 54 26.9 (0.75,0.94) 54 26.9 0.92
NeurIPS LOO 34 16.5 (0.36, 0.94) 34 17.9 0.34
NeurIPS Gaussian 2.2 25.7 (0.16, 0.83) 4.0 27.5 0.20
NeurIPS Subjectivity 4.5 18.7 (0.14, 0.45) 1.6 10.4 0.78
ICLR LOO 11.1 324 (0.51, 0.88) 22.0 22.8 0.44
ICLR Gaussian 9.5 344 (0.45, 0.87) 21.2 27.7 0.4
ICLR Subjectivity 17.6 24.3 (0.50, 0.88) 16.2 25.2 0.63

Table 3.1: Comparison of marginal probabilities of acceptance by MERIT and Swiss NSF on
each dataset. “Accept” = guaranteed to be selected (p = 1), while “Random” = entered into
lottery (0 < p < 1).

3.1.7 Discussion

This subchapter introduced MERIT, a computationally efficient and principled lottery for top-k
selection under uncertainty. By relying solely on interval information, rather than a fully spec-
ified generative model, MERIT respects the limits faced by real-world funders while providing
a robust optimization justification for randomization. The case studies show that MERIT scales
well to tens of thousands of candidates and can be applied to realistic peer-review datasets.

The framework is deliberately conservative. MERIT exploits only the ordering implied by
quality intervals, which is appropriate when credible probabilistic models are unavailable but
may be suboptimal in domains with well-calibrated predictive models. The current formulation
also assumes that all selected proposals consume the same amount of budget. Many funding
programs instead allow applicants to request different amounts of support, in which case the
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funder must reason jointly about quality and cost. A natural extension is to allow partial funding
by representing a request for c integral resources as c copies of the proposal’s interval, but this
raises incentive issues around truthful cost reporting and does not directly handle indivisible
requests.

The model can also accommodate richer decision information. A funder may know, for ex-
ample, that two proposals with overlapping intervals were evaluated by the same reviewer and
that the reviewer clearly preferred one over the other. Adding such comparisons moves the prob-
lem from interval orders toward general partial orders, where the ex ante optimization problem is
NP hard, so practical extensions would likely need heuristics that preserve the tractability of the
interval-order case. Similarly, some funders may prefer a uniform lottery because equal proba-
bilities are easier to explain to applicants and stakeholders. The optimization problem used in
MERIT can be constrained to uniform sampling, producing an ex ante optimal uniform lottery
subject to ex post validity; Supplemental Material reports simulations for this variant.

More general utility models and behavioral effects remain important for future deployments.
The analysis here uses a 0-1 utility for selecting the top-k candidates, but funders may care about
positional utility, cost-quality trade-offs, reviewer-time savings, or portfolio diversity. Random-
ization may also change how applicants and reviewers behave: applicants may alter effort or
risk-taking, and reviewers may learn to act strategically around lottery rules. These questions
connect the formal mechanism in this subchapter to the smoother lottery design studied next,
where the focus shifts from interval uncertainty to the instability of selection probabilities under
small score changes.
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3.1.8 Deferred Proofs

This section gives proofs for the main structural results used in the MERIT subchapter.

Polynomial-Time Ex Ante Optimization

Proof of Lemma Let v" be the smallest value found by Algorithm [3| We show that

v = min ZpiH‘{U(i) < k}.
i=1

O'Ezn .

Equivalently, let K be the family of feasible top-k sets induced by rankings in 3J,,. The objective
iS minpex ZjeT D;-

Sort intervals by decreasing lower bound. For i € [k + 1], let K be the feasible top-k sets
that include intervals 1,...,7 — 1 and exclude interval 7. These classes cover K. If interval ¢ is
excluded, then every additional member of the top-k set beyond 1, . .., 7— 1 must overlap interval
1; otherwise it would be strictly below ¢ and could not be above ¢ in an ex post valid ranking. Let

S; = {j € (i,n] : intervals i and j overlap}.

Every subset of S; of size k — (i — 1) is feasible together with 1, ... 7 — 1, because all intervals
in .S; overlap interval ¢ and no lower-bound order prevents them from occupying the remaining
top positions. Thus the worst set in K () is obtained by taking the & — (i — 1) smallest p values
in S;. Algorithm [3]enumerates exactly these candidates over all 4.

The returned cuts are therefore valid LP constraints, and the algorithm returns () exactly when
no such constraint is violated. The running time is O(n max{k, logn}): sorting costs O(n logn),
and the £ + 1 scans can be implemented so that the relevant smallest p values are found in total
polynomial time. [

Proof of Theorem[3.1.2] Relax the equality ) .p; = k in LP to > ,p; < k. This does
not change the optimum, since increasing any coordinate p; up to 1 cannot decrease the worst-
case objective. The feasible region then lies inside a box with side lengths polynomial in n:
0<p;<land0<wv <k.

The point p; = k/n and v = 0 is strictly feasible for the relaxed inequalities, so the feasible
region is full-dimensional. By the standard ellipsoid method with a separation oracle, an e-
accurate optimum is found in time polynomial in the dimension, log(1/¢), and the encoding
length of the constraints, provided that separation is polynomial time. Lemma [3.1.3| supplies
such an oracle. The constraints have integral coefficients of polynomial bit complexity, so the
usual lower bound on the inscribed ball radius for rational polyhedra applies [76]. Hence the
ellipsoid method solves the LP in time polynomial in n and log(1/e). O

Ex Post Validity

Proof of Theorem[3.1.6] Fix intervals a, b with ¢, > wuy, so a strictly dominates b. Algorithm
processes intervals in increasing order of upper bound. When it processes b, it transfers proba-
bility mass from b to any still-unsaturated interval above b, including a or intervals that dominate
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a. After this step, either p, = 0 or every interval that must precede b and can absorb mass has
been saturated.

If p, = 0, then b is never sampled and ex post validity is immediate for this pair. Otherwise,
the mass transfer saturates a or all intervals above a in the relevant dominance chain; in particular
the algorithm terminates with p, = 1 for this pair. Subsequent iterations cannot increase p;, or
decrease a saturated dominating coordinate in a way that violates the invariant.

It remains to show that the post-processing does not reduce ex ante objective value. For any
feasible ranking o € X, if b is in the top k, then a is also in the top k. Moving probability mass
from b to a therefore weakly increases ) |, p#{c (i) < k} for every feasible ranking in which b
appears, and leaves the value unchanged otherwise. The worst-case value is thus not decreased.
Applying the operation repeatedly preserves ex ante optimality and ensures that every dominating
pair satisfies p, = 1 or p, = 0, which makes any sampling scheme with the final marginals ex
post valid. ]

3.2 Smooth Lotteries for Stable Selection

The preceding subchapter used randomization to handle unresolved uncertainty about the order-
ing of candidates. This subchapter studies a different but complementary failure mode: even
when scores are taken at face value, threshold-based lotteries can react discontinuously to small
score changes. We therefore ask how to design a lottery whose marginal selection probabilities
vary smoothly with the evaluations.

This subchapter is based on joint work with Giulia Fanti and Nihar B. Shah [72].

3.2.1 Motivation

As discussed in the chapter introduction, partial lotteries are increasingly used in scientific fund-
ing and related selection settings. A key practical motivation for randomization is to reduce
deliberation over small quality differences:
[Randomization] reduces the time needed for an assessment or moderation panel to discuss
applications. Panellists are less likely to spend time trying to arbitrarily differentiate be-
tween applications receiving similar quality-based scores that fall around the funding line,
because they can “agree to disagree” by simply leaving it to chance [208)].

Existing thresholded lottery designs sort proposals into groups: proposals above a high-
quality threshold are funded automatically, proposals below a low-quality threshold are rejected,
and proposals in the middle are entered into a uniform lottery with equal selection probabilities.
This three-tier design is inherently unstable. As illustrated in Figure a small increase in one
review can move the highlighted candidate from rejection into the lottery group, causing a large
jump in selection probability. More generally, any candidate near the boundary between reject,
lottery, and accept groups may experience a discontinuous change in selection probability after
an arbitrarily small score perturbation. In fact, Goldberg et al. [69] show that existing lottery
designs can exhibit “maximum instability,” where an arbitrarily small change to a single review
can shift the mechanism from deterministic selection to uniform random selection over all appli-
cants. The empirical results in this subchapter show that this instability is not only theoretical. In
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Figure 3.6: Clipped Linear Lottery responds smoothly to score perturbations. Marginal se-
lection probabilities before and after a one-point increase in proposal 5’s review score, with 2
awards for 8 candidates. Under the thresholded partial lottery, proposal 8 is selected determinis-
tically, while the remaining award is allocated with equal probability among proposals 6 and 7;
the score increase lifts proposal 3, splitting the award three ways at 1/3 each. A one-point change
thus causes a discontinuous jump (proposal 5 from 0 to 1/3) and abrupt drops for proposals 6
and 7. Under our Clipped Linear Lottery, the same perturbation induces only small, smoothly
varying changes in every proposal’s selection probability.

Section we find that in real peer review processes at ICLR, NeurIPS, and the Swiss NSF,
changing a single review by one point can change an applicant’s selection probability by more
than 0.3 under existing lottery designs.

Instability is problematic because it reintroduces the kind of arbitrariness from small changes
to review scores that randomization is meant to prevent. If two candidates have nearly identical
evaluations, a small change to one review should not sharply change chances of selection. We
capture this requirement through smoothness: a selection rule is smooth if small changes in
review scores can produce only bounded changes in selection probabilities.

In order to guarantee smoothness, we propose a Clipped Linear Lottery. Our Clipped Linear
Lottery rule first aggregates reviews into a score for each candidate. It then assigns selection
probabilities that increase linearly with this score, with probabilities clipped at zero and one
when candidates are sufficiently weak or strong. As illustrated in Figure [3.6] a small review
perturbation moves the highlighted candidate only slightly along the linear part of the probability
curve. The result is a small change in selection probability, rather than a discontinuous jump
across a decision boundary. The Clipped Linear Lottery has several practical benefits:

* Stability. We formally prove that small changes in individual reviews can only produce

bounded changes in selection probabilities.

* Quality awareness. Higher-scoring candidates receive higher selection probabilities.
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* Transparency. The rule is easy to explain, as selection probabilities increase linearly with
estimated quality until they are clipped at zero or one.

* Fairness. The intuitive notion of Individual Fairness [54] requires that candidates with
similar reviews receive similar selection probabilities. Bairaktari et al. [8]] show that the
clipped-linear form of the Clipped Linear Lottery is optimal for trading off Individual
Fairness and selection quality. This gives an additional reason to adopt the Clipped Linear
Lottery to ensure fairness in the treatment of similarly evaluated candidates.

These benefits require balancing smoothness against selection quality. A selection rule can
be perfectly smooth by ignoring the reviews entirely, for example by sampling uniformly from
all candidates. At the other extreme, a utility-maximizing rule deterministically selects the top-k
candidates, but is not smooth. We formalize this tradeoff between smoothness and utility and
show that the Clipped Linear Lottery is near-optimal.

Our primary contributions are:

1. Formalizing smoothness for partial lotteries. We define smooth selection rules using a
Lipschitz condition on the mapping from review scores to marginal selection probabilities.
This gives the interpretable guarantee that changing any single review score by one point
shifts total selection probabilities by a bounded amount.

2. Design and analysis of the Clipped Linear Lottery. We introduce the Clipped Linear
Lottery and prove that it is L-smooth. We also prove a worst-case regret bound matching
a lower bound for any smooth selection rule within a factor of up to a factor of (1 — k/n),
where k/n is the acceptance rate.

3. Comparison to alternative stability notions. We show that standard Differential Privacy
(DP) does not imply smoothness, while the generalization of Metric DP gives smoothness
but at a factor-£ regret penalty in the worst case. We then analyze top-£ softmax sampling
and prove that it achieves smooth marginal selection probabilities, but incurs higher regret
than the Clipped Linear Lottery.

4. Empirical validation on real peer review data. On three real peer review datasets (ICLR
2025, NeurIPS 2024, Swiss NSF) we demonstrate that existing partial lottery designs are
highly unstable under single-review perturbations and show that the Clipped Linear Lot-
tery gives significantly better smoothness—utility tradeoffs than existing lottery designs in
practice. We also demonstrate that the Clipped Linear Lottery dominates the softmax rule
across smoothness levels and empirically confirm tightness of our theoretical bounds.

An open-source implementation of our algorithm and all experimental code are available at
github.com/akgoldberg/smooth_lottery.

3.2.2 Background

Partial Lotteries for Scientific Funding and Peer Review. Recent works have designed algo-
rithms for partial lotteries in scientific funding and peer review. MERIT [69] and the Swiss NSF
Partial Lottery [79] estimate intervals for proposal quality, with overlapping intervals indicating
uncertainty about the relative quality of proposals. These methods use intervals to decide when
randomization is appropriate.
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This subchapter targets a different design goal. Rather than explicitly modeling uncertainty
about proposal quality, we require the mapping from review scores to marginal selection prob-
abilities to be stable. Empirically, we show that existing interval-based lotteries are highly non-
smooth in practice; see Section for details. A key difference between this prior work and
our formulation is what information each approach extracts from review scores. In particular,
MERIT [69] emphasizes the use of ordinal information: intervals encode which proposals may
or may not dominate others, making the approach natural when the numerical scale of review
scores is not trusted or a funder wishes to avoid making assumptions about how reviewers in-
terpret the scale. In contrast, our smoothness framework treats the review scale as meaningful
enough to define small perturbations, and asks that these perturbations have only limited effects
on marginal selection probabilities. In Section [3.2.6] we discuss how smoothness can be com-
bined with interval-based validity constraints when a funder also wants to enforce them.

In practice, the choice depends on what concern is most important. If the funder wants the
lottery to reflect uncertainty about which proposals are better, especially when numerical review
scores are not fully trusted, then an interval-based method such as MERIT [69]] is a natural fit.
If the funder wants to limit how much any one review score can affect selection probabilities,
then Clipped Linear Lottery is the more direct tool. These concerns can overlap, but the two
mechanisms prioritize different failure modes.

Randomized Selection and the Clipped Linear Lottery. The Clipped Linear Lottery has ap-
peared independently under different names in several contexts. In machine learning, Kong et al.
[107] introduced it as the RankMax operator, an adaptive projection alternative to the softmax
function, while Martins and Astudillo [141] proposed the closely related sparsemax (for the
k = 1 case). Most relevant here, Bairaktari et al. [8] studied fair cohort selection and proved
that the clipped-linear rule is exactly instance-optimal for maximizing linear utility subject to
Individual Fairness constraints; we discuss this result in detail in Section However, the
Clipped Linear Lottery has not previously been proposed or analyzed as a mechanism for de-
signing partial lotteries in evaluation and selection settings such as peer review, and it is not
obvious a priori that it is a good mechanism for our problem of interest. We provide a novel
smoothness analysis—formalizing a Lipschitz condition on the mapping from review scores to
selection probabilities—together with near-matching upper and lower bounds on the worst-case
regret of any smooth selection rule. These results establish that the Clipped Linear Lottery is
near-optimal for a fundamentally different objective (the smoothness—regret tradeoff) than those
considered in prior work, and that it achieves a more efficient smoothness—regret tradeoff than
natural alternatives like the softmax.

Stable Selection. There is extensive literature on algorithmic stability notions for selection
mechanisms, most prominently Differential Privacy (DP) [50,52] and Individual Fairness (IF) [54].
We compare our smoothness definition and the Clipped Linear Lottery to these alternatives in
Section [3.2.5] showing that standard DP does not imply smooth marginals, that Metric DP im-
plies smooth marginals but at a factor-k regret penalty [7, [194], and that IF and smoothness are
formally incomparable. As part of this comparison, we give a novel analysis of the Lipschitz
constant of the top-k softmax mechanism [108 [144] (known as the Exponential Mechanism in
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the DP literature), extending recent bounds for the k£ = 1 case [152] to the combinatorial setting
of k£ > 1, which may be of independent theoretical interest.

Randomization in other aspects of peer review. There are a few other parts of the peer re-
view process where explicit randomization is used in practice. Computer science conferences
employ automated methods to assign reviewers to papers, and randomization [85] is used in this
assignment to mitigate problems of fraud via collusion rings [[128] and identity thefts [[189]. The
idea here 1s that no matter how a malicious reviewer and/or author games the system [81]], there
is a bounded probability of the target reviewer getting assigned target paper. Some computer
science conferences use randomization to select which of the accepted papers will be presented
as oral presentations [191}, 209]. A consequence of interest is that randomization can allow for
causal analysis of policies adopted in the review process [[181]].

3.2.3 Problem Formulation

Our methods apply to settings such as admissions, scientific peer review, and job screening,
where decision makers estimate candidate quality and select the top candidates. For concrete-
ness, throughout we will describe a funder evaluating candidates.

Randomized Selection Rule. The funder evaluates n candidates and seeks to select k can-
didates of highest quality. Each candidate receives r numeric reviews, with scores normalized
to lie in the unit interval. The review data is therefore represented as a matrix X € [0, 1]"*",
where X; ; denotes the score assigned to candidate i € [n] by reviewer j € [r]P] For simplicity
of exposition, we assume each candidate receives the same number of reviews; our formulation
naturally extends to variable numbers of reviews (Supplemental Material).

The funder randomizes decisions by specifying a randomized selection rule D : [0,1]"*" —
A(K), where L = {S C [n] : |S| = k} is the set of all k-size subsets of candidates, and A(K)
denotes the set of probability distributions over K. Given review data X, the rule D(X) defines
a distribution over size-k subsets of candidates. Since candidates experience decisions through
individual acceptance probabilities, we focus on the induced marginal selection probabilities
p:[0,1]™" —[0,1]", defined by p;(X) = Pgupx)[i € S| fori € [n].

Smoothness. We formalize the requirement that the selection rule be stable to changes in re-
view scores as a smoothness property: small changes in review scores should lead to small
changes in candidates’ chances of acceptance. Since these chances are determined by the marginal
probabilities, we define smoothness as a Lipschitz condition on p:

Definition 3.2.1 (L-smooth selection rule). For L > 0, the selection rule D is L-smooth if its
induced marginal probability function p satisfies

Ip(X) —p(X): < L||X = X'|l11 forall X, X' €[0,1]"",
where || Al|11 = Z” | Aijl.

2We use the standard notation [x] to denote the set {1, ..., x} for any positive integer .
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This condition ensures the stability of candidates’ selection chances with respect to review
scores: if a single review changes by ¢, the total absolute change in selection probabilities is at
most L J.

Utility. A selection rule should also select high-quality candidates. Hence, we introduce a
utility function that depends on reviews. Given review data X, the funder has utility vector
u(X) € R™, where u;(X) represents the utility of selecting candidate i. The funder’s utility
when selecting a set of candidates is the sum of the selected candidates’ utilities. Since D induces
marginal probabilities p, its expected utility is p(X ) u(X). The regret of a selection rule is its
utility loss relative to optimal deterministic selection, R(D; X ) = OPT(X)—p(X)Tu(X), where
OPT(X) is the utility obtained by selecting the k candidates with highest utility. Our goal is to
design a L-smooth selection rule that minimizes the worst-case regret, giving the minimax design
problem:

' OPT(X) — p(X) Tu(X
D:[OJ}%ITD—A(/C) Xer[%%]}ﬁxr{ (X) —p(X) u( )}

subject to  [|p(X) = p(X')[ly < LIX = X'[la, VX, X" €[0,1]™,

where p denotes the marginal selection probabilities induced by D.

Smooth Utility Function. We assume the funder evaluates candidates using a utility function

that varies smoothly with the review scores. Specifically:

Definition 3.2.2 (D, -Lipschitz utility function). Utility function u : [0,1]"*" — R"™ is D,-

Lipschitz if for all review matrices X, X' € [0, 1", ||u(X) — u(X")||1 < Dy [|X — X'||1.1.
For example, the mean score u;(X) = 1 > j—1 Xij is Dy-Lipschitz for D, = 1/r. The

median, min, and max score are all 1—Lipscﬁitz. The Lipschitz utility function assumption is
necessary. If the utility function were arbitrarily non-smooth, then a small change in review
scores could produce a large change in utility, making it impossible for any smooth selection
rule to achieve low worst-case regret with respect to this utility function.

3.2.4 Designing an Optimal Smooth Lottery

In Section |3.2.4] we introduce a simple, efficient, and interpretable Clipped Linear Lottery and
analyze its smoothness and regret; in Section [3.2.4] we prove a lower bound establishing opti-
mality of the Clipped Linear Lottery up to a factor of ﬁ Since smoothness and regret depend
only on the marginal probabilities, we design mappings from review data to selection probabili-

ties; any sampling scheme implementing these marginals can be used for the final selection.

Clipped Linear Lottery

We now introduce the Clipped Linear Lottery, a clipped-linear partial lottery described in Algo-
rithm 8] The selection rule assigns marginal selection probabilities by scaling candidate utilities,
shifting them by a common intercept to satisfy the budget, and clipping the result to [0, 1]. This
partitions candidates into three tiers: an auto-accept pool (p; = 1), an auto-reject pool (p; = 0),
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Utilities Scale by w = 2 Shift by b = —0.6 Clip to [0, 1]
w(X) = (0.1, 0.4, 0.7, 1.0) T| (0.2, 0.8, 1.4, 2.0) (—0.4, 0.2, 0.8, 1.4) 7| p(X) = (0, 0.2, 0.8, 1)

Figure 3.7: A concrete example of the Clipped Linear Lottery with n = 4 candidates and budget
k = 2, following Algorithm Utilities are scaled by w = 2, then shifted by an intercept
b = —0.6 chosen so that the clipped probabilities sum to the budget. Clipping the shifted values
to [0, 1] gives marginals p(X) = (0,0.2,0.8,1), which sum to & = 2. Thus, the lowest-utility
candidate is auto-rejected, the highest is auto-accepted, and the two middle candidates form the
active lottery pool.

and a lottery pool where selection probabilities scale linearly with estimated quality. The slope
w controls the smoothness—utility trade-off. Smaller L gives a flatter slope, expanding the lottery
pool toward uniform selection. Larger L gives a steeper slope, shrinking the lottery pool toward
deterministic top-£ selection. Figure illustrates the Clipped Linear Lottery on a concrete
example.

Algorithm 8 Clipped Linear Lottery [, [107]]

Require: Reviews X, utility v with Lipschitz constant D,,, smoothness parameter L > 0, budget k&
Compute utilities u; < u;(X) for all i € [n]
Set the slope w < L/(2D,,)
Scale utilities z; < w - u;
Compute intercept b € R satisfying budget constraint,

=1

where clip ¢1(z) = min{1, max{0, x}}, using a capped-simplex projection.
Set marginal probabilities
pi(X) < clipyg 3 (2 + ), i € [n]

Sample size-k set S C [n] with marginal probabilities p(X), e.g., using systematic sampling [136]
return Marginal probabilities p(X) and selected set S

The Clipped Linear Lottery has several useful properties.

Uniqueness. For every utility vector and budget, the Clipped Linear Lottery produces a unique
probability vector [222].

Efficient computation. There are two computationally nontrivial steps in Algorithm [8| First,
we must compute an intercept b satisfying the budget constraint (line 4). This can be done
efficiently using existing algorithms for projection onto the capped simplex [, [222]]; for com-
pleteness, an exact capped-simplex projection implementation is provided in the supplemental
material. Second, the Clipped Linear Lottery specifies marginal selection probabilities rather
than a unique joint distribution over selected sets. Given marginals p, any sampling scheme that

60



returns size-k subsets with these marginals can be used for the final selection (line 6). One simple
option is classical systematic sampling [[136]].

Monotonicity in budget. For fixed utilities and smoothness parameter L, increasing the budget
k can never decrease any candidate’s selection probability. This contrasts with existing lottery
designs, which can violate this natural monotonicity property [69].

Monotonicity of the lottery pool. For fixed utilities and budget, the size of the active lottery
pool {i : 0 < p; < 1} is non-increasing in the smoothness parameter L. Equivalently, enforc-
ing a smoother lottery by decreasing L can only increase, or leave unchanged, the number of
candidates subject to randomization. Thus, a funder that wants to cap the lottery-pool size, for
example for political or institutional reasons, can sweep over L and choose the smoothest lottery
that satisfies this constraint.

The most important formal proofs are collected at the end of the subchapter in Section [3.2.9

Smoothness We first show that the Clipped Linear Lottery satisfies the target smoothness guar-
antee. The following theorem shows that setting w = L/(2D,,), as in Algorithm 8] is sufficient
to guarantee L-smoothness.
Theorem 3.2.3 (Smoothness of the Clipped Linear Lottery). If w is D,-Lipschitz, then the
Clipped Linear Lottery in Algorithm 8 guarantees L- smoothness

This smoothness bound is tight within a factor of 1 — - ; that is, there are instances where the
Clipped Linear Lottery is at least (1 — —)L smooth. The proof is given in Sectlonm

The proof intuition is as follows. If b were fixed, then changing the reviews by magnitude
0 could change the scaled utilities by at most wD,,d, since u is D,-Lipschitz and clipping is
1-Lipschitz. The remaining factor of 2 comes from enforcing the budget. The intercept b must
shift so that ) . p;(X) = k, and this common shift can change many candidates’ probabilities at
once. In the worst case, this doubles the total /; change in marginal probabilities, giving at most
2wD,6. Thus choosing w = L/(2D,,) guarantees L-smoothness.

Regret We next bound the worst-case regret. Before doing so, we establish a geometric char-
acterization of the Clipped Linear Lottery that plays a central role in the analysis.

Proposition 3.2.4 (Projection characterization [107]]). For every X, the Clipped Linear Lottery
outputs the Euclidean projection of w - u(X) onto the capped simplex C,, = {p € [0,1]"
Iplls = k}. That is, p(X) = argmin, ., 3llp —w - u(X)|}3.

Because the Clipped Linear Lottery finds the valid probability distribution that is geometri-
cally closest to the scaled utilities, we can use the properties of this projection to bound regret.
The proof in Section leverages this interpretation, algebraically rewriting the regret as a
simple quadratic function that depends only on the chosen probabilities:

Theorem 3.2.5 (Regret of the Clipped Linear Lottery). The worst-case regret of the Clipped
Linear Lottery satisfies
k(1-%) D,

R(D; X) <
mpxR(D;X) < =57
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Corollary 3.2.6 (Mean utility). If utilities are given by the mean review score for each candidate,
then the worst-case regret of the Clipped Linear Lottery satisfies

R -3
Hl)é(lXR(D,X) < 5T

To interpret the bound, note that regret always lies in [0, k] because utilities lie in [0, 1].
Uniform random selection among all candidates is perfectly smooth and has worst-case regret
k(1 — k/n). Theorem bounds the regret of the Clipped Linear Lottery by this natural
baseline scaled by D, /(2L): larger L permits a steeper rule and therefore yields a smaller regret
bound. Corollary [3.2.6 follows immediately because the mean utility has Lipschitz constant
D,, = 1/r. Intuitively, as the number of reviews per candidate increases, each individual review
has less influence on the mean, so the worst-case regret bound decreases for any fixed smoothness
parameter.

Regret Lower Bound

We next show that the Clipped Linear Lottery achieves nearly the lowest regret attainable by any
smooth mechanism. For simplicity, we state the result for mean utility in the main text; how-
ever, the proof technique and near-optimality guarantee extend to many other utility functions,
including the median, minimum, and maximum review score (Supplemental Material).

Theorem 3.2.7 (Regret lower bound for L-smooth selection rules with mean utility). Let utilities
be the mean review scores u;(X ) = Z;zl X j, and let'D be any L-smooth selection rule. Then,

Tor

the worst-case regret of D is at least
1 k
B S v FL>-(1-2
2rL yL= r( n) ’

X
k<1_ﬁ_ﬂ), ,-fL<1(1_E)_
n 2 r n

Theorem [3.2."7| shows that the Clipped Linear Lottery is near-optimal for the smoothness—
regret tradeoff. In the regime L > %(1 — %), the lower bound differs from the regret upper
bound of the Clipped Linear Lottery (Corollary only by a factor of 1 — % Thus, no smooth
selection rule can substantially improve over the Clipped Linear Lottery in worst-case regret. The
regime L > 1/r is especially natural because the mean review score itself is (1/7)-Lipschitz,
so this corresponds to requiring selection probabilities to be roughly as smooth as the utility
function. In the opposite limit, as L — 0, the lower bound approaches k(1 — k/n), matching
the regret of uniform random selection, whose probabilities are completely independent of the
reviews.

The proof, given in Section [3.2.9] uses an indistinguishability argument. Start from a base-
line instance in which all candidates receive identical zero scores. Since the mechanism must
select k candidates in expectation, some candidates must receive relatively low selection proba-
bility. We then perturb the scores of these least-likely candidates by a small amount 9§, making
them the uniquely best candidates. Smoothness limits how much their selection probabilities can

B(1— )2
maxR(D; X) >
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Definition Implication Regret

Smooth
selection ~ Marginal selection probabilities vary No DP or IF guarantee. Clipped Linear Lottery achieves
(Def. smoothly with review scores. near-optimal regret.
Individual

Candidates with similar utilities receive No smooth marginals guarantee. Clipped Linear Lottery is optimal.

fairness (IF) similar selection probabilities.

Differential
privacy  Joint distribution over accepted candidates ~ Does not imply £1,1-smooth Not a direct certification of
(e-DP) is stable under one-entry changes to the marginals; arbitrarily small score smoothness.
review matrix. changes may still cause discontinuous
marginal changes.
Metric o . . . . N .
DP Joint distribution changes with Implies smooth marginals with Regret worse by a factor of
exp(e|| X — X'||1,1)- L < ¢k. klog(n/k).

Table 3.2: Comparison of algorithmic stability definitions for selecting £ of n candidates.

increase in response to this perturbation. As a result, any smooth rule must leave substantial
probability mass on lower-quality candidates, incurring regret that scales with the strictness of
the smoothness constraint.

Our argument extends to many row-wise utility functions beyond the mean, including the
minimum, maximum, and median review score. Supplemental Material gives the general version
and shows that the Clipped Linear Lottery remains near-optimal, up to the same factor of 1 — %,
for these utility functions as well.

3.2.5 Comparisons to Other Stability Notions

We compare our smooth selection constraint against three prominent alternatives: Individual
Fairness (IF), Differential Privacy (DP), and softmax-based randomized selection. As sum-
marized in Table [3.2] these perspectives lead to sharply different guarantees. IF and smooth
marginals are formally incomparable, although the Clipped Linear Lottery is also instance-
optimal for IF (Section [3.2.5). Standard DP does not imply /; ;-smooth marginals because its
neighboring relation treats arbitrarily small and large single review changes the same way (Sec-
tion [3.2.5)). Metric DP fixes this discontinuity issue and implies smooth marginals, but using it
to certify L-smoothness incurs a klog(n/k)-fold regret penalty compared to the Clipped Lin-
ear Lottery. Finally, top-%£ softmax achieves smooth marginals but with higher regret than the
Clipped Linear Lottery (Section [3.2.5)).

Individual Fairness

Individual Fairness (IF) [54] requires that candidates with similar utilities receive similar selec-
tion probabilities (formally: |p;(X) — p;(X)| < o |u;(X) — u;(X)| for all 7, j on every X).
IF and our smooth-marginals condition are formally incomparable: smoothness bounds how the
same candidates’ probabilities change across review matrices, whereas IF bounds how differ-
ent candidates’ probabilities differ on the same matrix; neither implies the other (Supplemental
Material). Remarkably, prior work shows that the Clipped Linear Lottery (with w = «) is the
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exact, instance-optimal solution to the IF-constrained utility-maximization LP [8, Theorem 3].
Thus, the Clipped Linear Lottery is not only near-optimal for smoothness across datasets, but
also instance-optimal for individual fairness on any fixed review matrix.

Differential Privacy

Perhaps the most widely studied notion of algorithmic stability is differential privacy (DP) [52].
DP ensures that an algorithm’s output does not reveal too much about any single individual in
the dataset. In our setting, DP constrains how much the joint distribution over selected subsets
can change when a single review score is perturbed.

Definition 3.2.8 (¢-Differential Privacy). A selection rule D : [0
differential privacy (¢-DP) if for all review matrices X, X' € [0, 1
entry, and every subset S € K,

Pr[D(X) =S| < e Pr[D(X’') = S].

Our L-smoothness condition is a statement about marginal selection probabilities, and does
not imply DP. A perfectly smooth selection rule can output uniform marginals (k/n, ..., k/n) on
all inputs, but implement those marginals using different joint distributions with disjoint support,
which would not satisfy DP.

Conversely, standard DP does not imply our ¢ ;-smoothness condition. The issue is that
standard DP uses a discrete neighboring relation: any change to one review score is treated as
one neighboring change, regardless of whether that score changes by an arbitrarily small amount
or by a large amount. Thus, standard DP bounds the size of a change in the marginal probabilities,
but this bound is constant and does not scale linearly with the magnitude of the change in review
scores. Hence, in general, there need not exist a finite L such that the smoothness condition
holds for arbitrarily small changes in a single entry of the review matrix X, as we show in the
following proposition.

Proposition 3.2.9 (Standard DP does not imply smooth marginals). For every € > (0, there exists
an e-DP selection rule that is not L-smooth with respect to || - ||1 1 for any finite L.

We prove Proposition by counterexample in Supplemental Material. The mechanism
randomizes between two selected sets, S; = {1,...,k} and Sy = {k+1,...,2k}, by looking
at only a single review score, X 1, thresholding it at 1/2, and using randomized response on
the resulting bit to decide whether to favor S; or S5. Since the probability ratio is bounded by
€%, the rule is e-DP under the standard one-entry replacement definition. But the marginals are
discontinuous at the threshold: an arbitrarily small perturbation of X ; can change which set is
favored, producing a constant-size change in the marginal probabilities. Hence standard DP does
not imply smooth marginals. To obtain a DP-style condition that rules out such discontinuities,
the privacy definition must scale with the distance between inputs. We use metric differential
privacy, which generalizes DP by replacing the discrete neighboring relation with an arbitrary
metric on the input space [27]].

Definition 3.2.10 (s-Metric Differential Privacy). A selection rule D : [0, 1]"*" — A(K) satisfies
e-metric differential privacy with respect to || - |11 if for all review matrices X, X' € [0, 1]"*"
and every subset S € K,

PrD(X) = §] < exp (] X — X'||1.1) Pr[D(X") = 5].

A7 — A(K) satisfies e-
™" differing in at most one
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Metric DP controls the joint output distribution using the same distance on review matrices
as our smoothness definition. This gives a bound on the smoothness of marginals:
Proposition 3.2.11 (Metric DP implies smoothness of marginals). If a selection rule D satisfies
e-metric differential privacy with respect to || - ||1,1, then its induced marginals p are L-smooth
for some
L <¢k.

This bound is tight as ]| X — X'||; ; — 0; see Supplemental Material.

Metric DP is not regret-optimal for enforcing smooth marginals. Metric DP gives one way
to certify L-smooth marginals: by Proposition it suffices to take ¢ < L/k. Since metric
DP implies standard DP for one-entry changes, known lower bounds for pure-DP top-£ selection
imply error Q(kD, log(n/k)/e) [, [194]. Setting ¢ ~ L/k gives regret Q(k*D, log(n/k)/L).
This is larger than the lower bound for L-smooth rules in Theorem by an additional factor
klog(n/k). Thus, metric DP does not by itself navigate the smoothness—regret tradeoff well.

Softmax (Exponential Mechanism)

Section [3.2.5] shows that metric differential privacy does not, in itself, yield a good smoothness—
utility tradeoff; however, Proposition is a worst-case guarantee and does not rule out that
specific metric-differentially private mechanisms perform better than the generic smoothness
bound in Proposition [3.2.11] We therefore study a well-known private selection mechanism: the
Exponential Mechanism [144]].

Given utilities © € R™ and temperature 7 > 0, the softmax distribution is

72wy = explus/7)/ 3 expluy/7).

By the fop-k softmax rule we mean the procedure that samples k items without replacement
by repeatedly sampling from the re-normalized softmax distribution over the remaining items.
Equivalently, this is the Gumbel-top-k procedure obtained by adding i.i.d. Gumbel noise to util-
ities and selecting the k largest perturbed utilities [[108]. The exponential mechanism naturally
extends to metric differential privacy: if the utility function is D,-Lipschitz with respect to a
given metric, then sampling one item with probability proportional to exp(u;(X)/7) satisfies
(2D, /7)-metric DP [96].

Theorem 3.2.12 (Smoothness and Regret of the Top-k Softmax Rule). Assume v is D,,-Lipschitz.
The top-k softmax rule with temperature T induces L-smooth marginal selection probabilities
with L < 23 v, and the worst-case regret satisfies maxy R(D; X) < kT logn.

Theorem [3.2.12] shows that top-k softmax, like the Clipped Linear Lottery, can be tuned
to satisfy any desired smoothness level. In particular, setting 7 = % guarantees L-smooth
marginals and gives regret at most wuf%. This smoothness guarantee is stronger than what
follows from the generic differential privacy argument above, since it does not lose an additional
factor of k. However, it is still worse than the Clipped Linear Lottery’s regret bound by a log-

arithmic factor in n: the Clipped Linear Lottery scales as O(k/L), while top-k softmax scales
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as O(klog(n)/L). Thus, the Clipped Linear Lottery provides a better worst-case smoothness—
regret tradeoff. This comparison is based on our theoretical upper bound on worst-case regret of
the softmax. A sharper smoothness analysis for softmax could in principle narrow the gap, but
our empirical results in Section find instances where the bound is tight to within 5%.

As an additional practical advantage, the Clipped Linear Lottery has sparse support: it de-
terministically funds the strongest proposals and rejects the weakest, restricting randomness to
borderline cases. By contrast, the softmax rule has full support and assigns strictly positive
inclusion probability to every candidate.

The regret bound follows by extending standard guarantees for the Exponential Mechanism in
the differential privacy literature [S0]. However, the smoothness bound requires a novel analysis
of the marginal inclusion probabilities induced by the top-k softmax rule, given in Supplemental
Material.

3.2.6 Instability of Existing Partial Lottery Designs

The most common lottery design used in practice partitions candidates into three tiers based on a
score or rank statistic: auto-accept above a high threshold, auto-reject below a low threshold, and
uniform randomization among candidates in the middle tier [79, (131, 200, 218]. As discussed in
the Introduction and illustrated in Figure[3.6] these designs share a structural source of instability.
Since tier membership is determined by sharp thresholds, an arbitrarily small perturbation to a
single review can move a candidate across a tier boundary, changing their selection probability
by a constant amount. They are therefore inherently non-smooth.

Recent lottery designs, including the Swiss NSF procedure [1, [79] and MERIT [69], also
take interval estimates of candidate quality as input. For example, an interval might be formed
from the minimum and maximum review scores assigned to a proposal. These intervals capture
uncertainty about the relative quality of proposals: if two candidates’ intervals overlap, the fun-
der treats their ordering as uncertain; if one candidate’s interval lies strictly above another’s, the
funder treats the higher-scoring candidate as clearly dominating the lower-scoring one. This idea
is formalized through an ex post validity constraint [69]: if candidate ¢’s lower bound exceeds
candidate j’s upper bound, then j should not be selected unless i is selected as well. This guar-
antee limits randomization to candidates who are plausibly comparable, preventing outcomes in
which a clearly dominated candidate is selected while the candidate who dominates them is not.

Can we combine ex post validity with smoothness? In general, the two desiderata may con-
flict. Suppose all candidates have near-zero-width, non-overlapping intervals. Then ex post
validity forces deterministic rank-based selection: the top k candidates must be selected, and
the remaining candidates must be rejected. But an arbitrarily small perturbation could move the
k-th candidate below the (k -+ 1)-st candidate, causing their selection probability to jump from
1 to 0. This directly conflicts with smoothness, which requires selection probabilities to change
gradually under small review perturbations.

Supplemental Material gives two ways to reconcile the Clipped Linear Lottery with ex post
validity, depending on which guarantee the funder wants to enforce exactly. If the funder priori-
tizes exact smoothness, then it can relax the dominance relation by using intervals wide enough
relative to the smoothness scale. Under this condition, whenever one candidate clearly dominates
another, the Clipped Linear Lottery already assigns probability 1 to the dominant candidate or
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probability 0 to the dominated candidate, so ex post validity holds automatically. If the funder
instead prioritizes exact ex post validity, then it can project the Clipped Linear Lottery marginals
onto the polytope of ex post valid marginal probabilities and sample only from valid sets. This
preserves interval dominance in every realized outcome, but may weaken the global smoothness
guarantee. Thus, smoothness and ex post validity are not diametrically opposed design goals,
but combining them requires making explicit which guarantee is enforced exactly and which is
relaxed.

3.2.7 Empirical Smoothness—Regret Comparison

We complement our theory with experiments on real peer review datasets and synthetic data.

Experimental setup. We evaluate the Clipped Linear Lottery and top-k softmax at acceptance
rates k/n € {10%,33%,50%}, and compare against existing partial lottery designs. We use
ICLR 2025 [163] (n = 3,710, rmin = 3, scores 1-10), NeurIPS 2024 [162] (n = 4,034, 7pin = 3,
scores 1-10), Swiss NSF [79] (n = 353, rmin = D, scores 1-6), and synthetic Beta reviews
(n = 200, r = 5), drawn i.i.d. from Beta(a, a) on [0,1] and discretized to 10 levels. For
ICLR and NeurIPS, we restrict to accepted papers and simulate allocating oral presentations, a
randomized-selection setting recently used at multiple computer science conferences [[191, 209].
Since an allocation rate of roughly 10% matches historical oral-presentation rates at NeurIPS and
ICLR, we present k/n = 10% results in the main text and defer k/n € {33%,50%} results to
Supplemental Material.

Smoothness of Existing Lotteries

We first test whether existing partial lottery designs are smooth in practice. We evaluate two
interval-based mechanisms, MERIT [69] and the Swiss NSF procedure [/9]]. For each mecha-
nism and dataset, we search over all single-review one-tick perturbations and identify the pertur-
bation that maximizes the ¢; change in marginal selection probabilities. We report the resulting
empirical local smoothness, defined as || Ap||;/||AX]1 1.

Both mechanisms take point estimates and intervals of utility as input. For all datasets, we use
the mean review score as the utility and construct intervals using “leave-one-out intervals” [69]],
computing the range of possible mean scores obtained by leaving out one reviewer at a time.

Figure[3.8|compares existing partial lottery designs with the Clipped Linear Lottery. Existing
mechanisms can be highly unstable under small perturbations. For example, on both NeurIPS
and ICLR, a single one-point review change can change a paper’s selection probability by more
than 0.3 under either MERIT or the Swiss NSF mechanism; full results appear in Supplemental
Material. By contrast, the Clipped Linear Lottery achieves much better smoothness at the same
level of regret.

Regret—-Smoothness Tradeoff

We next measure regret as a function of the smoothness parameter L. For each dataset and
acceptance rate, we compute the regret of the Clipped Linear Lottery and top-k softmax over a
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Figure 3.8: Regret—smoothness tradeoff for existing partial lottery mechanisms. Down and to
the left indicates a better tradeoff. Points show MERIT and Swiss NSF at their empirical lo-
cal smoothness under the worst one-review perturbation. Hollow red markers show worst-case
smoothness guarantee of the Clipped Linear Lottery at the same regret level.

grid of target smoothness values. The Clipped Linear Lottery’s regret is computed exactly, while
softmax regret is estimated using Monte Carlo sampling with 10,000 samples per estimate.

Figure shows the regret-smoothness tradeoff at acceptance rate k/n = 10%. We report
regret normalized by the budget k; under this normalization, the Clipped Linear Lottery bound
depends on the acceptance rate only through the factor (1 — k/n), so the curves have similar
shape at other acceptance rates. Supplemental Material shows the same qualitative pattern for
k/n € {33%,50%}. As predicted by theory, the Clipped Linear Lottery consistently achieves
lower normalized regret than top-£ softmax across datasets and smoothness levels.

Tightness of Smoothness Guarantees

Finally, we test whether our smoothness upper bounds are close to tight. For both the Clipped
Linear Lottery and top-k softmax, we construct near-worst-case utility profiles with u; = 1 for
i < k,u, =B €]0,1],and u; = 0 for ¢ > k. We then perturb u;, to uj + ¢ and grid-search over
B, ¢, and the perturbation direction to maximize the empirical ratio ||Ap||;/[|AX]|1 1.

Figure [3.10| compares the worst-case empirical smoothness to the target smoothness L. For
the Clipped Linear Lottery, the empirical lower bound is within 99% of the theoretical upper
bound at n = 1000, confirming that Theorem is essentially tight. For top-k softmax, the
empirical worst-case coefficient is within 95% of the bound from Theorem showing that
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Figure 3.9: Regret vs. smoothness L at acceptance rate 10%. Down and to the left indicates a
better tradeoff. The Clipped Linear Lottery achieves lower regret than softmax at every smooth-
ness level across all datasets.
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Figure 3.10: Worst-case empirical smoothness vs. target global smoothness L for n = 1000 and

k € {100,333,500}. The dashed line shows the theoretical upper bound. The bounds from

Theorems [3.2.3|and [3.2.12| are essentially tight for both mechanisms.

our softmax analysis is also close to tight.

3.2.8 Discussion

This subchapter proposed smoothness as a design principle for partial lotteries: small changes
in review scores should induce only small changes in selection probabilities. To satisfy this
property, we introduced the Clipped Linear Lottery, analyzed its smoothness and regret, and
showed that it is near-optimal for the resulting tradeoff up to a factor of 1 — % The comparison
to Individual Fairness, Differential Privacy, and top-%£ softmax sampling shows that smoothness
captures a distinct stability requirement. Empirically, the Clipped Linear Lottery achieves lower
regret than softmax at matched smoothness on real peer-review datasets, while existing partial
lottery designs can be highly unstable under small review perturbations.

The analysis relies on an exact, globally Lipschitz utility function, whereas practical utility
estimates may be noisy, misspecified, learned from data, or only locally smooth. Extending the
theory to these settings would make smooth lotteries more directly applicable to deployed sys-
tems. One possible route is to adapt ideas from differential privacy, where noise can sometimes
be calibrated to local or smooth sensitivity rather than worst-case global sensitivity. An analo-
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gous instance-adaptive lottery could preserve smoothness where it matters while reducing regret
on benign instances.

The remaining questions are not only theoretical. Smooth lotteries are motivated by the in-
stitutional cost of sharp thresholds, but the analysis here does not measure how smoother mecha-
nisms affect reviewer behavior, applicant trust, or deliberation in deployed settings. Future field
studies could test whether smooth lotteries reduce fruitless discussion near decision boundaries
and whether reviewers and applicants perceive them as more legitimate than threshold-based par-
tial lotteries. Together with the interval-based rule in the previous subchapter, this provides two
complementary ways to make randomized selection more principled: one addresses uncertainty
about candidate ordering, and the other controls sensitivity to small score changes.
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3.2.9 Deferred Proofs

This section gives the main proofs for the smooth lottery guarantees.

Smoothness of the Clipped Linear Lottery

Proof of Theorem[3.2.3] Letu = u(X) and v’ = u(X"), and let b, b’ be the intercepts chosen by
Algorithm 8| For each coordinate,

pi = clipp 3 (wu; + b).
By the triangle inequality,
Ipi — p;| < |clip(wu; + b) — clip(wu; + b)| + | clip(wu; + b) — clip(wu; + V)|

The first term is at most w|u; — | because clipping is 1-Lipschitz, so its sum is at most w||u —
Wl

For the second term, define h;(3) = clipy ;) (wu; + (). Since each h; is monotone in 3,
the differences h;(b) — h;(0') have a common sign. Therefore their absolute values sum to the
absolute difference of their sums. Using the budget constraints ) . p; = > . p; = k, this second
sum is also bounded by w||u — ’||;. Hence

P — Pl < 2wllu— ;.

Since u is D,-Lipschitz and w = L/(2D,,), the rule is L-smooth. O

Regret of the Clipped Linear Lottery

Proof of Theorem[3.2.5] Let u = u(X) and let p be the marginal vector produced by Algo-
rithm By Proposition 3.2.4] p is the Euclidean projection of wu onto the capped simplex
Cri ={q €[0,1]" : >, ¢; = k}. Projection optimality gives

(p—wu)'(g—p) >0  VYg&€Cny

Let ¢* be the indicator vector of the top-k candidates by utility. Rearranging,

wu' (¢ —p) <p'(¢"—p).

The left side is w times the regret. If 7" is the top-k set, then

g =p)=> pi— ZPZ

€T

Maximizing this concave quadratic over the capped simplex gives value at most k(1 — k/n) /4.

Thus k(1 —k k(1 —k/n)D
(D) < KO k) KO- b
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Regret Lower Bound

Proof of Theorem[3.2.7} Let X° be the all-zero matrix and p° = p(X°). Let T be the k candi-
dates with smallest probabilities under p”. Since Y, p) =k, >, p? < k*/n.

For ¢ € [0, 1], define X (™) by setting all review scores of candidates in 7" to ¢ and leaving all
other scores at zero. Then || X ™) — XO|, ; = krd. If p = p(X D)), smoothness implies

Ip — p°lls < Lkrd.

Because both marginal vectors sum to k, the total probability mass on 7’ can increase by at most
half the ¢; change, so

k2 Lkré
E pi < — + .
n 2

On X", the optimal utility is k¢, while the rule obtains 6 >, , p;. Hence

k  Lrd
R(D; XM > ko (1 S —T) .
n 2
Optimizing this quadratic over § € [0, 1] gives the stated lower bound. ]
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Chapter 4

Privacy-Preserving Release of Evaluation
Data

Transparent evaluation systems would benefit from more shared data: review discussions, assign-
ment graphs, benchmark results, and other artifacts can help researchers diagnose bias, fraud, and
instability. The difficulty is that these data often encode sensitive information about reviewers,
authors, users, or fraud victims. This chapter studies two privacy problems that arise when data
are released from evaluation systems.

The chapter takes a deliberately operational view of privacy. Rather than starting from a
generic privacy definition and applying it unchanged, both subchapters begin by identifying the
concrete leakage channel created by a plausible release. In the first setting, timing information
can link actions made under different pseudonyms. In the second, benchmark scores can let an
adversary encode private graph queries into submitted algorithms. In both cases, privacy risk
comes not merely from the contents of the released data, but from the interaction between a
release mechanism, an adversary’s auxiliary information, and the constraints of the platform.

The first subchapter considers timestamped activity in pseudonymous forums, motivated by
peer review comments and extended to Wikipedia and Bitcoin. It shows that batching tasks can
compromise anonymity and develops delay mechanisms under a one-sided privacy definition tai-
lored to the fact that fake events and indefinite withholding are not acceptable in these systems.
The second subchapter considers private benchmarking of fraud detectors on graph-structured
data, motivated in part by collusion detection in peer review. It shows that direct release of
benchmark performance can leak membership or structural information, then evaluates differen-
tially private benchmarking methods on graph data.

In both settings, the core theme is the same: useful release is possible only after identifying
the exact leakage channel and designing a privacy definition that fits the operational constraints
of the system. The results also show why privacy-preserving data release remains difficult in
evaluation systems. The most useful data are often relational, temporal, or generated by strategic
participants, and these features make simple anonymization or black-box differential privacy
inadequate.
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9.02 am Oct 20, 2022
Giulia Fanti (Reviewer #1)
commented on paper 44
that you are also reviewing:

9.06 am Oct 20, 2022
Anonymous Reviewer #2
commented on paper 63
that you have authored:
“Bad paper. Reject.”

Figure 4.1: Cartoon illustration of reviewer de-anonymization due to batching.

4.1 Timing Privacy for Batched Activity

This subchapter begins the privacy part of the thesis by studying a leakage channel that arises
before any substantive content is released: timing. In peer-review forums and other pseudony-
mous systems, users often complete related actions in batches, and the timing of those actions
can link identities across contexts. The goal is to formalize this privacy risk and design delay
mechanisms that reduce linkage without requiring fake activity or indefinite withholding.

This subchapter is based on joint work with Giulia Fanti and Nihar B. Shah [67].

4.1.1 Motivation

In a number of applications where anonymity is critical, users act under pseudonyms to preserve
their privacy. For instance, in scientific peer review using online forums like OpenReview.net, re-
viewers make comments on papers that are publicly viewable. Reviewers (and meta-reviewers)
who have been assigned multiple papers operate under different pseudonyms across their pa-
pers to remain anonymous. Other examples of publicly visible tasks where users operate under
pseudonyms include Wikipedia editing and cryptocurrency transactions.

In many settings, it is common for users to engage in batching — the completion of several
similar tasks at the same time. Batching occurs both due to natural bursts in activity (e.g., a
person visits a website and makes many comments at once) or as a productivity strategy used to
streamline work. Indeed, both academic studies and popular media [114,
recommend performing tasks like responding to emails in batches in order to improve efficiency
and reduce work-related stress.

In peer-review forums such as computer science conferences, reviewers and meta-reviewers
are often assigned multiple papers. We find empirically that reviewers and meta-reviewers are
highly likely to batch their comments and/or reviews. Specifically, we analyze data from a
top Computer Science conferenceﬂ with thousands of papers, reviewers, and discussion com-

'Name redacted for privacy.
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ments. We find that when reviewers and meta-reviewers comment on multiple papers, they have
a 30.10% chance of batching their comments within 5 minutes of one other. In comparison,
any randomly chosen pair of reviewers and meta-reviewers had only a 0.66% chance of making
comments on different papers within 5 minutes of each other.

While batching is normal human behavior, it introduces a risk of deanonymization in peer-
review settingsE] For example, in many open peer-review settings, comments are publicly posted.
Furthermore, many conferences have policies that (meta-)reviewers for any paper know the iden-
tities of other (meta-)reviewers on that paper. Now, when a (meta-)reviewer batches their com-
ments, an author may observe that two comments are generated at nearly the same time on
their own paper and on another paper. The author can then link the identity of this anonymous
(meta-)reviewer on their own paper to a (meta-)reviewer on the other paper. If the author knows
the identity of the (meta-)reviewers on the other paper—for instance, if the author is the meta-
reviewer or another reviewer for that paper—this can uncover the identity of the (meta-)reviewer
of their own paper. See Figure for a cartoon illustration.

A back-of-the-envelope calculation based on our aforementioned measurements in peer re-
view suggests that if an author has a uniform prior over 10 possible (meta-)reviewers of their
paper, then after observing a comment posted on their own paper within 5 minutes of another
comment from one of these (meta-)reviewers on another paper, their posterior probability that
this (meta-)reviewer made the comment increases to #&1‘0%@ = 83.51% as compared to the
prior of 10%. Thus, the linking of (meta-)reviewers across papers using batched comments can
undermine the anonymity of the peer review process.

Similar privacy risks due to batching arise in many systems where users generate publicly
logged events under pseudonyms. For instance:

* Inferring the identity of editors on Wikipedia articles. Wikipedia provides public edit
histories of articles. While edit history is public, Wikipedia users are known to maintain
their anonymity for a variety of important reasons. For instance, one study of Wikipedia
editors who use the anonymity network Tor found that editors are concerned about their
privacy due to risks like “threats of surveillance, violence, harassment, opportunity loss,
reputation loss, and fear for loved ones.” [63]] These risks are especially acute for already
marginalized groups like women and ethnic minorities. Thus, the study concludes that
“open collaboration communities must go beyond attracting participants, to develop social
and technical arrangements that support contributors’ needs for privacy.”

In order to address these privacy concerns, Wikipedia’s terms of service explicitly allow
for the use of a pseudonymous alternate account: “A person editing an article that is
highly controversial within their family, social or professional circle, and whose Wikipedia
identity is known within that circle, or traceable to their real-world identity, may wish to
use an alternative account to avoid real-world consequences from their editing or other
Wikipedia actions in that area.” [228] However, as in the peer review example, batched

2This outcome is bad for a review system that needs a lot of interaction with the authors, but not for conferences
where this is not expected nor allowed, like AAAI and IJCAIL The conference we analyzed was not on OpenRe-
view.net but on a different conference management platform that does not make discussions public and has only a
single-shot interaction between reviewers and authors (via a rebuttal”). It is of interest to see an analogous analysis
on conferences on OpenReview.net, but we do not have access to such data.
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timing of article revisions can enable linkage of the second account to a known primary
account. In practice, the batching of edits is ubiquitous on Wikipedia; our analysis of
publicly logged Wikipedia article revisions shows that over 50% of all edits are made
within 5 minutes of an edit from the same user on a different article. This common editing
behavior may undermine the privacy of users employing a second account to preserve their
anonymity.

* Clustering crypto-currency transactions on a public blockchain. In cryptocurrencies like
Bitcoin, users’ transaction histories are recorded on a public blockchain where a person can
send or receive currency to an associated public key, which acts as a pseudonym. Users
can have multiple addresses, each containing its own funds and identified by a different
public key [15]. A transaction can (and often does) draw funds from multiple input ad-
dresses, particularly if no single address contains sufficient funds for a given transaction
[14]]. However, a common heuristic used in practice is to link multiple input addresses to
a single transaction to the same user [16, [145]. Hence, users who wish to preserve their
privacy can separate inputs from different addresses into different transactions to obfuscate
the linkage between transactions from the same person [16]E] However, if a user batches
these transactions in time across addresses, an adversary may use this timing (along with
other signals) to still link together their multiple addresses. Linking pseudonyms together
is a common first step in a full deanonymization attack. For instance, attacks on Bitcoin
transactions begin by leveraging a user’s “idioms of use” to cluster together addresses
likely belonging to the same person [145]. The attacker then leverages a single known link
to a real-world identity to de-anonymize the entire cluster.

These scenarios motivate the need for defenses against timing-based linkage attacks that ex-
ploit the batching of tasks by people. There is already extensive literature on privacy-preserving
data release in various settings. However, there are a number of strict constraints in our setting
that prevent these methods from being applicable. A common approach to preserving privacy
is to introduce fake events to obscure patterns among the real events. However, in all three ap-
plications — peer review, Wikipedia, and cryptocurrency — generating fake events is highly
undesirable or impractical, and withholding events indefinitely is also not possible. In the set-
ting of commenting in peer review, it is undesirable to generate fake comments, as this would
require giving made-up feedback to paper authors. Similarly, in Wikipedia, adding fake edits to
articles can undermine the quality and legitimacy of the content. For cryptocurrencies, introduc-
ing dummy transactions would introduce additional financial cost, causing undesirable overhead.
Furthermore, transactions include the amount of currency sent, so dummy transactions would re-
quire a sender to transfer actual funds just to preserve privacy. Instead, our approach is to design
delay mechanisms that introduce random delays to the time at which events are posted on the
platform (without the use of any dummy data) to preserve privacy. Thus, the mechanism will
trade off privacy for additional delay in the system.

Contributions. This subchapter introduces the problem of anonymity compromise due to
the batching of tasks in pseudonymous forums and then proposes defenses. The primary contri-
butions are:

3There exist other cryptographic solutions (e.g., CoinJoin) that leak more information in exchange for cost
benefits compared to generating multiple transactions [142]].
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* We identify the problem of deanonymization risk due to the batching of tasks by users of
pseudonymous online forums. By analyzing data from an actual peer-review conference,
we demonstrate that a simple attack using the timing of comments on an online forum
can link anonymous (meta)-reviewer identities, increasing their certainty about a specific
(meta)-reviewer’s identity to 83% from a prior of 10%. In analysis of Wikipedia article
revisions, we show that batching of tasks on Wikipedia makes it possible to link editors
across articles with an accuracy of 85% based only on the timing of their revisions.

* We formulate the problem of trading off privacy and delay in pseudonymous forums where
users engage in batching. We show that standard notions of differential privacy (DP) [S3]
cannot be satisfied in our problem setting without introducing fake events or withhold-
ing events indefinitely. Therefore, we consider a “one-sided” relaxation of traditional DP
[109]. Our formulation aims to prevent an adversary from inferring when batching hap-
pened, but allows an adversary to learn that batching did not happen.

* We propose a general framework for designing mechanisms that guarantee one-sided DP
by adding independent random delay to batched and unbatched comments. We show that
we can instantiate this framework with a number of different distributions and guarantee
privacy. Notably, it is possible to guarantee privacy with non-negative versions of typical
distributions used for differential privacy like the Laplace distribution and the Staircase
distribution. It is also possible to guarantee privacy at any setting of the privacy parameters
by adding delay drawn from a uniform distribution with inflated probability mass at 0,
which we call the Zero-Inflated Uniform Mechanism.

* We establish the optimality of our Zero-Inflated Uniform Mechanism among mechanisms
that add independent noise to each comment. In particular, we give a full characterization
of the Pareto frontier of the expected delay added to batched and unbatched events by
any mechanism that adds independent non-negative noise to comments, at any setting of
privacy parameters, and show that our proposed mechanism achieves this frontier. This
result may be of independent interest. While the uniform distribution is not typically used
in the design of two-sided DP algorithms, our results show that for one-sided DP when only
non-negative noise can be added (as is the case for streaming timing data) the Zero-Inflated
Uniform Mechanism can optimally trade off privacy for utility.

* We conduct a series of experiments simulating linkage attacks using batched timing of
tasks on Wikipedia article revision data and Bitcoin transaction data. These experiments
reveal the applicability of our methods in preserving privacy in practice without exceed-
ingly large delays.

Code for the experiments is available online at https://github.com/akgoldberg/batching-privacy.

4.1.2 Background

There is a substantial body of work on anonymity when sending packets over a network. How-
ever, as we discuss below, the techniques developed therein are inapplicable to our setting.
Specifically, prior work has described deanonymization attacks which leverage correlated timing
of packet arrivals. The work gives various defenses against such attacks [83, 193] 121} [190} 204,

77


https://github.com/akgoldberg/batching-privacy

210]. Anonymous networking seeks to prevent an adversary from inferring the sender and recip-
ient of a given message. Packets are routed through a sequence of “mix nodes” to obscure the
path taken. The highly correlated arrival times of packets on the first mix node and the last mix
node in one path can enable inferences that a specific sender and recipient are communicating
with one another. Prior work [121}190] demonstrates the practical viability of deanonymization
attacks that take advantage of batching in anonymous networks.

The defenses proposed in these papers rely on the introduction of dummy packets or “cover
traffic” to a network, obscuring any instance of batching amidst many instances of spurious
batching. In contrast, a critical constraint in the settings considered here is the infeasibility of
generating fake data as a means of preserving privacy. Therefore, this subchapter considers
mechanisms that delay batched arrivals in order to preserve anonymity, trading off delay for
privacy, without introducing any synthetic data.

This subchapter defines privacy based on a “one-sided” relaxation of the popular notion of
differential privacy [S3]. The definition of one-sided DP was introduced in the paper [109]
in a setting where contributors of individual data-points to a database have different privacy
constraints and hence data-points can be classified as ‘“sensitive” and ‘“non-sensitive.” Here,
this classification of sensitive and non-sensitive data-points is applied to batched and unbatched
events. Interestingly, while the paper [109] shows that one-sided DP can improve utility com-
pared to standard two-sided DP, we find that in our problem setting, one-sided DP admits useful
privacy-preserving algorithms where two-sided DP does not admit any useful algorithms at all.
We cannot readily apply algorithms from the paper [109] due to the constraint that we publish all
data. Therefore, while they develop mechanisms that release a subset of non-sensitive data with
no noise addition, while withholding all sensitive data entirely, we consider mechanisms that add
noise to both sensitive and non-sensitive data-points and release all data-points.

Geng and Viswanath [66] address the question of optimal distributions for noise addition in
standard differential privacy. They show that in order to minimize the magnitude of noise added
to a query with known sensitivity, noise should be drawn from a “staircase” distribution, which
has a probability density function that is roughly a piece-wise constant approximation of the
Laplace distribution. The result in this subchapter can be seen as an analogous result in the one-
sided DP regime. Specifically, we prove that for the one-sided relaxation of differential privacy,
adding staircase noise is no longer optimal, but rather adding uniform noise with a possibly
inflated probability of sampling 0 minimizes the magnitude of noise addition.

The running application in this subchapter is peer review. A few previous papers have con-
sidered certain issues of privacy in peer review, but with very different objectives and methods.
The paper [41] considers the problem of miscalibration [62, |65} [178, [220] in peer review. They
consider privacy leakage when correcting for such miscalibration and provide methods (for a
simplified setting) to mitigate this leakage. The paper [40] provides privacy-preserving algo-
rithms for releasing some peer-review data to allow researchers at large to analyze and address
problems like subjectivity [118}[158]] and miscalibration. The paper [85] considers the problem
of coalition-based fraud [86, 128, 216} 231] in peer review, and provides a randomized algo-
rithm to assign reviewers to papers to mitigate such fraud. They argue that such a randomized
assignment algorithm has another benefit: it can allow for release of the data that underlies the
automated assignment algorithm while still preserving some privacy about which paper was as-
signed to which reviewer. For a broader overview of research on peer review, see [185].
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4.1.3 Problem Formulation
We now describe the problem formulation using the running example of peer-review.

Comment Arrivals. We call the event when a reviewer makes a comment on a paper a
comment arrival. Each comment arrival consists of 4 elements: the text of the comment, a
timestamp ¢ when the comment arrived, a paper p to which it responds, and the reviewer r who
made the comment. We assume that comments arrive in continuous time over an infinite time
horizon, as this is the most general setup, although our analysis extends to any finite time horizon
(for example, in the case where a conference has an end time after which comments can no longer
be posted). We consider settings where the comments are publicly observable, as is the case for
many conferences run on popular platforms like OpenReview.net.

Batching. In our initial model, we consider comments to be “batched” if they arrive simul-
taneously. Specifically, a set of 2 or more comment arrivals is batched if all comments in the
set come from the same reviewer at the same time, and furthermore, the comments are all on
different papers. In Section 4.1.5] we discuss how to extend the model to allow for a short gap
between batched comments.

Comment Posting Mechanism. A comment posting mechanism M receives comments as
they arrive and can choose to delay when they are posted, with the comments only becoming
publicly visible at the time they are posted. The mechanism receives a streaming set of comment
arrivals A as input. It outputs a set of comments where each comment has identical content,
paper, and reviewer to a comment in the input but with a potentially delayed timestamp. We
place the following natural constraints on any valid comment posting mechanism:

1. (Delay-Only) If a comment arrives at time ¢ it must be output at time ¢ or later.
2. (No Fake Data) Any comment posted at time ¢ must have arrived at or before time t.

3. (Eventual Release of All Comments) For any comment, letting D denote the potentially ran-
domized delay introduced to the comment by the mechanism, it must be that lim Pr[D <

T—o0
T =1.

Privacy. Our goal is to protect against an adversary who is trying to infer whether a specific
pair of comment arrivals was batched. Following the widely-adopted framework of differential
privacy, we consider a strong adversary who knows exactly when all comments arrived, except
for one pair of comments that either arrived in a batch or at separate times. The adversary knows
that comments arrive at the same time if batched and knows the exact inter-arrival time of the
pair of comments if they arrive unbatched. In preserving privacy against such a strong adversary,
we also provide privacy guarantees for general classes of weaker adversaries with less prior
knowledge. For instance, in Section 4.1.5| we discuss an adversary who only has an estimate
of the baseline distribution of inter-arrival times when comments are unbatched, rather than the
exact inter-arrival time.

Ideally, we would like to provide a privacy guarantee with respect to the standard notion
of differential privacy (DP). Such a DP guarantee would promise difficulty of distinguishing
whether the mechanism was run on one of two neighboring inputs, where one input has an
additional batched pair of comments compared to its neighbor. Unfortunately, as we prove in
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Section 4.1.4] it is impossible to guarantee standard £-DP in this setting. There are two main rea-
sons for this impossibility. First, consider defining neighboring inputs to a DP mechanism where
a pair of comments arrives simultaneously in one input when batched, but arbitrarily far apart
when unbatched in the neighboring input. Then, to satisfy a traditional DP guarantee, batched
comments must be delayed indefinitely to make these two inputs indistinguishable. Second, even
with a bounded change in arrival time for any comment on neighboring inputs, we show that if
the neighboring relation is symmetric (i.e., a pair of comments can be batched in one input and
unbatched in the other, and it doesn’t matter which input contains the batched comments), then
to satisfy e-DP the mechanism must delay a batched comment indefinitely.

In order to address the aforementioned roadblocks, we relax the definition of neighboring

inputs in two ways. First, we introduce a real-valued parameter v > 0 into our formulation of
neighbors that bounds how far in time a batched comment can move in a neighboring input where
it arrives unbatched. Second, we define neighbors in a one-sided manner: a set of comment
arrivals neighbors another set only if it contains one additional pair of batched comments as
compared to its neighbor. In contrast, a set of comment arrivals does not neighbor another set if
it contains one fewer pair of batched comments than its potential neighbor. Formally, we define
neighboring comment arrival sets as follows:
Definition 4.1.1 (y-Neighboring Comment Arrival Sets). A set of comment arrivals 1"V js ~-
neighboring fo set of comment arrivals I, if I®" can be obtained from I by batching together
one pair of comments that arrive separately in I[. The comments must arrive within v units
of time of one another in I and the later comment moves to the earlier comment in I**" to
create a batch. Formally, 3(a,t,p,r),(a',t',p/,r) € [ such thatp # p', 0 < t' —t < v and
et = (IN{}) Uu{(c.t.p', 1)}

Note that this definition of adjacency is asymmetric as a set of comment arrivals with no pairs
of batched comments is not y-adjacent to any other sets of comment arrivals. As an example,
consider the following pair of comment arrival sets I and I"2th;

I :{<a17t = 1,]?1,7”1), (a27t = 27]7177’2)7 (a37t = 3,p2,7']_)}, and
IbatCh :{<a17t - 17p17rl)7 (a’31t = 1:?2:""1); (a27 = 272917 T2>}-

Then under our definition above, 12! is 2-neighboring to I. However, I is not 2-neighboring
to [batchﬂ

Now, we define privacy of a mechanism using a notion similar to the definition of one-sided
differential privacy introduced in [[109]]. We note that apart from the one-sidedness of neighbors,
our privacy formulation differs substantially from that of [109] as we focus on inputs differing
in the timing of a pair of comments due to batching, while [109] considers databases where
arbitrary entries are considered non-private.

For any finite time horizon 7" and set of comment arrivals .4, we will let M7 (A) denote the
output of the mechanism up to time 7. Then, we define privacy as follows:

“The reader may have observed that the definition of neighboring comment arrival sets has a technical condition
that a batched comment moves later in time in a neighboring input with one fewer instance of batching. It is possible
to modify the formulation to let a batched pair of comments arrive at either one of the later or earlier arrival times
of an unbatched pair in an adjacent input. This modified formulation would capture an even stronger adversary who
knows the exact time frame in which a batched pair arrives. However, ensuring privacy against this adversary would
require even more delay added to the system. Hence, we do not pursue this formulation.
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Definition 4.1.2 ((¢, v)-One-Sided Differential Privacy (OSDP)). For any ¢ > 0 and v > 0, a
comment posting mechanism M is (¢,)-one-sided differentially private if for any I, I®®*% such
that I"*M js v-neighboring to I, for any time horizon T, and for any subset of possible outputs
O C Range(Mr) of the mechanism:

Pr[My(I"") € O] < e Pr[Mz(I) € O).

This privacy definition guarantees that the likelihood of observing an outcome on an input
with at least one instance of batching is never much larger than the likelihood of observing that
outcome on an input with one fewer batched pair. Therefore, the mechanism obscures the fact
that any pair of comments was batched. However, it is possible for the mechanism to reveal that
a pair of comments was unbatched; we allow for outputs that occur with non-zero probability
given input I but zero probability given input /°**! (unlike in standard two-sided DP). We argue
that the one-sided definition effectively captures privacy risk due to batching, as the presence of a
batched pair of comments is sensitive information, while the absence of batching is non-sensitive.
We further discuss the motivation for only treating batching as sensitive via the concrete example
of reviewer deanonymization by a meta-reviewer.

The privacy definition requires two parameters: € and «y. The interpretation of ¢ is similar
to two-sided DP as it quantifies the “level” of privacy: for smaller ¢ it is harder to distinguish
neighboring inputs, whereas for larger ¢ it is easier to distinguish neighboring inputs. The ~
parameter captures domain knowledge about what types of inputs can be neighbors, similar
to restricting the domain of inputs in two-sided DP. Roughly, v should capture how far apart
consecutive comments would plausibly arrive if batching were not occurring. It is necessary
for a practitioner to include this domain knowledge in the form of finite value v as we prove
that batched comments must be delayed by at least v (in Section 4.1.4) and hence without this
bound, comments must be withheld indefinitely. We give heuristics for how to set v based on a
hypothesis testing interpretation of the privacy definition in Section4.1.5]

Utility. We measure the cost of our mechanism in terms of expected delay added to comments.
Because the privacy guarantee is asymmetric, the mechanism can behave differently on batched
and unbatched comments. Therefore, we will consider measuring utility in terms of expected
delay to batched comments denoted E[B], expected delay to unbatched comments denoted E[U]|
or more generally any weighted sum of the two expectations.

Goal. Our goal is to design comment posting mechanisms that guarantee (&, y)-one-sided differ-
ential privacy for chosen privacy parameters € and v while minimizing the expected delay added
to comments. We may add random delay to batched and unbatched comments drawn from differ-
ent distributions B and U respectively. Therefore, we wish to design (e, v)-OSDP mechanisms
that are Pareto optimal in trading off between E[B] and E[U] at any setting of € and . Moreover,
we want to allow practitioners to choose a mechanism on this Pareto frontier that minimizes an
appropriate cost function suiting the requirements of their system. For instance, a system with a
higher rate of batching may wish to weight delay to batched comments higher in their cost func-
tion than a system with a lower rate of batching. To this end, we consider minimizing any cost
function that is a convex combination of expected delay to batched and unbatched comments. We
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Figure 4.2: Success probability of de-anonymizing a (meta)-reviewer after learning that a pair of
comments arrived together vs. learning that a pair of comments did not arrive together.

aim to provide the exact mechanism on the Pareto frontier that minimizes wE[B] 4 (1 — w)E[U]
for any choice of weighting parameter w € [0, 1] and any privacy parameters ¢ and . We note
that this choice of utility function is without loss of generality. In particular, the feasible region
of E[B] and E[U] is convex, as shown in the supplemental material. Therefore, any mechanism
that is Pareto optimal in trading off E[B| and E[U] minimizes the weighted cost function for
some choice of w (since any point on the Pareto frontier of a convex feasible region optimizes
some weighted sum objective per Boyd [[19, Chapter 4.7]).

Example: De-anonymizing reviewers. We now discuss the one-sided nature of privacy risk
inherent to batching using the running example of a meta-reviewer de-anonymizing a reviewer
or meta-reviewer of a paper they have authored. Recall the introductory scenario where a meta-
reviewer observes two comments a and a’ that arrive consecutively on different papers and are
made by (meta)-reviewers 71 and 7’ respectively (where it is possible that 7/ = r1). The meta-
reviewer knows that the first comment was made by r; and has a uniform prior over K pos-
sible reviewers who could have made ' (including r1). They wish to de-anonymize 7’ based
on whether or not @’ arrived in a batch with a. From our aforementioned analysis of a con-
ference peer review where we define two comments as “arriving together” if they arrive within
5 minutes of one another, we estimate that: Pr[a, a’ arrive together | ' = r;] ~ 0.3, while
Pr[a, o’ arrive together | ' # r1] ~ 0.0066. Therefore, after learning that ¢ and a arrived to-
gether, the meta-reviewer’s posterior puts the most weight on Pr[r’ = r; | a, @’ arrived together| =

00065 =1+ On the other hand, after learning that a and a’ did not arrive together, their pos-
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terior puts the most weight on: Pr[r’ = 7y | a1, as did not arrive together| = 5455 +8:gg§i( & for K #

1. We give further detail on how these statistics were estimated in Supplemental Material.

As shown in Figure[d.2] in learning that the pair of comments was batched, the meta-reviewer
can identify the (meta)-reviewer of a paper they authored with much higher confidence than
before observing the batched timing; on the other hand, by learning that the pair of comments
was unbatched, the meta-reviewer’s posterior hardly changes from the prior. Our one-sided
privacy definition captures this asymmetric privacy risk. It ensures that an adversary does not
learn much about the sensitive information of whether two comments are likely to be batched
after observing the time that comments get posted, while allowing the adversary to potentially
learn the insensitive information that two comments were unbatched.

4.1.4 One-Sided Privacy Guarantees

In this section, we present our main theoretical results. First, in Section #.1.4] we propose an
algorithmic framework to design comment posting mechanisms that guarantee (¢, y)-one-sided
differential privacy under batching. In this framework, we add random noise to the timestamps
of batched and unbatched comments, drawing the noise from a pair of distributions (B, U) that
depend on parameters ¢ and .

Within this framework, there are many possible choices of the noise distributions (B, U),
and we investigate them in Section @} For instance, one could use one-sided analogues of
distributions commonly used for two-sided differential privacy, like exponential noise, which is
the absolute value of the Laplace distribution [53]], or one-sided staircase noise [66] (whose two-
sided version is known to be optimal for two-sided DP [66]). However, we show that perhaps
surprisingly, these distributions are all sub-optimal for the privacy-delay trade-off.

In Section [4.1.4] we provide another distribution — a zero-inflated uniform distribution with
carefully chosen parameters — that we show guarantees one-sided differential privacy in our
setting and also achieves a Pareto-optimal privacy-delay trade-off.

Finally, in Section we motivate the usefulness of our one-sided DP formulation as a
means of capturing the privacy-delay trade-off by showing that the popular two-sided definition
of DP does not yield a useful privacy-delay trade-off for valid comment posting mechanisms.

Randomized Delay Framework

In Algorithm [9] we present a general recipe for designing randomized delay mechanisms. The
meta-algorithm receives as input privacy parameters € and v as well as probability distributions
B and U that depend on € and . We will then prove that if pairs of distributions satisfy an
“indistinguishability” property then Algorithm[9]yields a (¢,~)-OSDP mechanism.
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Algorithm 9 Framework for Designing a Randomized Delay Mechanism

Input: privacy parameter £ > 0, maximum time gap v > 0, noise addition distributions B
and U
for each comment arrival time ¢ do
if a set of batched comments arrives then
For each comment, independently sample D ~ B(e/2,) and post the action at time
t+ D.
else if if an unbatched comment arrives then
Post the comment at time ¢ + D where D ~ U(eg/2,7)
end if
end for

Mechanisms within this framework satisfy two useful qualitative properties for deployment
in real applications. First, because the noise is sampled at arrival time, we can tell each user
the duration of the delay on their comment as soon as they create it. Second, because the noise
is sampled independently for each comment, the algorithm does not require a centralized co-
ordinator to determine post times. This enables privacy-sensitive individuals to implement the
algorithm for themselves. This ability to be implemented locally is a necessary property for use
in cryptocurrencies where there is no central trusted server.

Now, any choice of (B, U) can satisfy (¢,7)-OSDP as long as B and U are indistinguishable
in the following sense:

Definition 4.1.3 (One-Sided Indistinguishable Distributions). Let B and U be non-negative ran-
dom variables. We say that the ordered pair (B,U) is (e, )-one-sided indistinguishable if, for
any measurable set S C R and any ty € |0, ], the distributions satisfy:

Pr[B e S| <e Pr[U € S — ty),

where forany S CR,t e R: S —t = {s—t|s € S}

The following theorem shows sufficiency of such one-sided indistinguishable distributions
for guaranteeing privacy.

Theorem 4.1.4 (Privacy of Randomized Delay Mechanisms). Let (B, U) be any pair of (¢/2,7)-
one-sided indistinguishable distributions. Then, Algorithm [J using B and U as noise-addition
distributions guarantees (g, 7y)-one-sided differential privacy.

The proof, given in Section follows by observing that in neighboring inputs, a pair of
comments that was batched becomes unbatched with one comment arrival moved forward by at
most ~ time units. Hence, if B and U have a likelihood ratio bounded by e*/? for any values
within v time units of one another, it is hard to distinguish whether the mechanism was given
an input with two unbatched comments arriving v time units apart or two batched comments
arriving at the same time (up to a multiplicative factor of e°).

Privacy-Preserving Delay Distributions

We now describe a number of possible choices for (e, y)-one-sided indistinguishable distribu-
tions (B, U) that can be used in our algorithmic framework. We show that we can use an expo-
nential distribution, which is the one-sided version of the Laplace distribution. We can also add
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noise from the absolute value of the staircase distribution, which was proven in [66] to be opti-
mal for noise addition in two-sided DP, giving smaller delay than the exponential. Alternatively,
we can add noise to unbatched comments drawn from a zero-inflated uniform distribution where
we add 0 delay with probability 1 — p (for some parameter p) and delay drawn from a uniform
distribution with probability p.
Theorem 4.1.5 (Choices of One-Sided Indistinguishable Distributions). The following choices
of B and U are (g, 7)-one-sided indistinguishable:

1. Exponential’} B =~ + Exponential(e /v), U = Exponential(e /)

2. Staircase [66]% B = v + |Staircase(z,7)|, U = |Staircase(z,v)|

3. Uniform: B = Unif(y, ;—==7), U = Unif(0, —=7)

4. Zero-inflated Uniform with parameter p. Fore™° < p < 1:

B = Uniform (’y, #'y)

o 0 with probability 1 — p
| Uniform <0, z 7) with probability p.

p—e~¢

These choices of (B, U) incur the following expected delays:
1. Exponential: E[B] = y(1 + 1) and E[U] = 2
2. Staircase: E[B] = v(1 + £2), E[U] = y<£

3. Uniform: E[B] = 1+ (1 + 66—_1) and E[U] = 1~ (ﬁ)
4. Zero-inflated Uniform with parameter p: E[B] = 3~ (p + pfge;) andE[U] = 3~ <p’;i>.

The proof of this theorem is given in Section Note that the (uniform, uniform) noise
additions are a special case of (uniform, zero-inflated uniform) taking p = 1. We highlight them
separately in Section[4d.1.5as we introduce the zero-inflated uniform distribution for the first time
here. In the next section, we show that a zero-inflated uniform distribution is Pareto optimal for
appropriate choice of p.

Notably, the choice of parameters for the exponential and staircase distributions given in
Theorem [{.1.5] are the optimal choice of parameters in the sense that they minimize expected
delay at fixed values of privacy parameters € and v when adding i.i.d. exponential or staircase
noise plus a constant offset to all comments:

Theorem 4.1.6 (Optimal Choice of Parameters for the Exponential and Staircase Distributions).
Let B,U be non-negative noise-addition distributions that guarantee (¢,v)-OSDP when used
in Algorithm [9 where B = Og + P, and U = Oy + P, for constants Og, Oy > 0 and non-
negative random variable P,. Then, if P, is an exponential random variable or a staircase

random variable, E[B] and E|U| are minimized at any values of €,y by the choice of parameters
in Theorem such that B, U are (¢/2,)-one-sided indistinguishable.

>In the notation to follow, we parameterize the exponential distribution by its rate.

®The staircase distribution is parameterized by 3 values €, A, ~y in [66]. Here, we take Staircase(e, ) to mean the
staircase distribution withe =&, A = vy and v = which is the optimal value of - to minimize expectation
per [66].

1
1+ea/2 ’
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Figure 4.3: Expected delay (as a multiple of «) for Algorithm @ with the exponential, staircase,
zero-inflated uniform and uniform distributions at varying values of €. All distributions use the
optimal setting of parameters at a given €. The zero-inflated uniform parameter is chosen to
minimize delay to unbatched comments. The delay (y axis) is plotted on a log scale.

The proof of the above theorem can be found in Supplemental Material. By Theorem 4.1.
and Theorem [4.1.6] adding i.i.d. exponential or staircase noise plus a constant offset is strictly
sub-optimal in minimizing expected delay as zero-inflated uniform noise can achieve lower delay
at the same privacy level.

Corollary 4.1.7. Among (g, ~)-OSDP mechanisms following the framework of Algorithm@ tak-
ing B and U to be i.i.d. exponential or staircase distributions (with constant offsets) is strictly
sub-optimal in minimizing E[B] and E[U] for any values of ¢ and ~. In particular, using the
zero-inflated uniform mechanism with appropriate choice of p can achieve lower expected delay
for both E[B| and E[U| at any values of privacy parameters £ and .

In this setting, the exponential and staircase distributions typically used in two-sided DP
add significantly more delay than zero-inflated uniform noise, especially at small values of €. In
Figure4.3| we show the expected delay for the optimal exponential, staircase, uniform, and zero-
inflated uniform at each setting of €. For both batched and unbatched comments, the uniform and
zero-inflated uniform distributions add a factor of nearly two times less delay than the staircase
and exponential at small values of €. For larger values of ¢, all of the aforementioned distributions
add similar delay, with uniform adding the least delay to batched comments and the zero-inflated
uniform adding the least delay to unbatched. In the next section, we formally prove that zero-
inflated uniform noise is Pareto optimal and characterize the optimal choice of p for any objective
function that is a weighted sum of E[U] and E[B] based on the setting of ¢.
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Pareto-Optimal Delay Mechanism

Algorithm 10 Zero-Inflated Uniform Mechanism

Input: privacy parameter £ > 0, maximum time gap v > 0, weighting of expected delay to
batched comments w € [0, 1]

Setp = min{e‘a/2 (1 +4/1+ eEﬂﬁ) ,1}

for each comment arrival time ¢ do
if a set of batched comments arrives then
For each comment, independently sample D ~ Unif ('y, #fy) and post the com-
ment at time ¢t + D.
else if an unbatched comment arrives then
Post the comment at time ¢ + D where D = 0 with probability 1 — p and D ~
Unif (o, ﬁy) with probability p.
end if
end for

In this section, we derive the Pareto frontier (trading off the expected delay for batched and
unbatched comments) of noise-addition distributions for a given (&, v)-one-sided indistinguisha-
bility constraint (Definition f.1.3). We show that adding zero-inflated uniform noise with ap-
propriate choice of parameter p achieves optimal expected delay among mechanisms that add
independent noise to each comment. While the optimality result holds only within the class of
mechanisms that adds independent noise to each comment, this constraint allows for an algo-
rithm to be implemented locally without requiring coordination by a centralized server. This
constraint is a common property of many deployed privacy-preserving algorithms. For instance,
local differential privacy [99] requires that randomization needed for privacy is added locally by
each holder of a data-point, and the Tor anonymous network [42] protocol requires that initiators
of connections choose the (random) path on which to send a message themselves.

Given an (e,v)-one-sided privacy constraint, our algorithmic framework (Algorithm [9) has
many choices of noise-addition distributions that can guarantee privacy. In terms of delay, there
are two quantities to optimize — the delay incurred by batched comments and that incurred by
unbatched comments. A natural utility objective to consider is a convex combination of the two
expectations:

wE[B] + (1 — w)E[U], for a given parameter w € [0, 1].

The parameter w € [0, 1] determines how much weight is given to batched comments in the
utility function. For example, a user of our algorithm may estimate the relative rate of batching
in the system and set w to this value to optimize for the overall average expected delay across all
comments.

We present our main algorithm as Algorithm Our algorithm follows our previously in-
troduced framework (Algorithm [9). It chooses U as a zero-inflated uniform distribution with
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a carefully chosen value of parameter p (dependent on € and w), and chooses B as a uniform
distribution. The following theorem now proves that for any privacy parameters our algorithm is
indeed Pareto optimal — it optimally trades off privacy and unbatched delay and batched delay.

Theorem 4.1.8 (Pareto optimality of the Zero-Inflated Uniform Mechanism). Algorithm |10 is
Pareto optimal between expected delay to batched and unbatched comments at a given setting
of (e,7) among valid (g,7)-OSDP mechanisms that add independent noise to each comment.
Further, given weight parameter w € [0, 1| and privacy parameters (¢, ) as input, Algorithm
minimizes cost function wE[B|+(1—w)E[U] at any given privacy level (¢, ) among mechanisms
adding independent noise drawn from distributions B and U to batched and unbatched comments
respectively.

We give a proof sketch below and include the main argument in Section #.1.§]

Proof sketch. Roughly, the proof proceeds as follows:

* We consider any (e, )-indistinguishable noise addition distributions (B, U) added to batched
and unbatched comments respectively. Using results from [66], we argue that for large
enough ¢ € N, we can approximate B and U arbitrarily well with random variables
that have piece-wise constant probability density functions and each constant interval has
length /.

* We establish properties of any Pareto optimal (B;, U;) by directly proving that we can de-
crease the expectation of both E[B;] and E[U;] for any pair of distributions that violates
these properties. Taken together the properties yield the exact form of any Pareto optimal
B; and U;. Taking limits as z — oo gives that the Pareto frontier is realized by uniform
and zero-inflated uniform distributions for some setting of 7. The proof follows by di-
rectly proving that we can decrease the expectation of both E[B;] and E[U;] for any pair of
distributions that violates these properties.

* Finally, we analytically solve for the value of parameter 7 in the zero-inflated uniform
distribution that minimizes weighted objective wE[B] + (1 — w)E[U] for any w € [0, 1].

]

As shown in Figure[4.4] for smaller privacy budgets where ¢ < 21n(2), there is a single point
on the Pareto frontier. Adding uniform noise with no inflated probability mass at 0 minimizes
E[B] and E[U] simultaneously. For larger ¢, it is possible to trade off between E[B] and E[U],
achieving near-zero delay to unbatched comments. In practice, a user can decide what value of
p to use based on their preferred convex combination of E[B] and E[U].

Note that our result holds for all mechanisms that add independent noise to each comment, as
the delay added to comments must be (¢/2, v)-one-sided indistinguishable to preserve privacy.
Therefore, the zero-inflated uniform mechanism (Algorithm[10)) is the Pareto optimal mechanism
among this class of algorithms. It may be possible to add even less delay with mechanisms that
can coordinate across comments and correlate noise addition; this remains an important extension
of the model.
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Figure 4.4: Pareto frontier for the expected delay added to batched and unbatched comments
(E[B] and E[U]) at different values of privacy parameter .

Impossibility of “Two-Sided” Differential Privacy

In the prior sections, we have characterized the privacy-utility trade-off for the one-sided relax-
ation of differential privacy. One might wish to obtain similar results for the standard two-sided
definition of differential privacy, which would provide even stronger privacy guarantees. In this
section, we prove the impossibility of guaranteeing two-sided differential privacy under the con-
straints of a valid comment postinging mechanism. These results motivate the further modeling
assumptions on the adversary’s prior knowledge about batching and attempted attacks that are
used in the definition of (¢, ~)-OSDP.

First, we recall the standard definition of two-sided differential privacy. The key difference
between this definition and our one-sided Definition [#.1.2]is in the formulation of “neighboring”
inputs. In our one-sided definition, we use an asymmetric relation for neighboring inputs where
one input with an additional batched pair of comments neighbors an input with one fewer pair.
This captures the notion that batching is sensitive while the absence of batching is insensitive.
For two-sided DP, we will give a definition with an abstract notion of neighbors and then con-
cretely instantiate this definition with different possible notions of neighboring inputs. Critically,
we will consider symmetric relations for neighboring inputs in the definition of two-sided DP.
This corresponds to preventing an adversary from inferring both whether batching occurred and
whether batching did not occur.

Recall that M7 (.A) denotes the output of the mechanism up to time 7'. Then:

Definition 4.1.9 (Two-Sided Differential Privacy for Batched Arrivals:). For any ¢ > 0,0 €
[0, 1], a comment posting mechanism M is (e, 6)-differentially private if, for any time horizon T
and for any subset O C Range(Mr) of possible outputs of the mechanism:

Pr[Mr(I') € O] < e Pr[Mr(I) € O],
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where I and I' are two “neighboring” sets of comment arrivals.

Now, we state our main impossibility result. We consider three natural definitions of neigh-
boring sets of comment arrivals. The first definition adds or removes a comment from the set of
comment arrivals corresponding to the notion of “unbounded” differential privacy in the literature
[46]. The second definition moves a comment from being batched to unbatched in neighboring
inputs by changing its timestamp, corresponding to the notion of “bounded” differential privacy
in the literature [53]]. Finally, the third definition restricts the second definition of neighbors
further by placing a bound on how far a comment can move (which we call v), similar to the
practice of constraining the domain of possible inputs to a differentially private mechanism. We
show that it is not possible to guarantee privacy for any of these notions of neighbors:

Theorem 4.1.10 (Impossibility of Two-Sided Differential Privacy). For any of the following
natural definitions of “neighboring” sets of comment arrivals, there is no two-sided differentially
private, valid comment posting mechanism with delay scaling as o(1/6):

Definition of “Neighboring” Sets of

Comment Arrivals Impossibility Result

No valid (e, 0)-DP posting mechanism

(1)  Add or remove a batched comment fore < o00,8 <1

Move a batched comment to another
(2) arrival time where it is no longer
batched

No valid (e, 0)-DP posting mechanism
fore < 00,0 <1

Forany T' > 0, any valid (&, §)-DP
posting mechanism delays a comment
by at least T with probability

21—25<§+1>

The proof of the above theorem can be found in the supplemental material. Intuitively, we
cannot guarantee privacy with definition (1) of neighbors because it would require creating a fake
comment since a comment that exists in one input does not exist in the adjacent input. It is not
possible to satisfy privacy with definition (2) of neighbors, as a comment could move arbitrarily
far in time, requiring infinite delay to be added to comments. For definition (3) of neighbors,
we show that we can define a sequence of neighboring inputs such that a comment is shifted ~y
units of time in the future on every other input in the sequence. Since the privacy guarantee must
hold pairwise between each neighboring input in the sequence, the mechanism can only release
comments within time 7" with probability of roughly 67"/~ in order to make inputs that are 7'/~
neighbors away from each other in the sequence sufficiently indistinguishable from one another.

Note that even if we considered mechanisms acting on a finite time horizon, the proof above
suggests the only mechanism admitted under two-sided DP using definition (2) is the trivial
mechanism that releases all comments at the end of the time period:

Move a batched comment by at most vy
(3)  units of time to another arrival time
where it is no longer batched

Corollary 4.1.11. Suppose comments are known to arrive only during a finite time horizon T
after which no more comments will arrive or be posted. Then, any valid posting mechanism
that satisfies two-sided (g, 0)-DP using Definition (2) of neighbors in Theorem posts all
comments at time 1.

This is both intuitively and formally sufficient for preserving privacy from timing attacks
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since it eliminates all timing information, but is expensive in terms of delay incurred. In partic-
ular, in the peer review setting, releasing all comments simultaneously at the end of the review
period eliminates potential for replies and ongoing discussion.

It follows from the impossibility of definition (3) of neighboring sets that there is no valid
comment posting mechanism satisfying differential privacy with 6 = 0 for this notion of neigh-
bors, since any differentially private mechanism would violate the property that valid comment
posting mechanisms eventually release all comments. Additionally, even taking § > 0, the prob-
ability of experiencing a delay longer than 7" only decreases linearly in 6 and T'. Typically, J is
selected to be o(1/n) [49], where n is the database size—in our case, the number of comments in
the observed stream. For v = O(1), this implies that any mechanism satisfying a two-sided DP
guarantee for y-neighboring inputs (and choosing § = o(1/n)) has a non-negligible probability
of delaying comments by Q(n).

4.1.5 Practical Considerations for Implementation

In this section, we address two important practical considerations to putting into practice our
privacy formulation and algorithm. First, we provide theoretically motivated heuristics for setting
the parameter -y in the privacy definition. Second, we give simple extensions to the privacy model
and algorithm that allow for handling the realistic setting where batched comments do not arrive
all at the same exact time, but rather with a short duration in between.

Setting Privacy Parameters

Recall that our privacy definition includes a parameter ~ that captures what types of inputs can be
neighbors. In particular, v bounds how far apart in time a pair of potentially-batched comments
could arrive if batching had not taken place. In this section, we provide a heuristic for setting 7y in
practice. We will argue that a reasonable way to set  for a given comment is as a percentile of an
empirical distribution of comment inter-arrival times. For example, in a peer-review conference
we might set vy to be the median inter-arrival time of comments at a similar prior conference.
Alternatively, larger conferences commonly classify papers into tracks, so v could be chosen for
each track individually. We provide more examples of setting + in practice in our experiments
on Wikipedia and Bitcoin in Section

First, we motivate this heuristic by modeling an adversary conducting a hypothesis test to
determine if a comment was batched or not. The privacy parameters v and € can be chosen based
on the desired (in)efficacy of this adversary’s test. A natural way to model a privacy attack is
to consider an adversary—say, a meta-reviewer who submitted a paper to a conference—who
suspects that a comment ¢ made on their paper may share a reviewer with one of the papers in
the set S of papers they are handling. The adversary conducts a hypothesis test to determine
whether the comment they received arrived in a batch with any comment on papers in that set.
Let ¢; denote the arrival time of a and let ¢, denote the arrival time of the comment in S that
arrives closest in time to ¢;. The adversary knows that if the comments did not arrive in a batch,
then they arrived with a gap 5 — t; following some distribution D (for instance, this might be
the empirical distribution of comment inter-arrival times on the previous day). If the pair of
comments does arrive in a batch, the adversary assumes they arrived simultaneously. Thus, the
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adversary wishes to distinguish between the following hypotheses:

Hy: to—ty ~D (a is not batched with any comment in S)

H,: t; =1t (a is batched with at least one comment in S)

The adversary will observe the output of the mechanism and decide to either accept or reject
the null hypothesis. If they reject the null hypothesis, they conclude that the comment was
batched with a comment in S. Their hypothesis test is defined by “rejection region™ R, or the set
of outputs on which the adversary concludes that batching occurred. The quality of a given test
is determined by the trade-off between its “power” and “type I error’:

Power = Pr[M(0) € R; Hy]
Type I Error = Pr[M(O) € R; Hy|

Similar to prior work on differential privacy [223], [93], we show that an adversary conduct-
ing a hypothesis test to determine if batching occurred will face a poor trade-off between power
and type I error given an output of a mechanism that is OSDP with gap ~:

Proposition 4.1.12. If a mechanism M satisfies (g,7)-OSDP, then for any comment a, set of
comments S arriving with inter-arrival time distribution D, and any hypothesis test deciding if
a was batched with a consecutively arriving comment in S':

1

q(v)

where q(y) = Pr||z| < ;2 ~ D] is the CDF of inter-arrival times.

The proof of this proposition can be found in Supplemental Material. This interpretation of
the (,7)-OSDP guarantee in terms of error rates of an attacker’s hypothesis test motivates our
heuristic to choose the parameter . Previous work on timing attacks [[121, [190] measures the
success of attacks in terms of the trade-off between power and type I error. In particular, these
works report a single number “error crossover rate,” the point at which type I error = 1 — power.
We envision the system operator (i.e., the entity adding the delay) first specifying a tolerable
error crossover rate; for example, consistent with prior work on timing attacks [[121}, [190], the
operator might choose to tolerate an error crossover rate of 0.25. Next, the system operator
should choose a privacy parameter e. Since the interpretation of € is similar to traditional two-
sided DP, operators may use common heuristics for selecting ¢; for instance, our operator might
choose € = 0.8. Given these parameters, Proposition d.1.12] shows how to select g to ensure that
the desired error crossover rate is satisfied. In our running example, we would choose g to be the
75th percentile of the inter-arrival time distribution.

Power < (Type I Error)

Handling Non-Simultaneous Batching

In our basic model of batching, we make the idealized assumption that all comments in a batch
arrive at the same exact clock time. In practice, in many settings, batched actions will not be
taken at the exact same time, but rather with some short delay between them. For example, it
is natural for a Wikipedia editor to spend many minutes working on a revision, so revisions in
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a single batch may arrive with a few minutes of delay in between. Likewise, reviewers in peer
review may comment on papers one after the other, leading to a short delay despite batching.

In this section, we describe a simple extension to our model and algorithm that allows us to

handle non-simultaneity in practice. We introduce a new threshold [, below which we consider
two comments to have been batched — if two comments come from the same reviewer within
time $ we consider them to have arrived in a batch. We will assume that 5 < -y, as we wish to
capture scenarios where batching leads a comment to arrive earlier than it would have without
batching. We can capture this scenario by replacing the notion of neighbors in our model with
the following:
Definition 4.1.13 (y-Neighboring Comment Arrival Sets with 3-batching). For 8 < 7, a set
of comment arrivals I’ is y-neighboring with [3-batching to set I, if 1" can be obtained
from I by batching together a pair of comments that arrive separately within ~y time units of
one another in I, moving the later comment to within 3 of the earlier comment. Specifically,
(a, t,p,r), (a/,t',p/,r) € I suchthatp # p', 0 < t'—t < yand [P = [\ {a'}U{(d',t",p',7)}
where 0 < [t" —t| < B.

We define privacy the same as in Definition4.1.2] but with this modified notion of y-neighboring
with g-batching. In what follows, we describe how we incorporate this relaxed notion of batching
into our algorithm.

First, we propose a simple front-end change that can be employed in conjunction with any
mechanism in our algorithmic framework of randomized delay mechanisms (Algorithm [9) if
we trust users to accurately report when they will engage in batching. The solution is to ask
users when they create a comment if they plan on creating more comments on their other papers
within the next £ units of time (and hence will generate batched comments). If the user answers
affirmatively, then we treat their current comment as well as any subsequent comments they
make within § time units as batched and add delay drawn from B to the batched comments.
If not, we add delay from U to the unbatched comments. Here, we take (B, U) to be one-sided
(¢/2,~v+ p)-indistinguishable. Since neighboring inputs can differ on two comments with arrival
times at (¢,t— /) and (t+ 3, t+y) respectively, it is now necessary to add noise from (¢/2, v+ 3)-
indistinguishable distributions to preserve privacy by the same reasoning as Theorem

Algorithm 11 Framework for Handling Non-Simultaneous Batching

Input: privacy parameter ¢ > 0, maximum gap v > 0, batching threshold 0 < § < ~, noise
addition distributions B and U
for comment arriving at time ¢ do
Hold the comment until time ¢ 4 5.
if the same reviewer batched another comment during time ¢ to ¢ 4+ (5 then
Sample D ~ B(e/2,~ 4+ () and post the action at time ¢ + 5 + D.
else
Post the comment at time ¢ + 3 + D where D ~ U(g/2,v + 3)
end if
end for

In settings where we do not expect users to reliably report that they will batch tasks, we can
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Mean Delay Maximum Delay
e=01 =05 =10 €=20]|e=01 =05 =10 =20
(a) y=11 118 31 20 15 229 54 33 22
(b) v=36 343 83 50 35 672 152 88 56

Table 4.1: Mean and maximum delay (in minutes) added to Wikipedia article revisions within
the category “21st-century American Politicians” for y set to the (a) 25th and (b) 50th percentile
of the historical inter-arrival distribution.

use a simple extension to our algorithmic framework, described in Algorithm |11} where we delay
all comments by an additional S units of time, using that duration to determine whether or not the
comment was batched. The algorithm pays an additional /3 in overhead to decide whether a com-
ment was batched or not. Privacy follows by the same reasoning as in Theoremd.1.4] In general,
our initial problem formulation captures the most essential features of the problem of preserving
privacy in the presence of batching. As we have shown in this section, it is straightforward to
extend our model to better capture the properties specific to a given application.

4.1.6 Empirical Linkage Attacks

We conduct two sets of experiments using publicly available data on Wikipedia article revisions
and Bitcoin transactions.

Wikipedia

In a dataset of revisions on all Wikipedia articles from January 1st to 31st, 2022 obtained from the
WikiMedia API, we aggregate over 3.5 million article revisions (after filtering out bot accounts),
averaging roughly 80 revisions per minute. Due to the high baseline rate of editing, it would be
difficult for an adversary to identify that two revisions are batched without narrowing down the
set of possible articles they consider. Therefore, we focus on a subset of Wikipedia revisions
within which an adversary tries to link editors. One natural clustering of articles likely to contain
batched revisions is by category: each article on Wikipedia is associated with a set of categories
capturing the main topics covered. In the following experiments, we analyze articles belonging
to the category “21-st century American Politicians.” We chose this category because it contains
potentially controversial political topics so editors may have privacy concerns in editing these
pages. For instance, one news report describes how editors of Donald Trump’s Wikipedia page
(one of the pages captured in the category) “are fighting a brutal, petty battle over every word
[137].” Additionally, this category receives a large number of revisions per month, yielding a
sample size of 13,430 revisions. Among this set of revisions, roughly 20% were generated in
a batch with another revision on a page in the same category (where we consider revisions to
be batched if they arrive within 5 minutes of one another and are made by the same user). The
threshold of 5 minutes captures 92% of pairs of immediately consecutive revisions by a single
editor on different articles within this category.

While we do not have access to the true identities of editors who use multiple accounts, we
can track all revisions made by the same account and identify when this account engages in
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Figure 4.5: Accuracy in linking pairs of Wikipedia article revisions within the category “21st-
century American Politicians” based on batched timing (averaged over 5 runs of the randomized
privacy mechanism).

batching. We simulate an attack where an adversary tries to link revisions to their creator on the
basis of timing, while ignoring the usernames of editors. We consider a simple attack model that
proves to be quite effective in the absence of any privacy-preserving mechanism. In the attack,
the adversary tries to classify each pair of revisions on two different articles as either batched or
unbatched. The adversary chooses a cutoff ¢ > 0: if a pair of revisions are posted within ¢ min-
utes of one another, the adversary classifies the pair as batched and concludes that the comments
were made by the same person, and if not, the adversary classifies the pair as unbatched (in which
case, the adversary draws no conclusion). When the adversary correctly classifies a batched pair
as batched, we call this a true positive, while if the adversary incorrectly classifies an unbatched
pair as batched, we call this a false positive. The adversary can trade off between false positives
and true positives by choosing the value of ¢ accordingly, with higher values of ¢ yielding more
true positives, but also more false positives, than smaller values of c. The efficacy of the attack is

measured in terms of its precision and recall where precision = Mmberof pairs correctly classified as batched
total number of pairs classified as batched

. An effective attack has simultaneously high preci-

__ number of pairs correctly classified as batched
and recall = total number of pairs that were batched
sion and recall.

In Figure4.5] we show the precision and recall of this attack under various settings of privacy
parameters € and . We find that attack efficacy is quite high when no privacy mechanism
is deployed — for instance, it is possible to obtain recall of 85% at a precision of 80%. We
then apply the zero-inflated uniform mechanism (Algorithm [I0) and measure the reduction in
attack efficacy over the “no privacy” baseline. We run the mechanism with w set to 1, as this
minimizes the worst-case expected delay added to any single comment in the system. Because
batching is not perfectly simultaneous on Wikipedia — editors take time between making each
revision — we simulate deployment of the user interface extension to Algorithm[I0]described in
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Section [4.1.5| where 3 = 5 minutes. We set - based on the heuristic from Section where
«v is a percentile of the inter-arrival distribution of revisions made in the first week of the month.
We then simulate deployment of the algorithm over the last three weeks of the month. Using
this method, we can set v = 11 minutes by choosing the 25th percentile or v = 36 minutes at
the 50th percentile. The experiment reveals that precision and recall are significantly improved
by use of the mechanism as shown in Figure In terms of delay, Table shows the mean
and maximum delay added to comments. Additional results are provided in the supplemental
material.

Thus we find that Algorithm|[I0]renders the privacy attack much less effective while introduc-
ing reasonable delay. For instance, taking v = 11 and ¢ = 0.5 corresponds to an average delay
of roughly 1 hour 20 minutes and maximum delay of 2.5 hours, but makes the attack substan-
tially less accurate: the attack now achieves around 65% recall at 60% precision compared to the
non-private baseline which achieves 85% recall at 80% precision. The heuristic attack used in
Figure 4.5 may not be optimal for an adversary who has knowledge of the zero-inflated uniform
mechanism, but not access to the internal randomness of the mechanism. Identifying an optimal
attack is beyond the scope of this work. However, since the same noise distribution B is added to
all comments that arrive in a batch, we expect the heuristic attack to perform well in expectation.

Bitcoin

In Bitcoin, we wish to protect against linkage attacks on users of Bitcoin who use multiple
addresses to transmit currency to the same recipient address at the same time. We aggregate data
of all confirmed transactions broadcast to the Bitcoin peer-to-peer network in the week of August
1, 2022 to August 7, 2022, consisting of approximately 250,000 transactions per day. While
we cannot tie different addresses to real-world identities, for the purposes of our experiments,
we consider the following proxy: we define a “batch” to have occurred when two transactions
from different input addresses are sent to the same output address within 1 minute of one other.
This represents a key use-case of our algorithm, wherein a person holding Bitcoin in multiple
addresses wishes to draw from these different sources to complete a transfer to a single output
address. After filtering for transactions originating from addresses with unusually high volume
of transactions that likely represent cryptocurrency exchanges, there are about 3,000 transactions
per day arriving in a batch per our definition, representing 1.2% of all transactions.

We consider a privacy attack similar to the linkage attack described in the Wikipedia applica-
tion. In the Bitcoin setting, an adversary tries to identify whether pairs of transactions arrived in
a batch or not. The adversary observes the times at which transactions to the same output address
are broadcast to the Bitcoin P2P network and applies a threshold to the time difference between
the pair to decide whether the transactions arrived in a batch. In a “basic” attack, the adversary
uses a single threshold for all transactions. In an “informed” attack, we assume the adversary
knows the value of ~ that was used by the privacy mechanism for each transaction (which the
mechanism may vary by output address) and sets a per-address threshold as a linear function
of the v used for that address. In incorporating this additional information about the privacy
mechanism, the adversary can obtain a better trade-off between false positives and true positives.
We measure efficacy of the attack in terms of precision and recall. Since we define batching to
occur when multiple inputs are sent to the same output address within 1 minute of each other,
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Figure 4.6: Performance of basic and informed linkage attacks on Bitcoin transactions when 7 is
set to the median historical inter-arrival time for an output address.

the adversary can observe exactly when batching occurred if no privacy mechanism is deployed
and obtain a precision and recall of 100% in identifying whether transactions arrived at the same
time or not (recall that in this experiment, we lack ground truth about batched transactions).

To obscure the timing of transactions, we simulate the zero-inflated uniform mechanism (Al-
gorithm to add delay to the time at which transactions are broadcast to the Bitcoin P2P
network. In order to select the value of -, we estimate the inter-arrival distribution of transac-
tions to a given output address in the prior 7 days and set y to a percentile of this distribution.
In particular, in this section we use the median of the inter-arrival distribution. In Supplemental
Material, we give additional results for experiments where v is set to the 25th and 75th percentile
of the inter-arrival distribution. If the output address of a transaction received no other transac-
tions in the prior 7 days, we set v to 10 minutes, as this is the baseline duration of time a Bitcoin
user has to wait for a transaction to be confirmed on the blockchain. Most (> 90%) unbatched
transactions are sent to output addresses with no recent transaction history, so we use the value of
~ = 10 for these transactions. However, roughly 80% of batched transactions are sent to output
addresses with transaction history.

The use of Algorithm |10} with ~ set per output address, makes it difficult to identify whether
transactions to the same output address arrived at the same time. For ¢ = 1, even the informed
attack has precision of only 20% at high recall. The basic attack performs much worse, indicating
that an adversary needs to incorporate additional information about baseline inter-arrivals of
transactions in order to accurately identify batching.

This improvement in privacy comes at the expense of added latency. In Figure we show
the cumulative density function of delay added to batched Bitcoin transactions averaged over 5
samples from the privacy-preserving uniform distribution. In general, we can add delay of less
than 4 hours to most transactions. For the setting of ¢ = 1, the mechanism adds delay of under
2 hours to 70% of transactions. While this is slower than a Bitcoin transaction when no privacy
mechanism is used, it is still substantially faster than many other means of transferring money,
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Figure 4.7: Cumulative distribution of delay added to batched Bitcoin transactions (averaged
over 5 trials). Delay is drawn from a privacy-preserving uniform distribution with v set to the
median of the inter-arrival time of transactions to an output address within the past 7 days.

like wire transfers. As such, privacy-sensitive users could realistically deploy this algorithm in
their Bitcoin wallets to protect the unlinkability of their transactions.

4.1.7 Discussion

This subchapter introduced the problem of anonymity compromise caused by task batching in
pseudonymous forums. The empirical analyses show that batching is common in peer review,
Wikipedia editing, and cryptocurrency transactions, and that simple timing attacks can use this
behavior to link actions that users intended to keep separate. The theoretical results show that
standard two-sided differential privacy is too strong for this streaming release setting without
fake events or indefinite withholding, while one-sided differential privacy yields useful delay
mechanisms.

The main practical tradeoff is that delay changes the user experience of the platform. In
the Wikipedia experiments, the zero-inflated uniform mechanism sometimes releases article re-
visions in a different order than they arrived; at reasonable privacy settings, roughly 10% of
revisions were reordered within an article. This can create confusion when there are dependen-
cies between revisions. A similar issue arises in peer review, where comments may respond
to one another. Supplemental Material discusses a privacy-preserving queue-based mechanism
that outputs delayed comments in arrival order. That mechanism satisfies a different relaxation
of differential privacy rather than the (¢,v)-OSDP guarantee, leaving a useful design question:
how much ordering structure can be preserved while maintaining a meaningful timing-privacy
guarantee?

Deployment also depends on adoption. The privacy guarantee here holds for any pair of
events where each event uses the delay mechanism independently of what other users choose to
do, so a single privacy-sensitive user can still benefit by applying the mechanism to all of their
events. At the same time, widespread adoption may provide additional amplification because
more delayed events make timing patterns harder to interpret. Understanding how adoption rates
interact with the choice of v and ¢ is therefore important for translating the formal guarantee
into operational guidance. The next subchapter turns from timing metadata to a different release
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interface, algorithmic benchmark feedback, where privacy loss arises from reported performance
scores rather than publication times.
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4.1.8 Deferred Proofs

This section includes the central privacy and optimality proofs for the batching mechanism.

Privacy of Randomized Delay Mechanisms

Proof of Theorem It is enough to analyze the pair of comments that differs between neigh-
boring inputs. In the batched input, two comments arrive at the same time and both receive inde-
pendent delays from B. In the neighboring unbatched input, one of the comments is shifted by
some ¢, € [0, ] and the relevant unbatched comment receives delay from U.

Let S,S5" C R be measurable release-time events for the two comments. By (¢/2,~)-one-
sided indistinguishability,

Pr[B € S| <e?Pr[lU € S] and Pr[Be S| <e?Pr[U e S —ty).
Multiplying the two inequalities gives
Pr[B € S]Pr[B € §') < e Pr[U € S]Pr[U € S" — 1.

All other comments have identical arrival times in the two inputs and are randomized in the same
way, so their probabilities cancel in the likelihood ratio. Thus every output event has probability
under the batched input at most e® times its probability under the neighboring unbatched input,
proving (&, 7)-OSDP. O

One-Sided Indistinguishable Distributions

Proof of Theoremd.1.5] For distributions with densities b and u, one-sided indistinguishability
requires b(t) < eu(t — ty) for all ¢ and all ¢, € [0,], with the convention that u(s) = 0 for
s < 0.

For the shifted exponential pair, b(t) = 0 for t < ~y, and for t > ~,

M) esl{—st=/1} _ .
u(t —to) exp{—e(t—to)/v} ~

The staircase case follows from the standard staircase indistinguishability guarantee [66]], applied
to the one-sided absolute-value distribution with shift .

For the uniform pair, b is supported on [y,7/(1 —e~¢)] and w is supported on [0, v/(1 —e~%)].
On the support of b, the density ratio is exactly e® in the worst case and is zero off the support.
For the zero-inflated uniform pair, the same argument applies to the continuous part: whenever
b has positive density, u(t — t¢) is at least the continuous density scaled by e~¢; the point mass
at zero only increases the probability assigned by U to sets that include zero. The expectation
formulas follow by direct computation from the stated supports and mixture probabilities. O]

Pareto Optimality of the Zero-Inflated Uniform Mechanism

Proof sketch for Theorem Consider any pair of independent delay distributions (B, U) that
satisfies the one-sided indistinguishability constraints. First approximate both distributions by
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piecewise-constant densities on intervals of length ~/i. This approximation preserves indistin-
guishability and converges in expected delay as ¢ — oo.

For the piecewise-constant problem, any Pareto-optimal solution must have three structural
properties. First, B places no mass below ; otherwise it would be distinguishable from an
unbatched delay shifted by at most . Second, the density of B above v can be taken to be
non-increasing, since moving any higher-delay mass left weakly reduces expected delay without
weakening privacy. Third, once B is fixed, U is determined by putting the smallest density
required by the likelihood-ratio constraints at positive times and placing any remaining mass at
zero, which minimizes unbatched delay.

These properties force the Pareto frontier to be uniform delay for batched comments and
zero-inflated uniform delay for unbatched comments. The only remaining degree of freedom is
the mixture parameter p. Substituting the resulting expectations into the weighted objective

wE[B] + (1 — w)E[U]

gives a one-dimensional convex optimization problem. Differentiating yields the value of p used
in Algorithm |10} clipped at 1 when the unconstrained optimum lies outside the feasible interval.
Thus the mechanism minimizes every supporting weighted objective and is Pareto optimal. [

4.2 Private Benchmarking for Fraud Detection

The previous subchapter studied privacy leakage from timing metadata. This subchapter turns
to a different release interface: benchmark feedback. When a data holder evaluates submitted
algorithms on private graph data and reports performance, the reported score can itself leak infor-
mation about the underlying dataset. We study this problem through fraud detection benchmarks,
where graph structure is central and standard differentially private evaluation tools face severe
utility challenges.

This subchapter is based on joint work with Giulia Fanti, Nihar B. Shah, and Zhiwei Steven
Wau [70].

4.2.1 Motivation

Fraud constitutes a pernicious problem across numerous domains, manifesting as fake product
reviews, fraudulent payments, and the resale of stolen goods, among other harms [32]]. The scale
of fraud losses is driven in part by the difficulty of detecting fraud: today, the problem is primar-
ily handled by automated detectors with high false positive and false negative rates. Although
many organizations dedicate entire teams to fraud detection, other organizations outsource the
development of fraud detection mechanisms to third parties, such as vendors of fraud detection
software and/or third-party researchers [37, (110, [176]]. However, effective outsourcing requires
enterprises to share internal fraud data, which can be challenging due to privacy regulations
(e.g., GDPR) and/or the risk of leaking trade secrets through shared datasets. As a result, the
lack of publicly shareable data has limited research progress on detection of fraudulent behav-
iors in privacy-sensitive domains. For example, in scientific peer review, there is a lack of real
data on reviewer-paper assignments. This limits researchers’ ability to evaluate solutions to the
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Figure 4.8: Comparison of DP benchmarking methods for releasing the best AUC score among
10 fraud detectors with privacy budget of ¢ = 5.0. The horizontal axis captures error due to in-
ductive bias (i.e., the underlying graph model, without DP noise); the vertical axis captures error
including DP noise. More complex synthetic data methods (Topmfilter and AGM) can model the
data without privacy, but suffer from high variance due to DP noise addition, undermining utility.
Subsample-and-aggregate distorts graph structure extensively, even before adding random noise
to outputs. All current methods incur large utility cost on graph data compared to tabular data.
Error bars show the standard error of the mean across 10 simulations of each method.

problem of detecting rings of colluding reviewers [84,|128]], necessitating reliance on laboratory-
generated [88] or semi-synthetic [90] data.

Problem Statement. This subchapter explores a paradigm for outsourcing fraud detection in
which sensitive data remains within an organization’s boundaries. Rather than sharing data exter-
nally, the organization invites third parties to submit fraud detection algorithms, leveraging do-
main knowledge and public data, which are then evaluated and ranked by the data holder. These
third parties may be incentivized through financial or reputational rewards, such as leaderboard-
based competitions [94]. This paradigm has gained traction as a practical solution for enabling
public evaluation on privacy-sensitive data. In recent years, it has been adopted in several high-
profile applications, including fraud detection for Amsterdam’s social welfare system [[127]], bio-
metric identification benchmarking in India [207], and facial recognition evaluation by the U.S.
National Institute of Standards and Technology (NIST) [[153]. We study this setting under two
key constraints that have not been jointly explored before:
1. Private algorithm evaluation: We observe that if the accuracy of a fraud detector is re-

leased directly, it can leak sensitive information about the underlying test data (Section4.2.2)).

We therefore consider methods for evaluating algorithms, and releasing their results, under

a differential privacy (DP) constraint [47]].

2. Graph-structured data: Many prominent fraud domains, such as financial fraud or product
review fraud, have graph-structured datasets. We focus on fraud detection algorithms (and
privacy solutions) that can be applied to graph-structured data.

More precisely, we consider a benchmarking server, which has a private graph GG consisting
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of a set of known fraudulent vertices V; (of size n;) and a set of benign vertices Vj, (of size ny).

The benchmarking server’s goal is to evaluate one or more fraud detection algorithms and
communicate the result back to the algorithm designers. The benchmarking server receives a
fraud detection algorithm .A. The fraud detection algorithm takes as input a vertex v and the
entire graph GG and outputs A(G, v) which is a numerical score where a higher score indicates a
higher likelihood of fraud. For example, the fraud detection algorithm could score a vertex by its
degree. The benchmarking server returns an accuracy statistic for the fraud detection algorithm
on graph (. Concretely, we consider the AUC score, which is defined as:

1

ning

fauc(A,G) =

Z Z WA(G,v) > A(G, v)].

vo€EVo v1E€EVL

The AUC score represents the probability that a randomly chosen fraudulent vertex is scored
higher than a randomly chosen benign vertex. It is a commonly used accuracy statistic for class-
imbalanced binary classification problems like fraud detection [735]].

Challenges and Approach. Existing techniques for differentially private release of statis-
tics cannot be easily applied to graph-structured data (Section [4.2.3). The main challenge is
that benchmarking fraud detection algorithms on graph-structured data relies on high-sensitivity
queries over the graph, meaning that the query result can change significantly if even a single
node’s neighbors are altered in the graph (Definition4.2.3). Making such algorithms DP requires
large amounts of noise, undermining utility.

The goal of this subchapter is to instantiate and benchmark different classes of techniques
for evaluating fraud detection algorithms over graph-structured data under a DP constraint. We
evaluate two approaches for dealing with high-sensitivity queries: (1) Subsample-and-aggregate
partitions the dataset into non-overlapping datasets, then evaluates the fraud detectors over each
partition. The average accuracy over the partitions is low-sensitivity, and can be released with
less noise than without partitioning. (2) Synthetic graph data generates a DP copy of the true
graph; then, fraud detectors are evaluated on this synthetic graph.

Contributions. Our primary contributions are:

1. We formulate the problem of differentially private benchmarking of fraud detectors on pri-
vate graph data. We describe a simple privacy attack on a system that benchmarks
user-submitted algorithms on private data. Our attack applies broadly to benchmark-
ing frameworks that evaluate algorithms on the entire dataset at once rather than per-user
or instance-level evaluation—such as graph data or authentication systems where access
to the full dataset is required for evaluation. In simulations of a deployed facial recog-
nition benchmarking system, we show that this attack is practical—concretely, our
attack achieves near perfect accuracy in identifying whether individuals’ data is present in
a private dataset, with a True Positive Rate of 0.98 at a False Positive Rate of 0.00.

2. We then evaluate the potential of differential privacy as a solution concept for preserving
privacy of graph data used in a benchmarking system. Across methods, we observe a se-
vere trade-off between bias introduced by distorting the graph and noise required to
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compensate for computing high sensitivity statistics on the graph. This result is cap-
tured in Figure which shows the error in privately benchmarking the best AUC score
among a set of 10 fraud detectors. We plot the error of each DP benchmarking method
without noise added (inductive bias) against error after adding noise to ensure differential
privacy. Among synthetic data methods, more complex methods (TopmFilter and AGM)
have lower inductive bias, but much higher noise addition to preserve privacy than the
simpler SBM. Subsample-and-aggregate tends to distort graph structure extensively, even
before adding random noise to outputs, but then has low additional error from the random
noise. All current methods to satisfy DP on graph data incur large utility cost compared to
tabular data.

. To explain these results, we conduct detailed ablations on both subsample-and-aggregate
and synthetic data methods. While these methods introduce inductive bias in different
ways, they exhibit a similar trade-off — the less we bias our graph representation, the
more noise we must add to satisfy DP.

Our code is available at https://github.com/akgoldberg/private_fraud_
benchmarking.

4.2.2 Benchmark Privacy Risks

We start by describing an attack that a malicious actor can use to compromise the privacy of an
individual included in the dataset used for algorithmic benchmarking.

Encoding Private Queries in Benchmark Submissions

Consider a bad actor who wishes to answer a binary query, such as whether an edge exists be-
tween two vertices in the graph. The adversary needs three capabilities. (1) An accurate fraud
detector: for example, a known algorithm from the literature which does better than random
(AUC > 0.5). (2) An inaccurate fraud detector: for example, scoring vertices at random (ex-
pected AUC = 0.5). (3) The ability to identify vertices in G: this depends on what information
the private server gives to the fraud detection algorithm In many cases, G may include exten-
sive metadata per vertex, which makes it easy to identify vertices. Even without metadata, there
are many de-anonymization attacks leveraging only the graph structure (see [91] for a survey),
which enable an adversary to identify vertices.

"For a general binary query, the attacker would need an accurate estimator for that query given the private graph
dataset.
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Algorithm 12 Attacker’s Submission to the Benchmarking Server

Require: Accurate fraud detector A, pair of vertices vy, vs.
Check if an edge exists between v; and vy in private graph G.
if edge (vy, v7) exists then

Run accurate fraud detection algorithm .4 on G.
else

Return a random fraud label for each vertex in G.
end if

The adversary submits a “fraud detector” to the benchmark described in Algorithm [I2] The
adversary identifies the relevant pair of vertices, and runs the accurate fraud detector if an edge
exists between the vertices or an inaccurate fraud detector otherwise. If the adversary observes
a high AUC score, they learn that an edge exists, while if they observe a low AUC score they
learn that the edge does not exist. In effect, the benchmark allows a malicious actor to answer
any binary query on GG by encoding the query as either a high-accuracy or low-accuracy fraud
detector. The privacy attack we describe above applies to a range of benchmarking systems that
evaluate user-submitted algorithms on private data, as demonstrated in the next section.

Attacking a Real-World Benchmark

To demonstrate the practical implications of the attack, we take an existing privacy-sensitive ap-
plication as a case study: the National Institute of Standards and Technology (NIST) Face Recog-
nition Technology Evaluation (FRTE). The FRTE benchmarks algorithms for facial recognition
on sensitive private datasets of face images like mugshots, visa applicants, and border-crossing
photos. The FRTE benchmarks the task of “1:N face identification”. A 1:N face identification
algorithm matches a given “probe image” against a large “gallery dataset” of images, returning
an image in the gallery of the same person. While the dataset consists of face images, not a
graph, the same attack proposed for graph data can be applied to the face recognition benchmark
system.

Specifically, an attacker with access to a reasonably accurate facial recognition algorithm can
exploit the benchmarking system to determine whether one or more specific individuals’ faces
are included in the gallery dataset; for example, suppose that an attacker wants to know if Bob
is in the gallery dataset. The attacker obtains an image of Bob. When the attacker’s submission
searches the gallery dataset for a given probe image, the attacker first uses the accurate facial
recognition algorithm to check if Bob’s image matches any image in the gallery dataset. If yes,
they use the accurate algorithm on the actual probe image (i.e., not Bob). If Bob is not in the
gallery, they use the inaccurate algorithm on the probe image. A high accuracy score on the
benchmark implies Bob’s presence, while a low score indicates his absence

8We have disclosed this vulnerability to NIST, which has implemented steps to reduce its exploitability. More-
over, note that this attack only reveals membership in the dataset—it does not reveal other information about the
individuals in the gallery, such as date of the photo or biographic information.
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Figure 4.9: ROC curve of the privacy attack on NIST’s FRTE benchmark, simulated on the
CelebA dataset.

Attack Effectiveness

To evaluate the practical viability of the attack, we simulate the 1:N face recognition bench-
mark using the publicly available CelebA dataset, which contains faces of over 10,000 celebri-
ties [[133]]. We use an open-source, deep learning-based facial recognition model ArcFace [38]] as
the accurate model. The attacker uses the face recognition model to generate embeddings (tem-
plates) of images and then performs “identification” using cosine similarity between embeddings.
We vary the adversary’s capabilities by reducing the dimension of the embeddings used by the
model from 512 to 64 and 32. Then, true positive and false positive rates of the attack can be
computed by varying the threshold at which the attack concludes that an attack image is present
in the private data. In Figure we show the ROC curve of the attack. Using 512-dimensional
embeddings, the attack achieves a TPR of 0.98 at an FPR of 0.00, successfully identifying 98
out of 100 gallery members while avoiding false matches. Even with 64- or 32-dimensional
embeddings, the attack remains effective, achieving high AUC scores. This result highlights that
the atta(l;]k is feasible even on the FRTE benchmark using simple, open-source facial recognition
models

The FRTE privacy vulnerability demonstrates how publicly releasing algorithmic bench-
marking results can compromise the anonymity of individuals in private datasets. In the re-
mainder of this subchapter, we focus on benchmarks where the private data used for evaluation
is a graph, as graph datasets are common in fraud detection tasks and pose significant technical
challenges.

20Our code and a detailed FRTE benchmark description are available at
https://github.com/akgoldberg/face_recognition_privacy.-attackl
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4.2.3 Problem Formulation

Based on the privacy risk posed by the attack in Section we ask how to protect dataset
privacy for the benchmarking server. We consider three different operating modes for the bench-
marking server: (1) one-shot: the server releases the AUC score for a single submitted fraud
detector, (2) full leaderboard: the server returns the AUC score for a set of submitted fraud de-
tectors, and (3) top-1 release: the server releases the best-performing fraud detector among a set
of submitted algorithms.

Incorporating Differential Privacy

We propose that the fraud benchmarking server satisfy a relaxation of differential privacy (DP)
[477]] that protects benign vertices:
Definition 4.2.1 (Protected differential privacy [101]). Two graphs G, G’ are neighboring if:
1. G and G’ share the same partitions of fraudulent and non-fraudulent vertices V, and V.
2. G can be obtained from G' by rewiring the edges of one benign vertex and/or changing
that vertices’ metadata.
Let  denote the benchmarking server that given a graph and fraud detector outputs an estimate
of the AUC score. The server f satisfies c-protected differential privacy if for any two neighbor-
ing graphs G, G', any fraud detection algorithm A and any possible set of outputs O:

Pr[f(G, A) € O] < e Pr[f(G', A) € O].

The definition of protected DP is identical to the standard definition of differential privacy,
except in how “neighboring” graphs are defined. Specifically, Standard DP allows G and G’
to differ in the data of any vertex in the graph, not just a benign vertex. Protected DP is a
relaxation of standard DP in that any graphs that are neighbors per the definition of protected DP
are also neighbors under standard DP. Any mechanism that satisfies standard DP also satisfies
protected DP. We will drop “protected” and refer to protected differential privacy as DP for
brevity throughout.

We primarily adopt this relaxed notion of privacy to improve utility. In many real-world
graphs, the rate of fraud is low. Hence, requiring that the released accuracy statistic does not
change much if we change the connections of these fraudulent vertices makes it difficult to re-
lease high-fidelity benchmarks. Still, we believe this relaxation is useful. In fraud detection, it
is natural to hold different privacy expectations for fraudulent participants (many of which may
even be fake [89]) compared to legitimate ones. For example, in online review platforms or so-
cial networks, fraudsters can correspond to non-human bots who do not have the same privacy
status as humans. Second, in domains where ground truth for fraud does not currently exist, a
common approach is to inject simulated fraudulent vertices into a real graph of benign vertices
[89]. As these fraudulent vertices are simulated, they do not require privacy protection. Finally,
we note that the benchmarking server can still provide baseline protections for fraudulent ver-
tices, like not exposing personally identifiable information (PII), while guaranteeing stronger DP
protection for benign vertices.

In the definition of neighboring graphs, we adopt the strong notion of node differential pri-
vacy, which protects all of the edges of any single benign vertex. Many prior works employ a
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weaker notion of edge differential privacy (28,92, 97, 155]], which defines neighboring graphs as
graphs that differ in a single edge. Node-DP gives a much stronger guarantee. In particular, the
unit of participation in the dataset is at the vertex-level (i.e., whether an Amazon user’s reviews
are included in the dataset or not) and node-DP promises that the inclusion of a given individual
in the dataset does not reveal much information about them. We note that protected DP inherits
the composition property of standard DP:
Theorem 4.2.2 (Composition [47]). For any two fraud detectors A, and A,, if releasing f( A, G)
satisfies e1-protected DP and releasing f(Ay, G) satisfies eo-protected DP, then releasing both
results on graph G, (f (A1, G), f(As, G)) satisfies (€1 + €2)-DP.

This property is helpful in moving from one-shot release of fraud detectors to releasing a
leaderboard of many fraud detectors.

Challenges of Graph Data

Even evaluating a single fraud detector on graph data proves challenging under DP constraints.
To understand why, let us compare our setting to evaluating a fraud detector on tabular data.
Evaluating a single fraud detector can be seen as a problem of releasing a (noisy) query result. A
simple mechanism that solves the query release problem adds random noise with variance scaled
to the “sensitivity” of this query, which is defined as follows.
Definition 4.2.3 (Global Sensitivity). For a query f : X — R, define its global sensitivity
!/
Ap= max f(G) = £

as the worst-case change in f across any two neighboring graphs.

Then, a canonical mechanism, termed the Laplace Mechanism, scales noise to the global
sensitivity:
Definition 4.2.4 (Laplace Mechanism [47]). On any input GG the Laplace Mechanism with pri-
vacy parameter ¢ releases

f(G) = f(G) + Laplace(Ay/e).
The Laplace Mechanism satisfies e-DP.

In the tabular setting, model evaluation is a low sensitivity query and therefore can be released
by directly applying the Laplace mechanism. Consider a simple case where fraud detector A is
a fitted logistic regression model (the weights of the model are fixed). Changing any row of a
tabular dataset only changes the features of that row and hence changes at most a single fraud
prediction score. Therefore, when evaluating the fixed model on tabular data, the AUC score can
only change by nio The Laplace mechanism can then release the true AUC score of the fraud

detector plus Laplace noise with variance ﬁ

In contrast, consider evaluating the logistic regression model on a graph where features of
each vertex include graph statistics like the degree of each vertex. Because features of each
vertex depend on other vertices, changing any one vertex can change features of all other vertices
in the graph. In the worst-case, changing a vertex changes fraud prediction scores for all other
vertices in the graph, so the AUC score has a large global sensitivity of 1. As this is the largest
possible value AUC can take, the Laplace mechanism must add so much noise that the entire

signal is lost.
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This subchapter focuses on addressing the high sensitivity of model evaluation on graph
data. In cases where queries of a dataset have large worst-case sensitivity there are three classes
of solutions in the DP literature:

1. (Subsample-and-aggregate) Force low sensitivity of the AUC score by applying “subsample-

and-aggregate.” Partition the vertices of the graph into k£ equally sized subsets, compute
AUC score on each partition and then, directly release the average AUC score across par-
titions plus noise.

2. (Synthetic data) Generate DP synthetic data that captures some structure of the private
graph and run fraud benchmarking on this private graph data.

3. (Calibrate noise to “local sensitivity.”) Estimate (an upper bound) on how sensitive fayc is
on the specific graph and fraud detection algorithm .4 and calibrate noise to this sensitivity,
which may be much lower than the worst case global sensitivity. This approach includes
mechanisms like Propose-Test-Release, Smooth Sensitivity, and the Inverse Sensitivity
Mechanism [48,[157] as well as recent work on privatizing black-box scripts run on private
data [[106]).

We give instantiations of subsample-and-aggregate and synthetic data generation algorithms
tailored to the benchmarking server setting and run extensive empirical evaluations to understand
opportunities and shortcomings. We do not evaluate local sensitivity based methods, because
these approaches are computationally infeasible in our setting as they would require enumerat-
ing every possible neighboring graph and evaluating fraud detectors on these graphs to estimate a
bound on local sensitivity. The rest of the subchapter gives background on private model evalua-
tion and arbitrary-code execution under DP constraints, instantiates the subsample-and-aggregate
framework, describes the synthetic graph methods used as baselines, and then evaluates these
methods empirically.

4.2.4 Background

To our knowledge, this work is the first to consider the problem of model evaluation on graph
data under differential privacy constraints. The closest background comes from private model
evaluation for tabular data, private model selection, arbitrary-query systems, and differentially
private graph analysis. One line of work (starting with [175]) proposes a framework of “verifica-
tion servers” wherein analysts fit a model of data (e.g., a linear regression model) on a synthetic
dataset and then employ a “verification server” which holds non-synthetic data to perform qual-
ity checks that their model is useful like goodness-of-fit tests. In subsequent work, they show
how to design such a verification server for the special case of assessing quality of fit of a linear
regression model [237] and build a prototype for data on US government employees [11]. This
work validates the usefulness of a “synthetic data plus verification server” model for allowing
public use of private datasets. However, these works focus on tabular data rather than graph data,
which poses specific challenges as we detail in Section {.2.3]

A recent line of work in DP machine learning (starting with [130] and extended in [31, [166l)),
looks at a closely related problem of model selection under differential privacy constraints. This
work assumes the ability to train and evaluate a single model with e-DP, which is reasonable
for the tabular-data setting where algorithms like DP-SGD are effective at model training and
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the Laplace mechanism (or Gaussian mechanism) solves model evaluation. These works focus
on choosing the (nearly) optimal model in minimizing loss among a large set of models without
paying for privacy loss that grows with the number of models. Here, we observe that on graphs,
even ignoring model training, the seemingly straightforward step of one-shot model evaluation is
difficult under differential privacy constraints. The methods for private selection could be applied
in conjunction with our proposals for one-shot DP release.

A number of works have considered the problem of running arbitrary queries on private data.
Subsample-and-aggregate, first proposed in [[157], is one popular method for reducing the sensi-
tivity of a query. A practical instance of this framework was implemented in GUPT [147]], which
allows researchers to run arbitrary scripts on private data using subsample-and-aggregate. That
paper shows that their system can enable researchers to fit models like k-means clustering and
logistic regression on a (tabular) dataset of chemical compounds and achieve utility close to non-
private for privacy budgets as small as ¢ = 2. More recently, subsample-and-aggregate has been
applied in the context of training machine learning models [167] via the “PATE” framework.
PATE trains a “teacher” model on each partition of data, then labels an unlabeled public dataset
using an aggregation of predictions from each teacher model, and finally trains a model on this
dataset. This subchapter focuses on model evaluation rather than training, as the model evalua-
tion task is already challenging in the graph setting. We observe a number of distinct difficulties
in applying subsample-and-aggregate to benchmarking fraud detectors on graphs. First, subsam-
pling a graph often introduces significant bias to the estimates of graph statistics on each subset,
which changes assessments of the best choice of the number of partitions to use. Second, in fraud
detection problems there are often very small numbers of fraudsters. Hence, subsampling these
fraudsters can lead to very few per partition and poor utility. We propose upsampling fraudulent
entities satisfying a relaxed notion of privacy to address this issue. We then perform extensive
empirical evaluation to understand how the subsample-and-aggregate framework compares to
synthetic data generation algorithms for this problem.

A recent work [[106] also considers the problem of running arbitrary code on a private dataset
and gives a new mechanism called TAHOE that finds a subset of the data on which the script
is “stable.” They compare against subsample-and-aggregate on simple queries like producing
a histogram of the data and find their method is competitive in accuracy. However, TAHOE is
computationally expensive and can only be run efficiently when the dataset can be expressed as
a histogram of finitely many values, which is inapplicable to graph data.

There is a long and rich line of work in differentially private analysis of graph data. We
discuss the literature on generating synthetic graphs in more detail in Section [4.2.6] where we
detail our choice of synthetic graph algorithms to benchmark. These synthetic graph algorithms
require estimating statistics of the graph (like degree distribution or number of triangles) under
node differential privacy. This introduces new challenges as the prior works on synthetic data
generation use the weaker notion of edge-DP to estimate statistics. We generically transform
edge-DP estimation into reasonably accurate node-DP estimation using the idea of smoothly
projecting a graph to the space of limited-degree graphs from [18,100]. There may be additional
improvements in applying existing synthetic data generation methods under the node-DP privacy
regime by applying more tailored estimation procedures for specific graph statistics.
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4.2.5 Private Evaluation by Subsample-and-Aggregate

The first approach we consider in privatizing fraud benchmarking is the subsample-and-aggregate
framework [157]. Recall from Section that a key challenge of releasing a DP estimate of
the AUC score of a fraud detector on a graph is that this query has global sensitivity of 1, equal
to the range of the AUC score. Subsample-and-aggregate forces low sensitivity of the query by
partitioning the dataset into k& disjoint sets and estimating AUC on each partition.

Our algorithm follows the template described above for benign vertices, that is, we partition
the benign vertices into k disjoint sets of equal size. However, in fraud graphs, there are often
very few fraudulent vertices. For example, in the Elliptic Bitcoin financial fraud dataset [2235]]
there are only 11 fraudsters out of over 6,000 vertices. Partitioning these fraud vertices into
a reasonable number of partitions to achieve low sensitivity (say £ > 5) would destroy any
structure of the sub-graph of fraud vertices.

We therefore modify typical subsample-and-aggregate for the fraudulent vertices by allowing
duplication of fraudsters across partitions. For each partition, we sample a subset of fraudulent
vertices, where the rate of sub-sampling is controlled by a parameter p. We term this instance
of subsample-and-aggregate as Partition, Duplicate, and Aggregate (PDA), described in Algo-
rithm [I3] Note that taking p = 1 results in duplicating all fraud vertices in each partition, while
taking p = % is similar to typical subsample-and-aggregate, but with the difference that fraudu-
lent vertices may be sampled into multiple partitions.

Algorithm 13 Partition, Duplicate, and Aggregate

Parameters: privacy parameter £ > 0, number of partitions k, fraud sub-sampling rate p.
Input: fraud detector A, accuracy statistic f with global sensitivity A, fraud vertices V,
benign vertices Vj, graph G on vertex set 1 U V.
Randomly partition benign vertices V; into k equally sized sets Vo(l) Yy Vo(k).
for i € [k] do
Sample V") uniformly from all subsets of V; of size p - Vi)
Let GG; be the subgraph of GG induced by Vo(i) U Vl(i).
end for
Sample Z ~ Laplace(A/(ke)).
Release Z + 1 30 | f(A G)).

It is straightforward to prove that Algorithm [13|guarantees differential privacy:

Proposition 4.2.5. For any choice of sub-sampling rate p € (0, 1), number of partitions k > 1
and privacy parameter € > 0, Algorithm|l3| guarantees e-Protected Differential Privacy (Defi-
nition 4.2 1)).

The proof follows from a standard proof of privacy for subsample-and-aggregate: changing
the data of any benign vertex impacts at most 1 of the & partitions between any two neighboring
graphs, and the accuracy score on this partition can change by at most 1 since f has global
sensitivity (Definition of 1. Hence, the mean across partitions has global sensitivity of %
and privacy follows from the Laplace mechanism (Definition[4.2.4). We note that in practice, the
subsample-and-aggregate framework does not introduce substantial computational overhead.
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We further develop intuition around the error of partition, duplicate, and aggregate as a func-
tion of number of partitions and subsample-rate via a simple example in Supplemental Material.

Runtime

We observe in experiments that subsample-and-aggregate often significantly speeds up evalua-
tion of fraud detectors. The reason is that Algorithm [I3|requires running the same fraud detector
on k partitions of the dataset, each of size roughly % the original number of vertices in the dataset
(in fact, slightly larger due to duplication of fraud vertices). In many cases, the runtime of a
fraud detector actually decreases by a factor of more than % per partition. This can happen for
two reasons. First, many graph algorithms are polynomial in the number of vertices in the graph
(for example, an algorithm that cubes the adjacency matrix to compute number of triangles per
vertex). Hence, the partitioning gives a polynomial % improvement in total computational cost.
Second, partitioning can only decrease the total number of edges across all partitions since no
edge can be duplicated in multiple partitions. Therefore, any algorithm with runtime dependent
on number of edges is faster when run on all the partitioned graphs rather than the original graph.
In addition, Algorithm[I3|can be parallelized by running the fraud detector on each partition sep-
arately, which may make it easier for the benchmarking server to efficiently execute submitted
fraud detectors in practice.

Running Multiple Private Benchmarks

Algorithm[I3|provides a method for one-shot release of the AUC score of a single fraud detector.
In order to apply it to full leaderboard release, we can invoke composition (Theorem [{.2.2))
and subdivide the privacy budget among many fraud detectors. For example, if we have 10
algorithms to benchmark, we run each with privacy budget of £/10 per fraud detector. As it is
harder to provide good utility for smaller e, we expect our accuracy of estimation to degrade in
the number of detectors benchmarked.

In many real-world settings it is useful to release only the best or the top-m fraud detectors,
for example when running a competition. In the case of top-1 release, we can use the Report
Noisy Arg Max mechanism [51]. This mechanism adds Laplace noise to any (finite) number of
queries as per the Laplace mechanism, but then only releases the name of the query with the
largest (noisy) value. Rather than paying composition cost that grows in the number of queries,
this procedure is e-DP. In our case, then, we can apply Algorithm [[3]to arbitrarily many fraud
detectors and then at the end only publicly release the name of the detector with the highest
noisy AUC score. This guarantees e-DP when each run of Algorithm [I3]is run using privacy
parameter . While we do not experiment with releasing the top-m fraud detectors, recent work
[171] shows that releasing the top-m fraud detectors ranked by noisy AUC (among a larger set
of fraud detectors) only incurs total privacy loss of me.

4.2.6 Private Evaluation by Synthetic Data Generation

In this section, we describe our choice of synthetic graph data generation algorithms to bench-
mark; the surveys [82, [122] provide a useful overview of such algorithms. Many methods do
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not handle labeled vertices. Such methods cannot be applied to our problem, as synthetic data
for fraud detection benchmarking needs to differentiate between fraudulent and benign vertices.
Additionally, most existing work focuses on satisfying the weaker notion of edge-level DP, while
we wish to satisfy node-level DP. Therefore, we focus on the following 3 methods that all handle
labelled vertices and are amenable to transformation into a node-level DP algorithm:

1. Stochastic block model (SBM): Estimate a stochastic block model with two communities
(fraud and non-fraud) and sample a graph based on the SBM parameters. For a fixed
number of benign and fraud vertices, the stochastic block model has three parameters
D1, Do, Po1- Each edge in the graph is sampled independently at random with probability p;
if both of its endpoints are fraudulent, p, if both are benign, and py; if one is fraudulent
and the other is benign.

2. Attributed social graph (ASG): [92]: Estimate the connection probabilities with and be-
tween fraud and non-fraud vertices (as in the SBM), but additionally estimate number of
triangles in the graph and the degree sequence of the graph. Then, sample a graph that
matches these noisy statistics. We run two versions of this method, with and without the
triangle statistic.

3. Top-m-filter [153]]: Directly perturb the adjacency matrix of the graph. In particular, flip
each edge in the graph and then perform a filtering step to remove edges to match a noisy
estimate of total number of edges.

In general, synthetic data methods first compute graph statistics under differential privacy,
which provide a succinct representation of the graph, and then generate the synthetic graph based
on these (noisy) statistics. More expressive graph models may better represent the graph struc-
ture, but tend to require the estimation of noisier sufficient statistics due to differential privacy.
We choose methods that lie along this spectrum of model complexity. On one end, the SBM
represents a simple model of the graph, with statistics that can be accurately estimated under dif-
ferentially private. On the other end, Top-m-filter attempts to release the full adjacency matrix,
which requires large relative noise addition to each entry to guarantee privacy, but best represents
the graph structure if privacy were not a concern.

We briefly discuss other popular synthetic graph models considered in the literature. One
approach uses exponential random graph models (ERGMs) to model vertex-labelled graph data
[98, [129]. These methods are difficult to scale to graphs of more than a few hundred vertices,
and prior empirical evaluations are limited to graphs of this size. Hence, they are not applicable
to the types of fraud graphs we consider which are larger by an order of magnitude. Recent work
[236,1239] has considered using Graph Neural Networks (GNNs) to generate synthetic graph data
from graph statistics. They find that directly using DP-SGD (stochastic gradient descent) to train
the GNN leads to poor utility. However, it is possible to obtain useful synthetic data by computing
vectors of vertex-level graph statistics (like histograms of triangles and 2-paths) under edge-level
DP. Estimating these sub-graph histogram statistics under node-level DP requires much larger
noise addition. For instance, even assuming that a graph has no vertices of degree greater than
T, the triangle histogram has sensitivity of greater than 72, while we would expect most vertices
to participate in far fewer than 7' triangles. Because node-level DP would require much more
noise than the experiments in those papers, which add noise scaled to %, we do not focus on these
methods here. Finally, some methods incorporate a community detection step [28, 238 that first
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clusters vertices of the graph and then estimates connection probability parameters between these
clusters to incorporate into the graph generative model. It is unclear how to make this clustering
step satisfy node-level DP with reasonable utility.

Guaranteeing Node-Level Differential Privacy. The algorithms we consider were designed
to provide edge-level differential privacy. In privately computing sufficient statistics of the graph,
these algorithms add Laplace noise proportional to the worst-case sensitivity of a statistic to the
change of a single edge in a graph. In order to guarantee node-level privacy in this noise addition
step, we use the idea of projecting the graph to the space of graphs with bounded maximum
degree from [18, [100] and then adding noise proportional to this “restricted sensitivity.” For a
given graph G, choice of truncation threshold 7', and graph statistic g, the full workflow is:

1. (Naive truncation). Truncate graph G by removing all vertices with degree above D.
2. Estimate the “smooth sensitivity” .S of the naive truncation operation per [100]@]

3. Add Laplace noise with scale proportional to S - RS7(g) where RSy (g) represents the
“restricted sensitivity” of g on graphs of max degree D, that is the maximum change in ¢
between any two node-adjacent graphs of max degree 7'.

We summarize the framework for node-private synthetic data release in Algorithm Since
the max degree and average degree of the fraud graphs used (see Table tends to be much
smaller than the number of vertices in the graph, the restricted sensitivity tends to be much lower
than the global sensitivity. For example, the global sensitivity of the number of edges in the
graph is ng — 1, while the restricted sensitivity at threshold 7" is only 7". We test synthetic data
generation algorithms for a variety of choices of threshold.

Note that using this method with Laplace noise actually guarantees the relaxation of (e, d)-
differential privacy due to the use of “smooth sensitivity” [157]. We fix § to 10~® for all ex-
periments on synthetic data methods. Additionally, to provide a fair comparison against our
subsample-and-aggregate method which relaxes privacy for fraudulent vertices, we compute
statistics that rely only on the fraudulent nodes without noise.

Algorithm 14 Framework for Node-Private Synthetic Data Release

Parameters: privacy parameters € > 0,0 € (0, 1), degree threshold T

Input: fraud vertices V7, benign vertices V{, graph G on vertex set 1, UV}, vector of sufficient
statistics g(G) with restricted sensitivity Ar.

Remove all benign vertices from G with degree greater than 7T'.

Compute the [-smooth sensitivity Sgum(G,T) of the truncation operation, where § =
2e

" log(1/26) "
Sample Z ~ Laplace(25L., (G, T) - Ay /e).
Release noisy statistics §(G) = g(G) + Z.

Sample synthetic graph G based on 9(@Q).

From [100], Proposition 6.1 we can compute the smooth sensitivity Sfmm(G, T') of the truncation operation
as follows. Let N;(G,T) denote the number of benign vertices with degree in range [T' — ¢,7 + ¢ + 1] and

Ci(G,T) =1+t + N,(G,T). Then, SJ.,...(G,T) = max,>o e P'C,(G, T).

trunc
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4.2.7 Benchmarking Experimental Setup

In the following section, we describe our datasets, fraud detectors, and metrics used in empirical
evaluations.

Datasets

Yelp Amazon Peer Review Elliptic

Vertices 11,473 11,944 2,483 6,621
Edge Density (%)  0.41 6.17 0.77 0.04
Num Fraud 1,657 821 22 11
Max Degree 236 6,991 255 47
Mean Degree 47.45  736.50 19.12 2.51

Table 4.2: Graph test datasets

We test methods for fraud benchmarking on 4 datasets representing a variety of domains and
graph structures. All graphs are undirected unipartite graphs. In Yelp [43]] and Amazon [43] each
vertex represents a reviewer with edges denoting common reviews on the products/restaurants
and fraudulent reviewers represent spammers and low-rated reviewers respectively. Peer Review
consists of paper reviewers at a computer science conference with edges denoting mutual bids
on each other’s papers [232]. Following [89] we inject a clique of 22 fraudulent reviewers with
edge density of 0.8 among these reviewers into the graph, which corresponds to the smallest
injected clique that was possible to detect in prior work. Finally, in Elliptic [2235]] each vertex
in the graph represents a transaction from the Bitcoin blockchain, an edge represents a flow of
Bitcoins between one transaction and the other, and fraudulent nodes are illicit transactions. We
take a single time-step from the entire Elliptic graph (summary statistics in Table 4.2).

We run analyses of subsample-and-aggregate and synthetic data algorithms on validation
datasets to understand settings of hyperparameters before comparing these methods against each
other. We use four validation datasets. For Yelp, we use a random split of the vertices with 11k
vertices in the test set and 11k in the validation set. For Elliptic, we use different disjoint time
periods for validation and test. For Amazon and Peer Review, there are not standard train-test
splits used in past work. We therefore use the entire graph for evaluation, and generate validation
graphs to set hyperparameters by estimating parameters of a stochastic block model (SBM) and
sampling from this model.

Fraud Detectors

We evaluate 10 simple fraud detectors that do not require learning, and 3 detectors that learn on
a subset of the benchmark data. Specifically we evaluate the following fraud detectors:
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* (Negative) Degree [87]: rank by the degree of each vertex.

* (Negative) Clustering Coefficient: rank by the clustering coefficient of each vertex, in-
spired by [3].

* SVD Error [§7)]: take the singular value decomposition of the adjacency matrix to obtain
a low rank approximation (for specified rank 7). Then, rank each vertex by reconstruction
error (aggregating over edges by taking either the sum or the max over edges). We use
r = 10 for the sum and r = 50 for the max, chosen to maximize average AUC across all
datasets in a grid search.

* Community Detection: run Leiden community detection [202] to place cluster vertices in
a cluster and rank by cluster size (with larger clusters less likely to be fraudulent).

* Aggregations: take weighted averages of the (normalized) scores or maximum scores ob-
tained from subsets of the prior methods.

* GraphSAGE (SAGE) [78]]: learns a function that aggregates embeddings from neighboring
nodes to learn a node embedding for each vertex and uses these embeddings to predict
fraud labels.

* Graph Convolutional Network (GCN) [103)]: learns node representations by applying a
layer-wise convolutional operation that aggregates and normalizes features from immedi-
ate neighbors.

* Graph Attention Network (GAT) [215]]: employs attention mechanisms to weight the in-
fluence of neighboring nodes during aggregation.

The last three detectors involve a learning component; we trained each GNN on a random
80% of vertices and then assessed AUC score on the held-out 20%. These algorithms give a
wide range of AUC scores on each dataset. For example, on Yelp, GCN performs the best with
an AUC score of 0.73 and SVD Error (Sum) performs poorly with an AUC score of 0.34. In
contrast, on Peer Review, SVD Error (Sum) performs the best with an AUC score of 0.88, while
Neg Degree has very bad performance with AUC of 0.12.

Measuring Utility

We consider three metrics to compare utility across methods. Each metric corresponds to one of
the release modes for the benchmarking server: one-shot, full leaderboard and top-1 release. Let
{A;}7, denote a set of m fraud detectors to benchmark on graph G, fauc(.A;, G) denote the true
AUC score for fraud detector 7 on G and fAUC (A;, G) denote the noisy DP estimate of the AUC
score. For the one-shot release, where we wish to release AUC for a single fraud detector, we
calculate L1 error: | fauc(Ai, G) — fauc(As, G)|.

When evaluating top-1 release of the best fraud detector among a set of fraud detectors we
measure utility by the distance between the true AUC of the true best fraud detector (computed
without any privacy) and the true AUC of the released best fraud detector. That is, we define
top-1 error as:

fave(Aiop, G) — fave(Asop, G) where top = o~ (1), top’ = 5 (1).
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For the full leaderboard setting we use the weighted Kendall-Tau distance between rankings [[112]].
We discuss this metric and provide results in this setting in Supplemental Material.

In addition to using the AUC score as an accuracy metric, we evaluate the F1 score of fraud
detectors, another popular measure of fraud detector accuracy. We find similar results to that of
AUC score, but F1 score tends to be even more difficult to release accurately. These additional
results are included in Supplemental Material.

4.2.8 Empirical Comparison of Private Benchmarking Methods

In this section we provide results of our comparison of Subsample-and-Aggregate and Synthetic
Graph Generation (#.2.8), and experiments to understand trade-offs between distorting graph
structure and adding noise to preserve privacy for Subsample-and-Aggregate (4.2.8) and Syn-
thetic Graph Generation (4.2.8)).

Comparison of Algorithms

We benchmark subsample-and-aggregate against synthetic data algorithms for the concrete task
of releasing the best fraud detectors among a set of fraud detectors. We choose parameters of
subsample-and-aggregate (number of partitions and sub-sampling rate) based on the best param-
eters for each dataset in releasing a ranking of all fraud detectors on the validation dataset. This
follows prior work [[147], which assumes access to public datasets from which one could estimate
subsample-and-aggregate hyperparameters.

In Figure §.8] we show results of the DP benchmarking methods for top-1 release. We de-
compose the error into inductive bias from how a method distorts graph structure, and error from
the addition of privacy-preserving random noise. To visualize this, we plot each method without
privacy-preserving noise on the x-axis and with noise needed to preserve privacy on the y-axis.
Specifically, for Non-Private subsample-and-aggregate we only apply the graph partitioning and
do not add Laplace noise to the AUC score. For non-private synthetic data methods we com-
pute sufficient statistics for each method without any noise addition and then generate a graph
using those sufficient statistics. Among synthetic data methods, Topmfilter has no error with-
out privacy as it releases the full adjacency matrix, while SBM and AGM introduce error even
without privacy. However, after adding noise needed for privacy, SBM performs the best among
synthetic data methods. Perhaps surprisingly, this is true even for GNN-based fraud detectors as
shown in Figure 4.12] Subsample-and-aggregate distorts graph structure extensively, even with
only 5 partitions, resulting in high error without privacy. Additional results are provided in the
supplemental material.

Subsample-and-Aggregate

In experiments on four validation datasets, we seek to understand how the parameters of the
algorithm—number of partitions %k and rate of sub-sampling fraud in each partition p—impact
the bias, variance from Laplace noise addition and overall distortion of fraud detector rankings.
On each dataset we run Algorithm (13| for 10 trials for each choice of parameters %, p and e.
We show per-dataset results on the Yelp and Elliptic validation datasets in this section. Additional
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Figure 4.10: Bias to the AUC score introduced by subsample-and-aggregate for each fraud detec-
tor varying the fraud subsample rate (p) while fixing number of partitions k£ = 20. Subsample-
and-aggregate introduces extensive bias to all fraud detectors, with the sign and magnitude of the
bias varying widely across fraud detectors.

results are provided in the supplemental material.

In general, we find that partitioning the graph into random sub-graphs introduces significant
bias to estimates of graph statistics. The sign and magnitude of this bias can differ widely across
fraud detectors. In Figure [4.10, we show bias per fraud detector fixing the number of partitions
at k = 20 and varying the fraud sub-sampling rate. We find that it is not always possible to
achieve zero bias for a given fraud detector for a given number of partitions £ = 20. For in-
stance, the clustering coefficient detector has negative bias on the Yelp dataset at all values of
p. This makes sense as removing benign vertices from the graph may change the distribution of
fraud detection scores for benign vertices such that it is not possible to recover a similar distribu-
tion at any rate of sub-sampling fraudulent vertices. We additionally find, as expected, that the
magnitude of bias increases with the number of partitions (k) although the sign of the bias differs
across fraud detectors, with additional plots provided in the supplemental material. These results
explain the poor performance of subsample-and-aggregate in Figure 4.8 as subsampling tends
to distort graph structure extensively, biasing different fraud detectors in different ways thereby
undermining the utility of the ranking of fraud detectors.

Synthetic Graph Generation

In our experiments we aim to isolate error introduced due to choice of graph model and noisy
estimation of sufficient statistics. For each synthetic data generation algorithm, we generate 10
synthetic data sets. For each synthetic graph method, we subdivide the privacy budget evenly
between the different parameters to estimate. We note that it may be possible to better distribute
privacy budget between different statistics, which is an interesting area for future investigation.
We test degree truncation thresholds as a function of the max degree of each graph, so 1.0 is a
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‘ # Edges ‘ Degree Sequence ‘ # Triangles ‘ Adjacency Matrix

Yelp 0.01 1.26 0.99 1.93
Elliptic 17.61 20.94 117.11
Amazon (SBM) 0.01 0.47 0.84 1.94
Peer Review (SBM) 0.21 1.34 22.69 1.95

True adjacency matrix

Perturbed adjacency matrix
50 edges

1.84 x 50 = 92 edges flipped

Figure 4.11: Normalized mean absolute error (MAE) introduced to each of the synthetic graph
sufficient statistics. We fix ¢ = 5.0 and the degree cutoff to 1x the graph’s max degree. It is
possible to estimate SBM parameters accurately, while other parameters have large noise addi-
tion. We give an example of what relative error of 1.84 means for the adjacency matrix on the
right, where an adjacency matrix with 50 edges has 92 edges flipped: 42 removed (yellow) and
50 added (blue.)
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Figure 4.12: Error in AUC score for GNN-based fraud detectors on Yelp data using synthetic
graphs with ¢ = 5.0.

threshold exactly equal to the maximum degree benign vertex in a graph while 0.5 removes all
nodes with degree > 0.5 times the max degree. In this section, we report results with threshold
of 1 and give additional results for 0.5 in Supplemental Material.

We find that outside of the SBM, it is necessary to introduce large distortion to the sufficient
statistics of each graph model in order to preserve privacy, as shown in Figure We show
the proportional change in each noisy sufficient statistic compared to its true value, taking the
mean over a vector-valued statistic. On Yelp, Amazon, and Peer Review it is possible to estimate
the edge count for the SBM with high accuracy at ¢ = 5.0, perturbing the edge count by 1%
of the total number on Yelp and Amazon. Elliptic is an extremely sparse graph (0.04%), so we
introduce much larger relative error. For degree sequence and number of triangles, the amount
of error is one to two orders of magnitude larger, with error generally at least 50% of the value of
the original statistic. Unsurprisingly, the adjacency matrix cannot be accurately estimated under
node-DP via direct noise addition. We highlight the amount of noise addition needed to preserve
privacy in a simple example of relative error of 1.84 on a 15x15 adjacency matrix, shown in
Figure Even after aggressively truncating high-degree nodes, the addition of DP noise
results in flipping the same number of edges as were originally in the adjacency matrix. This
large distortion of sufficient statistics explains the poor accuracy of AGM and TopMfilter.
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4.2.9 Discussion

This subchapter defined the problem of privately benchmarking fraud detectors on graph-structured
data. The experiments benchmarked two popular frameworks from the DP literature, subsample-
and-aggregate and synthetic data generation, and characterized a common tradeoff: both methods
must balance error from distorting graph structure against error from privacy-preserving noise ad-
dition. The results show that this tradeoff is especially severe on graph data, where the statistics
needed for fraud detection can be highly sensitive and where small groups of fraudulent vertices
can be lost under naive subsampling.

Several design questions follow from these findings. First, the choice of method and hyper-
parameters, such as the number of partitions in subsample-and-aggregate, can have a large effect
on utility. A practical benchmarking server therefore needs private procedures for model and hy-
perparameter selection, not only private procedures for releasing a fixed score. Second, existing
DP synthetic graph algorithms are not tailored to fraud detection. The experiments show that
they can introduce substantial bias even before adding privacy noise, suggesting that they do not
capture the graph structures most relevant for fraudulent behavior. Third, synthetic graph gen-
eration may be more effective if it models graph metadata rather than graph structure directly.
Metadata is attributable to individual vertices and can therefore be modeled more like tabular
data, while connectivity between groups of vertices could be estimated through lower-sensitivity
edge counts between feature clusters, as in a stochastic block model.

Taken together, these results highlight privacy vulnerabilities in benchmarking fraud detec-
tors on private data and explain why utility is difficult to preserve on graph-structured bench-
marks. This subchapter closes the privacy part of the thesis by showing that privacy-preserving
data release is not a single technical problem: timing metadata, benchmark scores, graph struc-
ture, and the operational purpose of a release each create different constraints on what a useful
privacy mechanism must do.
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4.2.10 Deferred Proofs

This section records the main privacy proofs used in the private fraud benchmarking subchapter.

Composition for Protected Differential Privacy

Proof of Theorem[d.2.2] Let G and G’ be protected-neighboring graphs that differ only in the
protected data of one benign vertex. For each fraud detector .4;, the theorem assumes that re-
leasing f(A;, G) is g;-protected differentially private. Therefore, for every measurable set .S; of

possible outputs,
Pr[f(AZ,G) € Sl] S e Pl"[f(AZ, G/) € Sz]

For a joint output event .S over the vector of released scores, expand the probability by condi-
tioning sequentially on the previous released scores. At step ¢, the conditional release is still an
g;-protected DP computation on the same neighboring graphs, even when the submitted detector
or later computation is chosen adaptively from previous outputs. Multiplying the likelihood-ratio
bounds overi = 1,...,m gives

Pr[(f(A1,G), ..., f(An G)) € S] < =% Pr[(f(A,G), ..., f(An, G)) € S].

Thus the vector release is (), €;)-protected differentially private. O

Privacy of Partition, Duplicate, and Aggregate

Proof of Proposition following Algorithm Consider neighboring graphs that differ in the pro-
tected data of one benign vertex. Algorithm[I3|randomly partitions benign vertices into k disjoint
groups, while fraudulent vertices are sampled separately into each partition. The changed benign
vertex can affect at most one partition. Since the accuracy score has global sensitivity at most 1
on a single partition, changing that vertex can change the average

1 k
i=1

by at most 1/k.

The final release adds Laplace noise with scale calibrated to this sensitivity, namely A/(ke)
when the per-partition score has sensitivity A. By the Laplace mechanism, the released aggregate
score is e-protected differentially private. The duplicate-and-subsample step for fraudulent ver-
tices does not weaken the guarantee because protected neighboring only varies benign vertices;
fraudulent vertices are not protected by the privacy definition used in this benchmark. [
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Chapter 5

Conclusions

This thesis studied how to make better decisions from distributed human evaluations. Many
institutions must rely on aggregated human judgments even though these judgments can be noisy,
biased, and hard to validate. We developed three complementary responses. First, measure
where auxiliary evaluation signals fail or help. Second, design decision rules that explicitly
reflect uncertainty and instability in those review signals. Third, release evaluation data through
mechanisms that account for the concrete privacy risks created by the release.

The experimental chapter showed that secondary evaluation signals in peer review can be use-
ful but should be interpreted carefully. Evaluations of review quality are not clean measurements
of true review quality. They are affected by review length, author outcomes, disagreement, mis-
calibration, and subjectivity. This matters because review-quality evaluations are increasingly
tempting as inputs to incentives and policy evaluation. If these scores are used without correc-
tion, they can reward superficial signals or reproduce biases from the original review process.
The LLLM Checklist Assistant study showed a more constructive possibility: an automated tool
can help authors identify issues before review.

The randomized selection chapter developed decision rules for settings where imperfect eval-
uations are nevertheless the basis for consequential choices. MERIT formalized one reason to
randomize: when quality estimates are interval-valued and the decision maker does not trust a
full probabilistic model, randomization can be the solution to a robust optimization problem.
Smooth lotteries formalized a second reason: when hard thresholds make selection probabilities
highly sensitive to small score changes, randomization can enforce stability. These mechanisms
do not imply that lotteries are always the right policy. Rather, they show that if an institution
chooses to randomize, the lottery should be tied to a clear model of what has gone wrong in
the evaluation process. They give practical, efficient, and well-motivated methods to realize the
motivations for using randomized mechanisms in the first place.

Finally, the privacy chapter showed that transparency in evaluation systems is itself a techni-
cal design problem. Timing metadata can deanonymize pseudonymous users when people batch
related actions. Benchmark scores can leak information about private graph data when submitted
algorithms are allowed to depend on the private instance. In both cases, useful release requires
identifying the leakage channel and designing a privacy definition around the operational con-
straints of the platform. Generic anonymization or black-box application of standard privacy
tools is not enough when the released data are temporal, relational, or produced by strategic
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participants.

A theme across the three chapters is that measurement, decision-making, and transparency
feed back into each other. The pathologies we found in review-quality scores are also what
motivates lotteries that do not treat scores as ground truth. The lotteries themselves create new
artifacts worth releasing and require evaluation on privacy-gated data. This feedback loop sug-
gests a broader lesson: distributed evaluation systems should be designed around the uncertainty
they actually produce. Better experiments can show which signals deserve trust, better mech-
anisms can make uncertainty explicit in consequential decisions, and better privacy tools can
make the resulting systems auditable without exposing the people who participate in them.
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